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1.
Introduction

For access control to radio network and proactive congestion control, TR 23.734 Solution#5 (Clause 6.5) discuss two options:-


Option 1: Non-public network assigns a special access identity (as part of UAC framework) to its UE(s). Thus UE(s) assigned with regular access class (allowed in public PLMNs) that are not authorized to access Non-public network are not allowed to even initiate RACH access towards the Non-public Network.


Option 2: Non-public network bars access to UE(s) not configured with its network identifier by default. RAN should broadcast that access is barred for UE(s) not configured with its certain network identifier. Furthermore, RAN can broadcast cell-reserv-for-other-use to ensure that the unauthorized UE(s) (from public PLMN) are not accessing the Non-public network:

TR 23.734, Solution#5 went on further to indicate

On top of Option #2, UAC framework can be leveraged to perform Proactive congestion control for scenario 2a) described above.

In the evaluation of Solution#5, TR 27.734 notes

Option #1 has the benefit of leveraging existing access control framework specified as part of UAC for supporting scenario 1) but provides an additional method for controlling access to only UE(s) assigned the special access identity. However, option #1 has a drawback, that is the non-public network will have restricted access categories (in addition to the special access identity), e.g to allow/inhibit access of own devices in case of extreme congestion scenarios for scenario 2b).

Option #2 would be a new framework, but it has the benefit of not having to assign a new access identity rather leveraging the assigned network identifier. This solution allows the Non-public network to use the fullblown set of UAC features, assign own access control categories for own UE(s) in order to support proactive congestion control mechanism for its UE(s) for scenario 2a).
However, on the normative work, in TS 23.501, the only mention of UAC for NPNs is in subclause 5.30.2.5 and this subclause covers only SNPNs
5.30.2.5
Network access control

………………….

In order to prevent access to SNPNs for authorized UE(s) in case of network congestion/overload, unified access control information is configured per non-public network (i.e. as part of the subscription information that the UE has for a given non-public network).

For public network integrated NPNs, i.e CAG, there is nothing said about use of unified access control or access categorization.
2.
Discussion

2.1
Access control through Access Classes and Unified Access Control – introduced for 5G NR from Rel-15
In Rel-15 with the new 5GS over NR, RAN2, CT1 and SA1 introduced the feature Unified Access Control where an access attempt by a UE is categorized by the service it sought, i.e an access category. Once such a category is determined, the UE then checks the broadcast information for the barring factors of that access category and from that determine if access is allowed, see 38.331.

Although a UE will still have one or more associated access class, for all access control intentions, it is the access category that is used for access control not the UE's access class.
While it is understood that SNPN might be privately run and its radio part in no way under the control of 3GPP specification, the same cannot be said about Public-network-integrated NPN over which the CAG feature is meant to run. For the CAG UEs UAC would already come for "free". This leave the question of whether for SNPN UEs, is it good or even necessary to return to doing access control through access class.
Given the transformational change in Rel-15 to move from access class to access categories along with UAC, it would be beneficial, if not efficient, that for SNPN and CAG access control, to keep to access categorization and not have another method of for access control.
Observation 1:
Since Rel-15, 5GS has moved over to using access categories to perform access control of UE's request for access. Access Class although still exist is not used for access control in 5G NR.
Proposal 1:
We should refrain from introducing access control by access class for SNPN and CAG.
2.2
Intended use of Access Identities
TR 23.734 Solution#5, Option 1 suggest assigning special access identities to NPN UEs to cater for access control in NPN deployments.
Although not spelled out in 3GPP TS 22.261 that Access Identities are meant for ‘special’ type of users, the CR S1-174619 to 3GPP TS 22.261 that introduced Access Identities to the 5G system is clear that 'normal' users are given one common Access Identity and that is Access Identity = 0. This is in contrast to ‘special’ users like the MPS (Multi-media Priority Service) users and the MCS (Mission Critical Service) users and users with Special Access Class 11 to 15, who gets assigned Access Identities 1, 2, 11, 12, 13, 14, 15 respectively. Yes, S1-174619 has reserved a further range of Access Identities for future use, but the presently assigned (non zero) Access Identities point to those reserved Access Identities will also be for ‘special’ users.
Note:

Access Class as assigned to users, have been in place and remains unchanged since GSM. Every normal user/subscriber is given an AC from AC 0 to 9. Special users (like police, fire, network technicians) gets AC 11 to 15. For details of assignment of AC, see 3GPP TS 22.011, subclause 4.3.1 on Access Class Barring 

In NPN deployments for critical service users, first responders, network support staff those 'special' users will anyhow have one or more of the Access Identities of 3GPP TS 22.261. But we cannot rightly justify that factory robots, remote monitoring devices, automated machines will get non-zero access identities.

Observation 2:
It is a drawback to assign non-zero access identities to such non 'special' users in that there are only so many reserved access identities and the envisaged usage of vertical services far exceeds that number should each vertical service have its own access identity
Proposal 2:
Assigning special access identities for 'normal' NPN capable UEs in order to use such access identities for access control under the UAC framework should not be considered.
2.3
Access categories for accessing SNPN and CAG
TR 23.734, clause 6.5 further state that for Option #2, the “solution allows the Non-public network to use the fullblown set of UAC features, assign own access control categories for own UE(s) in order to support proactive congestion control mechanism for its UE(s)”. 
But what is this “new framework” is not alluded to. Also how is UAC to work, to be applied for UE working in NPNs, that too, is not described. 
For avoidance of doubt, what we do not challenge is that UAC, designed and introduced as part of Rel-15 5GS can be the framework for access control of SNPN capable UEs or CAG capable UEs or both. What we do not see is what this "new framework" is or should be.

In fact we do not think there is need for a new framework and using the existing defined UAC mechanisms and if need be, tweaking it for access control in NPN environments would suffice. We see such tweaks as using different or distinguishing standardized access categories or operator defined access categories or both would work well and would be sufficient. By such tweaks, no new UAC framework is needed i.e. the existing Rel-15 UAC mechanisms specified by RAN2 and CT1 can be used relatively as it is, with the exception of new access categories (standardized or operator defined or both).
Additionally, as the present UAC mechanism of using access categories ties an access attempt to a requested type of service, using different access categories for NPN access would allow differentiating UE accessing for NPN service. Whilst hybrid CAG cell operation is out of scope of Rel-16, having such differentiation of categories would provide forward compatibility come the time operation of hybrid CAG cells need to be considered.
Observation 3:
The present UAC framework designed in Rel-15 can be used to perform access control in NPN environments. A 'new framework' is not needed and the existing Rel-15 UAC framework can be tweaked to distinguish access for NPN service by using new access categories.
Proposal 3:
Reuse the existing Rel-15 UAC mechanism and allow differentiation of access for NPN by using new standardized access categories or operator-defined access categories, where the assignment of these new access categories is a Stage 3 matter.
3.
Conclusion and proposed way forward

While over several SA2 meetings, in offline and online discussions, there is an acknowledgement that unified access control is used for NPNs – both SNPNs and CAGs – for access control, particularly in overload and congestion situations, not much of such unified access control is specified in 23.501. 

We believe there should be clear normative statements setting out such use of UAC, and given the analysis in above sections, we see the need to spell out the use of a specific access category – be it standardized access categories or operator defined access categories – for NPN use.
In summary we propose that access control for NPN UEs :-
· should not be through access classes control (Proposal 1 above)

· should not be through assignment of special access identities (Proposal 2 above)

· should be through the Rel-15 UAC mechanism and by access categories assigned to UE for NPN service. (Proposal 3)
· by use of new standardized access categories or operator defined access categories or both (Proposal 3)
To progress on Proposal 3 above, S2-1905314 is submitted as CR to 3GPP TS 23.501.
