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1. Overall Description:
SA2 would like to inform SA3 that SA2 has specified one data analysis network entity NWDAF, which could identify a group of UEs or a specific UE being misused or hijacked as depicted in clause 6.8 in TS 23.288.

[bookmark: _GoBack]The NWDAF could be notified by the NFs to collect UE behavioural information as depicted in clause 6.8.2, and output UE’s abnormal behaviour analytics as depicted in clause 6.8.3. The typical abnormal behaviours include: 

“Unexpected UE location, unexpected long-live/large rate flows, unexpected wakeup, suspicion of DDoS attack, wrong destination address, and ping-pong stationary UE”. 

When the NFs receives the notification, the NFs could adopt pre-defined anti-risk mechanisms as listed in table 6.8.3-2.


2. Actions:
To SA3 group.
ACTION: SA2 kindly requests SA3 to investigate the solution to identify misbehaving UEs, and provide feedback if needed.

3. Date of Next TSG-SA WG2 Meetings:
SA2#134	                24-28 June 2019		Sapporo, Japan
SA2#135	10-14 Oct 2019		Split, Croatia

