3GPP TSG-SA2 Meeting #133
S2-1904954 

May 13 - 17, 2019, Reno, NV, USA
(was S2-181xxyy)


Source:
vivo

Title:
Update the support of LCS privacy
Document for:
Approval

Agenda Item:
6.13
Work Item / Release:
5G_eLCS / Rel-16

Abstract of the contribution: This contribution provides text proposal for TS 23.273 to update the support of the UE privacy setting for LCS
FIRST CHANGE
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].


GMLC
Gateway Mobile Location Centre

HGMLC
Home GMLC

LCS
LoCation Services
LRF
Location Retrieval Function

MO-LR
Mobile Originated Location Request

MT-LR
Mobile Terminated Location Request

NI-LR
Network Induced Location Request 
PMD
Pseudonym mediation device functionality
POI
Privacy Override Indicator

LPP 
LCS Privacy Profile

TNAN
Trusted Non-3GPP Access Network

UNAN
Untrusted Non-3GPP Access Network

VGMLC
Visited GMLC
NEXT CHANGE
5.4
LCS privacy 
5.4.1
General
LCS privacy feature controls whether LCS clients are allowed or disallowed to retrieve the UE location information based on the information as follows:

- 
LPP; the LPP can be provided via subscription and provided from UE or AF via UE LCS privacy profile handling as define in the clause 5.4.3.2. The LPP data via subscription and LPP data from UE or AF are separate LPP data in the LPP. 

- 
According to subscription, LCS privacy subscription options for a UE are stored in LPP in the UDR.

- 
According to UE LCS privacy profile handling, the UE generates or updates a LPP data and provides it to the network as an input to LPP in the UDR. The LPP data from UE or AF is used to indicate whether the subsequent LCS requests from LCS clients are allowed or disallowed.

- 
 POI; the POI, which can overwrite LPP, is supported as defined in clause 9.5.1 of TS 23.271 [4].
5.4.2
LCS Privacy Profile (LPP)

5.4.2.1
General 

LPP includes the information as follows

- 
Privacy Class, which include the Call/Session-unrelated Class and PLMN operator Class, as defined in clause 9.5.3 of TS 23.271 [4]. Note: The other classes in clause 9.5.3.2 of TS 23.271 [4] are not supported in this specification.
- 
Service Type, as defined in 9.5.3.5 of TS 23.271 [4]. 
-    LCS Privacy Indicator (LPI).
5.4.2.2

Privacy Class
5.4.2.2.1
Call/Session unrelated Class 

The call/session unrelated class defined in clause 9.5.3.3 of TS 23.271 [4] is supported with the following clarifications.

-
location request allowed only from GMLCs identified in the SLPP is not supported;

-
location request allowed only from a GMLC in the home country is not supported;

-
location request allowed from any GMLC is not supported;
-
Call/Session unrelated Class may include the 1st Call/Session unrelated Class and the 2nd Call/Session unrelated Class. The 1st Call/Session unrelated Class is provide via subscription and the 2nd Call/Session unrelated Class is provided by UE or AF. When both Call/Session unrelated Classes are valid in LPP, the 2nd Call/Session unrelated Class take precedence on 1st Call/Session unrelated Class, i.e. the LPP consumers take the 2nd Call/Session unrelated Class to authorize the MT-LR for UE.
In the 1st call/session unrelated class, for each identified value added LCS client, AF in the privacy exception list, one of the following subscription options shall apply:
-     positioning allowed without notifying the UE user (default case);

-
positioning allowed with notification to the UE user;

-
 positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

-
 positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

In the 1st call/session unrelated class, for all value added LCS client, or AF sending a non-call/session related 5GS-MT-LR that are not identified in the privacy exception list, one of the following subscription option shall apply:

-
positioning not allowed (default case);

- 
positioning allowed with notification to the UE user;

- 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

- 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

In the 2st call/session unrelated class, for each identified value added LCS client, AF in the privacy exception list, one of the following privacy setting options shall apply:
-
positioning not allowed (default case);

- 
positioning allowed without notification to the UE user.

In the 2st call/session unrelated class, for all value added LCS client, or AF sending a non-call/session related 5GS-MT-LR that are not identified in the privacy exception list, one of the following privacy setting option shall apply:

-
positioning not allowed (default case);

- 
positioning allowed without notification to the UE user;

5.4.2.2.2
PLMN Operator Class 

The PLMN operator class defined in clause 9.5.3.4 of TS 23.271 [4] is supported. The PLMN operator class is provided via subscription only.
5.4.2.3
LCS Privacy Indicator (LPI)
LPI indicates all Location request not allowed or all location request is allowed. LPI take precedence on the other LCS privacy data in the LPP. LPI can only be provided from UE or AF only.
5.4.3
Provision of LPP 

5.4.3.1
General 

Some LPP data can be provided via subscription and some LPP data can be provided by the UE or AF. LPP data from UE or AF take precedence on the LPP data via subscription. Table 5.4.4-1 shows a summary of the LPP setting. The privacy selection rule is defined in clause A.X.

Table 5.4.3-1: provision of LPP

	Privacy Profile Data Type
	Presence
	LCS Privacy Data in the UDM
	Presence
	Range
	Can be subscribed or not
	Can be provided by the UE or AF

	1st Call/session Unrelated Class
	M
	privacy profile For any LCS client or AF
(not in the Exceptional LCS client list)
	M
	1: For any LCS client not in the Exceptional LCS client list 
	Yes
	No

	
	
	> Privacy subscription option(One of the following mutually exclusive options)
-
Location not allowed(Default value) 

-
Location allowed with notification 

- Location allowed without notification

-
Location with notification and privacy verification; location allowed if no response

-
Location with notification and privacy verification; location restricted if no response
	C
	
	Yes
	No

	
	
	Exceptional LCS client List 
	O
	
	Yes
	No

	
	
	> Each Exceptional LCS client related privacy Item
	
	1..<maxnoofclients>
	Yes
	No

	
	
	>>LCS Client or AF
	C
	When Exceptional LCS client List present, it is mandatory.
	Yes
	No

	
	
	>> Privacy subscription option(One of the following mutually exclusive options)
-
Location not allowed(Default value) 

-
Location allowed with notification 

- Location allowed without notification

-
Location with notification and privacy verification; location allowed if no response

-
Location with notification and privacy verification; location restricted if no response
	C
	When Exceptional LCS client List present, it is mandatory.
	Yes
	No

	2nd Call/session Unrelated Class
	O
	privacy profile For any LCS client or AF
(not in the Exceptional LCS client list)
	M
	1: For any LCS client not in the Exceptional LCS client list 
	No
	Yes

	
	
	> Privacy Setting option(One of the following mutually exclusive options)
-
Location not allowed

-
Location allowed 
	C
	
	No
	Yes

	
	
	Exceptional LCS client List 
	O
	
	No
	Yes

	
	
	> Each Exceptional LCS client related privacy Item
	
	1..<maxnoofclients>
	No
	Yes

	
	
	>>LCS Client or AF
	C
	When Exceptional LCS client List present, it is mandatory.
	No
	Yes

	
	
	>> Privacy Setting option(One of the following mutually exclusive options)
-
Location not allowed

-
Location allowed
	C
	When Exceptional LCS client List present, it is mandatory.
	No
	Yes

	PLMN Operator Class
	O
	LCS client list: a list of one or more generic classes of LCS client that are allowed to locate the particular UE. The following classes are distinguished:

-
LCS client broadcasting location related information

-
O&M LCS client in the HPLMN

-
O&M LCS client in the VPLMN

-
LCS client recording anonymous location information

-
LCS Client supporting a bearer service, teleservice or supplementary service to the target UE
	O
	
	Yes
	No

	LPI
	O
	Indication of one of the following mutually exclusive options:

-
All Location requests are not allowed 
-
All Location requests are allowed
	C
	For any LCS request from any LCS client. 
	No
	Yes

	Others
	O
	Valid Time period for LCS privacy profile from UE or AF
-
Start Time for the valid time period

-
End Time for the valid time period
	O
	
	No
	Yes


5.4.3.2
UE LCS privacy profiles handling
An LCS client may or may not be authorised to retrieve the UE location information, if the UE is not intended to be positioned e.g. for commercial use. 
UE LCS privacy profile handling is a feature which allows the UE or AF to set a LPP data and provide it to the network.

The LPP data from UE or AF is used to indicate whether the subsequent LCS request from the LCS client is allowed or disallowed.

The LPP data from UE or AF can include the information as follows:

-
The UE LCS privacy indicator, which indicates the subsequent LCS requests for the UE are allowed or disallowed. 

-
The 2nd Call/session Unrelated Class.
-
The valid time period for the LPP data from UE or AF. The valid period includes an end time and optionally includes a start time. When the start time is not included, the network treat the reception time of the LPP data as the start time.
-
The exceptional LCS client list for the LPP data from UE or AF. 
The UE LCS privacy profile is a Data Subset i.e. UE LCS data, of the Subscription Data stored in the UDR that is accessed by the UDM. UDM may also store the UE privacy setting locally.
5.4.3.3
Provision of UE LCS privacy profile from UE or AF
The UE privacy setting is set by the UE and provided to the network using N1 NAS message. It may be updated by UE any time after the first time provisioning.

An authorized AF is also allowed to provision the UE LCS privacy profile for specific UE(s) via NEF. If the UE LCS privacy profile provided by the UE and the AF conflict, the one provided by UE takes precedence.
The UE LCS privacy profile may be updated by the target UE during the 5GC-MO-LR, 5GC-MT-LR and Deferred 5GC-MT-LR Procedure for Periodic, Triggered and UE Available Location Events. The updated value is stored into the UDR by the UDM after the interaction with the AMF.

In addition, a notification is sent by the UDM in order to notify the subscribed consumer i.e. GMLC, NEF and AMF about the change of UEs privacy setting:

-
Target UE identity, (one or both of GPSI and SUPI);

-
Updated UE privacy setting.
NEXT CHANGE
5.4.3
LCS service authorization based on UE LCS privacy profile
UDM provides the UE LCS privacy profile to AMF, NEF and GMLC, if the information is available.
For a 5GC_MT_LR request, the GMLC determines whether the LCS client is authorized to retrieve UE location, based on the UE privacy profile, POI and the other restrictions. It is the H-GMLC if the UE is registered in a VPLMN.

NOTE:
The UE privacy setting is not sent to the V-GMLC.

For a 5GC_MT_LR, NEF determine whether the AF is authorized to retrieve UE location, based on the UE LCS privacy profile, POI and other restrictions.


END OF CHANGES
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