
3GPP TSG-SA WG2 Meeting #132 
S2-193139
8 - 12 April 2019, Xi’An China















      (rev of)
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	23.060
	CR
	2046
	rev
	-
	Current version:
	16.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Ethernet packet filters in TFT 

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	SA2

	
	

	Work item code:
	TEI16
	
	Date:
	2019-04-02

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Etherent PDN Type is introduced in 23.401 CR3498 (S2-1902866), which clarifies (in clause 4.3.17.8a of TS 23.401) that SDF template in PCC rule can contain Ethernet packet filters, however, TFT using Ethernet packet filters is not specified yet in TS 23.060.  

	 
	

	Summary of change:
	15.3.0 
Add a note that clause 15.3 is applicable for IP flows. 

Editiorial correction (remove “dedicated” from “Create Dedicated Bearer Request”)
15.3A (new) Add description of Ethernet packet filters in the TFT. 

	
	

	Consequences if not approved:
	TFT using Ethernet packet filters remain unspecified.

	
	

	Clauses affected:
	15.3.0, 15.3.2A (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


**** First Change ****
2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. For a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
Void.

/**** some unchanged references omitted **///

 [123]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[xx]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
**** Next Change ****
15.3
Traffic Flow Template

15.3.0
General

NOTE 1: TFT in clause 15.3 contains packet filters for IP packets.
A TFT consists of one or more packet filters, each identified by a unique packet filter identifier. The maximum number of packet filters is specified in TS 24.008 [13]. A packet filter also has an evaluation precedence index that is unique among all packet filters that are associated with the PDP contexts that share the same PDP address and APN. This evaluation precedence index is in the range of 255 (lowest evaluation precedence) down to 0 (highest evaluation precedence). The MS manages packet filter identifiers and their evaluation precedence indexes, and creates the packet filter contents for those packet filters that are created by the MS. In 'MS/NW' mode, the GGSN/P‑GW manages packet filter identifiers and their evaluation precedence indexes for those packet filters that are created by the network. A packet filter has a direction attribute, which indicates the direction of the traffic flow(s), i.e. whether they are uplink, downlink or bi-directional. A packet filter from the MS where the direction attribute is not provided describes desired downlink traffic mapping and the network shall interpret such filter as valid for both directions. For services having no downlink IP flows, the MS shall provide packet filters for uplink IP flows to enable policy control functionality as described in TS 23.203 [88].

NOTE 1:
Packet filter direction was introduced together with the support for Network Requested Secondary PDP Context Activation procedure.
The state for the TFT and packet filter settings amongst all the PDP Contexts associated with one PDP address/prefix and APN pair is valid if all of the following conditions are fulfilled:

1)
there is at most one PDP Context with no associated TFT; and

2)
for 'MS/NW' mode or when the MS uses the direction attribute in 'MS_only' mode, the PDP Context established with the Secondary PDP Context Activation Procedure always has an associated TFT with at least one packet filter for the uplink direction.

NOTE 2:
The above conditions for the valid TFT and packet filter setting is intended for use with bearers in all types of 3GPP accesses.

NOTE 3:
A TFT that does not have any packet filter for the uplink direction is not considered valid (except for the PDP context established with the PDP Context Activation Procedure). By not considering the TFT valid a non-backward compatible change is introduced, but it would otherwise introduce unnecessary complexity to the system and it would still remain ambiguous whether such a TFT would be considered as allowing or not allowing uplink flows from an MS perspective, e.g. if the MS sends uplink packets on such PDP context the network might drop such packets due to lack of of PCC rules with matching filters.

The MS shall ensure that for each TFT which includes packet filters under MS control, condition 2 is fulfilled for the packet filters under MS control.

The network shall, after conducting any action necessary to recover from a detected TFT status misalignment between the MS and the network, reject any request from the MS that would violate any of these conditions.

NOTE 4:
The network action to recover from a detected TFT status misalignment sometimes include deactivating outdated bearer information remaining after MS and network getting out of synchronization.

The network shall ensure that for each TFT which includes packet filters under network control, condition 2 is fulfilled for the packet filters under network control. If the network wants to add a packet filter to the TFT of a PDP context established with the Secondary PDP Context Activation Procedure or to initiate a Network Requested Secondary PDP Context Activation Procedure, and the resulting TFT will not include any uplink packet filter among the packet filters under network control, then the GGSN/P-GW shall add a packet filter that effectively disallows any useful packet flows in uplink direction (see clause 15.3.3.4 for an example of such a packet filter).

NOTE 5: Ensuring that the own packet filters alone fulfils the conditions ensures that the TFT setting for the PDP Contexts associated with one PDP address/prefix and APN pair remains valid while allowing the MS and the network manipulating their own packet filters independently.

NOTE 6:
For the PDP context established with the PDP Context Activation Procedure a packet filter for the uplink direction is not required for the TFT to maintain a valid state for the TFT settings. If a packet filter which effectively disallows any useful packet flows in uplink direction is added by the GGSN/P-GW as the only uplink packet filter, due to operator configuration, the PDP context would be usable only for the transfer of downlink traffic.

The MS may associate a TFT with a PDP context in the Secondary PDP Context Activation procedure or the MS-Initiated PDP Context Modification procedure. The network associates a TFT with a PDP context in the Network Requested Secondary PDP Context Activation Procedure or the GGSN-Initiated PDP Context Modification procedure (if in 'MS/NW' mode). A PDP context can never have more than one associated TFT.

In 'MS_only' mode the MS may modify any TFT through the MS-Initiated PDP Context Modification procedure.

In 'MS/NW' mode the GGSN and the MS may modify any TFT through the PDP Context Modification Procedure in accordance with the restrictions described in clause 9.2.0.

A TFT associated with a PDP context is always deleted at PDP context deactivation.

The UE may use the TFT to associate the Network Requested Secondary PDP Context Activation Procedure and the GGSN-Initiated PDP Context Modification Procedure to an application and to traffic flow aggregates of the application. Therefore the GGSN shall (in the Network Requested Secondary PDP Context Activation Procedure and the GGSN-Initiated PDP Context Modification Procedure) and the P‑GW shall (in the Create Bearer Request and the Update Bearer Request messages) provide all available traffic flow description information applicable for the same EPS Bearer/PDP context (e.g. source and destination IP address and port numbers and the protocol information).
15.3.1
Rules for Operations on TFTs

The MS and GGSN shall use the TFT and packet filter identifiers in each operation for handling of the TFTs and packet filters in accordance with the restrictions described in clause 9.2.0.

When the MS or GGSN creates a new TFT, or modifies an existing TFT, it has to include at least one valid packet filter. If no valid packet filter is included in the newly created or modified TFT, the procedure used for the creation or modification of the TFT shall fail, and an error code shall be returned to the MS or GGSN respectively.

During the modification of a TFT, one or more existing packet filters can be modified or deleted, or a new packet filter can be created. In order to modify an existing packet filter, the new values for the packet filter attributes along with the packet filter identifier is sent from the MS to the GGSN, or from the GGSN to the MS. The MS may also modify the evaluation precedence index only of one or several packet filters by means of the MS-Initiated PDP Context Modification procedure. The GGSN may also modify the evaluation precedence index only of one or several packet filters by means of the GGSN-Initiated PDP Context Modification procedure.

A TFT is deleted when the associated PDP context is deactivated. For bearer control mode 'MS_only', a TFT can also be deleted by means of the MS-Initiated PDP Context Modification procedure. At any time there may exist only one PDP context with no associated TFT amongst all the PDP contexts associated with one PDP address. An attempt by the MS to delete a TFT, which would violate this rule, shall be rejected by the GGSN.

15.3.2
Packet Filter Attributes

15.3.2.0
General

Each valid downlink- and uplink-packet filter contains a unique identifier within a given TFT, an evaluation precedence index that is unique among all packet filters for one PDP address and APN pair, and at least one of the following attributes:

-
Remote Address and Subnet Mask.

-
Protocol Number (IPv4) / Next Header (IPv6).

-
Local Address and Mask.

-
Local Port Range.

-
Remote Port Range.

-
IPSec Security Parameter Index (SPI).

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

In the list of attributes above 'Remote' refers to the external network entity, and 'Local' to the MS.

Some of the above-listed attributes may coexist in a packet filter while others mutually exclude each other. In table 12 below, the possible combinations are shown. Only those attributes marked with an "X" may be specified for a single packet filter. All marked attributes may be specified, but at least one shall be specified.

If the parameters of the header of a received PDP PDU match all specified attribute values in a packet filter, then it is considered that a match is found for this packet filter. In this case, the evaluation procedure is aborted. Other packet filters in increasing order of their evaluation precedence index are evaluated until such match is found.

There may be potential conflicts if attribute values are combined in such a way that the defined filter can never achieve a match to a valid IP packet header. However, the determination of such conflicts is outside the scope of GPRS standardization.

Table 12: Valid Packet Filter Attribute Combinations

	
	Valid combination types

	Packet filter attribute
	I
	II
	III

	Remote Address and Subnet Mask
	X
	X
	X

	Protocol Number (IPv4) / Next Header (IPv6)
	X
	X
	

	Local Address and Mask
	X
	X
	X

	Local Port Range
	X
	
	

	Remote Port Range
	X
	
	

	IPSec SPI
	
	X
	

	TOS (IPv4) / Traffic Class (IPv6) and Mask
	X
	X
	X

	Flow Label (IPv6)
	
	
	X


15.3.2.1
Remote Address and Subnet Mask

The Remote Address and Subnet Mask attribute of a valid packet filter shall contain an IPv4 or IPv6 address along with a subnet mask.

As an example, the remote address and subnet mask attribute to classify packets coming from all hosts within the IPv4 domain A.B.C.0/24 is {A.B.C.0 [255.255.255.0]}.

15.3.2.2
Protocol Number / Next Header

The Protocol Number / Next Header attribute of a valid packet filter shall contain either an IPv4 Protocol Number or an IPv6 Next Header value. The value range is from 0 to 255.

15.3.2.2A
Local Address and Mask

The Local Address and Mask attribute of a valid packet filter shall contain an IP address along with a mask.

The Local Address and Mask attribute is optional for both the MS and the network and can be used in case both the MS and network has declared support for the extended TFT filter format in the Protocol Configuration Options.

NOTE:
For IPv4, there is only one local address associated with the bearer. Therefore an IPv4 local address in the TFT filter would be redundant.

15.3.2.3
Port Numbers

The Local Port Range and Remote Port Range attributes of a valid packet filter shall each contain one port number, or a range of port numbers. Port numbers range between 0 and 65 535.

15.3.2.4
IPSec Security Parameter Index

The IPSec SPI attribute of a valid packet filter shall contain one SPI which is a 32‑bit field.

15.3.2.5
Type of Service / Traffic Class and Mask

The Type of Service / Traffic Class and Mask attribute of a valid packet filter shall contain either an IPv4 TOS octet or an IPv6 Traffic Class octet along with a mask defining which of the 8 bits should be used for matching.

15.3.2.6
Flow Label

The Flow Label attribute of a valid packet filter shall contain an IPv6 flow label, which is a 20‑bit field.

15.3.3
Example Usage of Packet Filters

15.3.3.0
General

Based on the type of traffic or the packet data network QoS capabilities, different types of packet filters can be used to classify a given PDP PDU in order to determine the right PDP context. Some examples are given below.

15.3.3.1
IPv4 Multi-field Classification

For multi-field classification, the packet filter consists of a number of packet header fields. For example, to classify TCP/IPv4 packets originating from 172.168.8.0/24 destined to port 5 003 at the TE, the following packet filter can be used:

-
Packet Filter Identifier = 1;

-
IPv4 Source Address = {172.168.8.0 [255.255.255.0]};

-
Protocol Number for TCP = 6; and

-
Destination Port = 5 003.

15.3.3.2
IPv4 TOS-based Classification

For TOS-based classification, the packet filter consists of only the TOS octet coding. For example to classify IPv4 packets marked with TOS coding 001010xx, the following packet filter can be used:

-
Packet Filter Identifier = 3;

-
Type of Service / Traffic Class = 00101000 and Mask = 11111100.

NOTE:
The TOS-based classification can always be augmented with the source address attribute if it is known that different source domains use different TOS octet codings for the same traffic class.

15.3.3.3
IPv4 Multi-field Classification for IPSec Traffic

For multi-field classification of IPSec traffic, the packet filter contains the SPI instead of the port numbers that are not available due to encryption. If IPSec (ESP) was used with an SPI of 0x0F80F000, then the following packet filter can be used:

-
Packet Filter Identifier = 4;

-
Protocol Number for ESP = 50; and

-
SPI = 0x0F80F000.
15.3.3.4
Services with IP flows in only one direction

For services with no uplink IP flows, a dummy uplink packet filter can be provided by the network to avoid that the UE uses the PDP context for uplink traffic that is expected on the PDP context without any uplink packet filter. For example that can be done by assigning the remote port "9", which is the "discard" port, i.e. the following packet filter can be used:

-
Packet Filter Identifier = 5;

-
Packet Filter Direction = uplink only; and

-
Remote port = 9 (the discard port).

15.3A
Traffic Flow Template for Ethernet PDN Connection

Support of Ethernet type PDN Connection is specified in TS 23.401 [89]. 

The TFT for Ethernet Type PDN connection consists of one or more Ethernet packet filters as described in clause 5.7.6.3 of TS 23.501 [xx]. A packet filter also has an evaluation precedence index that is unique among all packet filters within the PDN Connection.When PGW creates a new TFT, or modifies an existing TFT, same handling in clause 15.3.1 applies. A TFT is deleted when the associated PDN connection is deactivated.

**** End of Changes ****

�In clause 15.3, only 15.3.0 is updated, the other sub-clauses are included for information







