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Abstract of the contribution: A solution to allow 5GC to admit and authenticate devices (e.g, Laptop) that does not NAS when accessing via cable networks. 
>> recheck - 
Introduction

During the TR phase (TR 23.716), solution 6.30 was endorsed, subjected to SA3 discussion. This solution allows device such as laptop to access the network/internet via FN-CRG/5G-CRG and W-5GCAN without 3GPP credentials (in other words, a true converge core needs to support devices beside the traditional 3GPP UEs) . It is proposed to add the materials to TS 23.316 to allow SA3 to work (or debate) on this solution.

Proposal

It is proposed to update TS 23.316 as follows:
**** First Change ****
4.10
UE behind 5G-RG and FN-RG.

Editor's note:
this clause includes the definition of support of UE behind 5G-RG and behind FN-RG

An RG connecting via W-5GAN or NG-RAN access towards 5GC can provide connectivity for a 5GC-capable UE behind the RG to access an N3IWF or TNGF. This allows the RG, W-5GAN and the RG's connectivity via 5GC to together act as untrusted/trusted N3GPP access to support 5GC-capable UEs behind the RG.

When FN-RG/5G-RG is serving a 5GC-capable UE, the control and user plane packets of the 5GC-Capable UE is transported using a FN-RG/5G-RG IP PDU session and then from PSA UPF of that PDU session to an IWF. A single FN-RG/5G-RG IP PDU session can be used to serve multiple 5GC UEs.

Figure 4.10-1 shows the architecture for how 5G-RG and W-5GAN acts a trusted Non-3GPP access.

Editor's note:
Whether and how FN-RG and W-5GAN can act a trusted Non-3GPP access.

Editor's note:
The terminology "5GC-capable UE" and "5GC-UE" needs to be revisited.
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Figure 4.10-1: Non-roaming architecture for 5GC capable UE behind 5G-RG using trusted N3GPP access
The 5G-RG can be connected to 5GC via W-5GAN, NG RAN or via both accesses. The 5GC-UE can be connected to 5GC via 5G-RG, NG RAN or via both accesses.

The TNGF and Ta reference point are defined in TS 23.501 [2].

NOTE 1:
The reference architecture in figure 4.10-1 only shows the architecture and the network functions directly connected to W-5GAN or TNGF, and other parts of the architecture are the same as defined in TS 23.501 [2], clause 4.2.
NOTE 2:
The reference architecture in figure 4.10-1 supports service based interfaces for AMF, SMF and other NFs not represented in the figure.

NOTE 3:
The two N2 instances in Figure 4.10-1 apply to a single AMF for a 5G-RG which is simultaneously connected to the same 5G Core Network over 3GPP access and W-5GAN.
4.10a
Non 5GC NAS capable device behind 5G-CRG and FN-CRG.

A non 5GC NAS capable devices (e.g., IoT, laptop) connecting via W-5GAN towards 5GC can be authenticated by the 5GC using EAP based authentication with EAP-TLS (IETF RFC 5216) or EAP-TTLS (RFC 5281), see TS 33.501 [xx] Annex B. The following call flow describes the overall authentication procedure with FN-CRG.
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Figure 4.10a-1: Non-5GC device authenticated by 5GC procedure
1.
W-AGF registers FN-RG to 5GC based on subclause 7.2.1.X
.

2.
FN-CRG is configured as L2 bridge mode and forwards any L2 frame forward to W-AGF. 802.1x authentication is triggered. This can be done either by non 5GC NAS capable device sending a EAPOL-start frame to W-AGF or W-AGF receives a frame from an unknown MAC address. 
3.
W-AGF, on behalf of the non 5GC capable device, formulate a N1: Registration Request message to AMF with Registration type indicating “non 5GC NAS capable device” initial registration.

4. 
AMF selects a suitable AUSF based on registration type. 

5.
EAP authentication using TLS or TTLS is performed between the AUSF and non 5GC NAS capable device capable device, using procedure defined in TS 33.501 [xx] Annex B. 

Once the UE has been authenticated, the AUSF provides relevant security related information to the AMF. AUSF shall return the SUPI (e.g, username of the non 5GC NAS capable device) to AMF only after the authentication is successful. 
Editor’s Note: If and how to handle the same SUPI connecting from multiple devices simultaneously to 5GC is FFS
Editor’s Note: TLS/TTLS EAP procedure is subjected to review by SA3.
AMF performs other registration procedures as required (see TS 23.502 subclause 4.2.2.2.2).

6.
AMF sends Registration Accept message to W-AGF. 

Only one PDU session per UE is supported.
For 5G-CRG, it behaves as FN-CRG (i.e., L2 bridge mode) when handling non 5GC NAS capable device.
**** End of Change ****
�This is from S2-1903123 from Ericsson
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