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	Reason for change:
	An Application Identifier contains one or more PFDs per clause 7.2 (Procedures for management of PFDs) of TS 23.203, e.g. for PULL mode, the following is stated:

 …This procedure enables the PCEF/TDF to retrieve PFDs for an Application Identifier from the PFDF…
#1 How to enforce different attibutes in a PFD;

In SA2#131, 23.682 CR0427 (S2-1901499) on Rel-15 and CR0428 (S2-1901400) (mirror in Rel-16) clarifies that a PFD may include one of IP-tuple, URL, or Domain name or may contain any combination of the three, see below:

=== From TS 23.682 v15.8.0=====  

5.14.2
PFD definition
A PFD include the following information:

-
PFD id; and

-
one or more of the following:

-
a 3-tuple including protocol, server side IP address and port number;

-
the significant parts of the URL to be matched, e.g. host name;
-
a Domain name matching criteria and information about applicable protocol(s).
However, the above is considered insufficient by stage 3 (CT3 LS C3-190425 (S2-1903040)) on how the attribute (i.e. IP-tuple, URL, or Domain name, or any combination of the three) applies to service flow detection, and the following question is asked:

If multiple PFD filters of different type (e.g. IP tuple and Host Name) are included in a PFD, should all filters in such PFD be used together to detect the traffic (e.g. both IP tuple and Host Name are matched)?
#2 How to enforce the multiple values for an attribute in a PFD
Stage 3 (TS 29.122 and TS 29.244 in Rel-15) has specfied that multiple values are allowed for every attribute (e.g. more than IP-tuples can be included for the IP-tuple attribute in a PFD).
#3 Change from Rel-15 or Rel-16?

CT3 LS S2-1903040 is on Rel-16, however, CT4 (C4-190419) has already specified how multiple PFDs and/or multiple values of an attribute are used in service flow detection, therefore it’s proposed to start the SA2 update from Rel-15 to align with CT4.   

	
	

	Summary of change:
	Clarify how IP-tuple(s), URI(s) and/or Domain name(s) are used in application detection as follows:

When multiple PFDs are associated with application identifier, the application is detected when any of the PFDs associated with the application identifier is matched. In addition, if a PFD contains multiple attributes, the PFD is only matched when every attribute contained in the PFD has a matching value. 
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	Other comments:
	This update assumes the alignment with stage 3 in TS 23.682 CR0439 (S2-1903166) that multiple values are possible for the attribute. 


************** Start of changes ***************
6.2.2.2
Service data flow detection

This clause refers to the detection process that identifies the packets belonging to a service data flow. Each PCC rule contains a service data flow template, which defines the data for the service data flow detection as a set of service data flow filters or an application identifier referring to an application detection filter.

For PCC rules that contain an application identifier (i.e. that refer to an application detection filter), the order and the details of the detection are implementation specific. The application detection filter may be extended with the PFDs provided by the PFDF as described in clause 6.1.20. The new PFDs provided by the PFDF replace the existing ones in the PCEF. When multiple PFDs are associated with application identifier, the application is detected when any of the PFDs associated with the application identifier is matched. In addition, if a PFD contains multiple attributes, the PFD is only matched when every attribute contained in the PFD has a matching value. 
Once an application has been detected, enforcement and charging shall however be applied under consideration of the PCC rule precedence, i.e. when multiple PCC rules overlap, only the enforcement and charging actions of the PCC rule with the highest precedence shall be applied.

For PCC Rules that contain an application identifier (i.e. that refer to an application detection filter) the detection of the uplink part of the service data flow may be active in parallel on other bearers with non-GBR QCI (e.g. the default bearer) in addition to the bearer where the PCC rule is bound to.

NOTE 1:
When PCC rules with application detection filters cannot be used to generate traffic mapping information for the UE, the application detection may need to inspect traffic on multiple bearers. The PCEF uses implementation specific logic to determine for what bearers the up-link service data flow detection applies. The uplink traffic will get the QoS of the bearer carrying the traffic. The QCI of the bearer may therefore be different than the QCI of the PCC rule detecting the service data flow. The charging and other enforcement functions performed by the PCEF will still be carried out based on parameters of the PCC rule detecting the service data flow. If the PCC rule contains a GBR QCI, the GBR resource reservation will only apply on the bearer where the PCC rule is bound to. The PCRF can prevent that uplink GBR resources are reserved by providing an uplink GBR value of zero in the PCC rule.

The PCEF shall discard a packet in the case that there is no service data flow template of the same direction (i.e. of the IP‑CAN session for the downlink or of the IP‑CAN bearer for the uplink) detecting the packet.

NOTE 2:
For the uplink direction, discarding packets due to no matching service data flow template is also referred to as uplink bearer binding verification. For the case a BBERF is present, uplink bearer binding verification is done by the BBERF.

NOTE 3:
If PCC Rule containing an Application Identifier inspects traffic on multiple bearers in the uplink, such detected traffic counts as detection by that PCC rule.

The remainder of this clause describes the detection of service data flows identified by a service data flow filter (i.e. does not apply to PCC rules containing an application identifier):

-
Each service data flow template may contain any number of service data flow filters;

-
Each service data flow filter is applicable uplink, downlink or both uplink and downlink;

-
Service data flow filters are applied for each direction, so that the detection is applied independently for the downlink and uplink directions;

NOTE 4:
Service data flow filters that apply in both uplink and downlink should be used whenever the underlying IP‑CAN and access type supports this.

NOTE 5:
A service data flow template may include service data flow filters for one direction, or for both directions.

-
Each service data flow filter may contain information about whether the explicit signalling of the corresponding traffic mapping information to the UE is required.

NOTE 6:
This information enables e.g. the generation/removal of traffic mapping information for a default IP‑CAN bearer as well as the usage of PCC rules with specific service data flow filters on a default IP‑CAN bearer without the need to generate traffic mapping information.
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Figure 6.3: Relationship of service data flow, packet flow, service data flow template and service data flow filter

Service data flow filters identifying the service data flow may:

-
be a pattern for matching the IP 5 tuple (source IP address or IPv6 network prefix, destination IP address or IPv6 network prefix, source port number, destination port number, protocol ID of the protocol above IP). In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet;

-
an IP address may be combined with a prefix mask;

-
port numbers may be specified as port ranges.

-
the pattern can be extended by the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask;

-
consist of the destination IP address and optional mask, protocol ID of the protocol above IP, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the IPSec Security Parameter Index (SPI);

-
consist of the destination IP address and optional mask, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6).

NOTE 7:
The details about the IPSec Security Parameter Index (SPI), the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6) are defined in TS 23.060 [12] clause 15.3.

-
extend the packet inspection beyond the possibilities described above and look further into the packet and/or define other operations (e.g. maintaining state). Such service data flow filters must be predefined in the PCEF.

NOTE 8:
Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP. This shall be possible for HTTP and WAP. This includes the ability to differentiate between TCP, Wireless-TCP according to WAP 2.0, WDP, etc, in addition to differentiation at the application level. Filtering for further application protocols and services may also be supported.

For downlink traffic, the downlink parts of all the service data flow templates associated with the IP‑CAN session for the destination address are candidates for matching in the detection process.
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Figure 6.4: The service data flow template role in detecting the downlink part of a service data flow and mapping to IP‑CAN bearers

For uplink traffic, the uplink parts of all the service data flow templates associated with the IP‑CAN bearer (details according to clause A), are candidates for matching in the detection process.
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Figure 6.5: The service data flow template role in detecting the uplink part of a service data flow

NOTE 9:
To avoid the PCEF discarding packets due to no matching service data flow template, the operator may apply open PCC rules (with wild-carded service data flow filters) to allow for the passage of packets that do not match any other candidate service data flow template.

Service data flow templates shall be applied in the order of their precedence.
**** End of Changes ****
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