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Abstract of the contribution: This contribution proposes a procedure for the automatic provisioning of Expected UE Behaviour into UDR with data derived from NWDAF.
1. Discussion

Last SA2 meeting there was a discussion on how to determine that the UE deviates from the Expected UE behaviour, and then the need to obtain the Expected UE behaviour first, The Expected UE Behaviour is a collection of data provisioned into the UDR that defines the foreseen or expected behaviour of a UE. The Expected UE Behaviour is provisioned from an AF through NEF for a UE and it is stored into the UDR (via UDM) as part of the subscriber data. This is already specified in 3GPP TS 23.502 clause 4.15.6.2. The Expected UE behaviour data is specified in Tables 4.15.6.3-1 and 4.15.6.3a-1 in TS 23.502.
Then, it was discussed that the Expected UE behaviour may be determined based on analytics, and as such the AF could requests first the MNO to provide the expected UE behaviour and then next step it could provision the Expected UE behaviour in UDR using existing procedures in 23.502.

Alternatively, the Expected UE behaviour could be provisioned by the MNO, that has an agreement with an external ASP to report that the UE behaves abnormally. In this scenario, the proposal is that the operator itself, via OAM or a provisioning system retrieves the Expected UE behaviour first using analytics and then provisions the Expected UE behaviour in UDR using the existing procedures in 23.502.

Both provisioning of analytics to an external AF or an external OAM system may use the same procedure, assuming the option where an AF within the operator´s domain may use NEF or based on the NEF as an optional NF in this scenario. 

Note that the AF may provision the Expected UE behaviour for a Group of UEs and then NEF uses the existing Group Identifier translation to determine what a list of SUPIs or GPSIs are, so no need for the ASP or the OAM system to provide the list of SUPIs as discussed last SA2 meeting.

In addition, our proposal is to store the Expected UE behaviour in UDM/UDR so that it remains and is provided to the AMF or SMF in the registration or PDU session establishment procedures as today, and then no need to have a procedure for NWDAF to request the Expected UE behaviour as standalone procedure, e.g. when the request for Abnormal UE behaviour is received.
The contribution introduces two procedures for NWDAF-assisted provisioning of Expected UE behaviour, depending whether the trigger is done by an AF/NEF or by a provisioning request into NWDAF. 
2. Proposal
The following changes are proposed to be included into TS 23.288.
* * * First change * * * *
6.7.4
Procedures
6.7.4.1
NWDAF-assisted expected UE behavioural analytics 
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Figure 6.7.4.1-1: NWDAF assisted expected UE behavioural analytics procedure
1. 
2. 
3. 
4. 
5. 
6. 
7. 5GC NF or AF or OAM to NWDAF: Nnwdaf_AnalyticsInfo_Request (Analytic ID, Analytic Filter=SUPI) or Nnwdaf_ AnalyticsSubscription_Subscribe (Analytic ID, Target of Analytic Reporting =SUPI).
The Analytic ID is set to “Expected UE moving trajectory” or to “Expected UE communication characteristics”
2a-b.
The NWDAF requests to AMF Namf_ EventExposure_Subscribe (Event ID, SUPI), to request  location report for the UE, if the Analytic ID is set to “Expected UE moving trajectory”. 
2c-d- The NWDAF requests to AMF Namf_ EventExposure_Subscribe (Event ID, SUPI), to request  communication report for the UE, if the Analytic ID is set to “Expected UE communication characteristics”.
3.
The NWDAF derives requested analytics, 
4.
NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_ AnalyticsSubscription_Notify.
The NWDAF provides requested Expected UE behaviour to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_ AnalyticsSubscription _Notify, depending on the service used in step 1.

5-6. If the NF subscribed to Expected UE behaviour at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.
Annex Z: Candidate procedures to be moved to 23.502
Z.1
NWDAF-assisted expected UE behavioural parameters provisioning by AF 
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AF provisions NWDAF-assisted Expected UE behaviour 

(as per TS 23.502 clause 4.15.6.2)

AF subscribes and receives NWDAF-

assisted Expected UE behaviour 

(as per clause 6.7


Figure Z.1.1. Procedure to provision Expected UE behaviour using analytics
Figure Z.1-1 shows that the AF may be a consumer of the Analytics on Expected UE behaviour, this may be a prior step to the External Parameter provisioning procedure described in TS 23.502, clause 4.16.6.2.
* * * Next Change * * * *
Z.2
NWDAF-assisted expected UE behavioural parameters provisioning by OAM
The signalling flow below,  illustrates that OAM requests and receives NWDAF-assisted Expected UE behaviour for one or more UEs and then provisions the Expected UE behaviour into the subscription data of the corresponding UE or group of UEs.
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OAM provisions NWDAF-assisted Expected UE behaviour 

OAM subscribes and receives NWDAF-

assisted Expected UE behaviour 

(as per clause 6.7)


Figure Z.1.1. Procedure to provision Expected UE behaviour using analytics
First OAM subscribes to NWDAF and receives a notification with the analytics result of the Expected UE behaviour for a UE or group of UEs by applying the procedure specified in clause 64. Second, once OAM has received the NWDAF-assisted Expected UE behaviour, it validates the data and updates it into the subscription data of the corresponding UE or group of UEs.
* * * End of changes * * * *
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3- NWDAF derives new analytics
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5- NWDAF derives new analytics
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