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Introduction
CR 23.501 #0909 (S2-1902848) has started to define how the SMF needs to provision the UPF to control the routing of 5G LAN group communication traffic. This CR requires in particular, for Nx-based forwarding: 
a) the SMF to provision the UPF with PDRs/FARs such as to forward traffic targeting an IP or MAC destination address of other group members served by different UPFs towards these UPFs using Nx-based forwarding. This also requires the UPF to notify the SMF when it cannot forward some traffic due to an unknown address 

b) the SMF to provision a default PDR in the group-level N4 Session to capture the packets pertaining to 5G LAN group communication with an unknown destination address and a URR to trigger reporting of such events. This enables the SMF to reactively configure relevant PDR and FAR to forward the packets to another UPF via Nx, based on the reports from UPF.  

The above principles could result in significant signalling and overhead for large 5G LAN groups, to provision all the necessary instructions in all UPFs involved by the 5G LAN group members, be it pro-actively (prior to any exchange of traffic i.e. each time an Ethernet address has been detected by an UPF serving the 5G LAN group) or reactively (upon receipt of event reports for a URR associated to a default PDR, when traffic is found by the UPF with an unknown destination address). The overhead can become very important in particular for Ethernet traffic, where lots of MAC addresses can be used behind the same UE.

.

Proposed solution (introduction to a companion CR)
In the following, 
· packet(s) refer to the Protocol Data Unit(s) corresponding to Ethernet Frames exchanged with UE(s)
· “group” is sometimes used instead of “5G LAN group”. 

The following principles are used to enable the local switching and Nx-based forwarding of user plane traffic with minimal support from the SMF: 
 
a) the UPF shall be able to locally switch traffic (packet(s)) targeting any MAC address within the MAC addresses used behind a UE (member of the group) by its own without the need for SMF instructions to do so. 

b) the UPF is instructed to forward packets with an unknown destination address towards all UPFs involved in the 5G LAN group, i.e. over all Nx tunnels setup by the SMF for the corresponding 5G LAN group. 
· This requires the N4 protocol to be extended to allow provisioning FARs requesting to distribute replicates of the same packets towards multiple destinations (i.e. multiple Nx tunnels).

c) When forwarding packets with an unknown destination address towards all UPFs involved in the 5G LAN group, the UPF adds in the Nx tunnel header an information (e.g. a Hop Count parameter) that the packet has already been forwarded over Nx. 
· This requires the protocol used over Nx to allow carrying the information (e.g. a Hop Count parameter) that the packet has already been forwarded over Nx.

d) the UPF that receives a packet from a Nx tunnel checks if it can route the packets towards members of the group supported by that UPF. If the destination address is unknown for the UPF (i.e. it does not correspond to any group member served by the UPF), the UPF drops the packet (due to the packet being marked as having been already forwarded). 

e) When receiving packets that have been forwarded over a Nx tunnel, the UPF shall be able to learn from the source address of those packets the addresses of the UEs served by the forwarding UPF such as to subsequently route packets targeting these UE addresses without the need for forwarding the traffic towards all Nx tunnels. 


Assuming UEs 1 and 3 are served by UPF1, UEs 2, 4 are served by UPF2 (sticking to a simple example with very few UEs and only 2 UPFs for the 5G LAN Group communication), the solution currently envisaged by CR 23.501 #0909 (S2-1902848) is illustrated in Figure 1, where: 
· An N4 session (i.e. PFCP session) is provisioned by the SMF for every group member, with an UL PDR and corresponding FAR to forward traffic to the local switch, and with a DL PDR to detect traffic from the local switch with the destination address matching the UE address with a corresponding FAR to forward that traffic towards the UE (e.g. 5G-AN F-TEID of corresponding GTP-U tunnel); 
· An N4 session (i.e. PFCP session) is provisioned by the SMF in every UPF involved by 5G LAN group's members with a PDR to detect traffic from the local switch targeting any address of a UE served by another UPF and an associated FAR to forward that traffic to the other UPF, and with another PDR to detect traffic coming from the other UPF and with a FAR to forward it to the local switch. 



Figure 1 – Current PFCP model for 5G LAN Group Communication

[bookmark: _Hlk5027336]As commented in the problem description, this requires the SMF to provision every UPF with all the possible target addresses of UE(s) served by other UPFs. For Ethernet traffic, this further requires the SMF to be notified by each UPF whenever a UPF discovers a new MAC address behind the UE.
[bookmark: _Hlk5027356]It has to ne noted that a UE acting as a bridge can correspond to 10s or 100s of MAC addresses
Let's assume for instance that MAC addresses @11, 12 are used by UE1, @41, 42 are used by UE4 and that a device behind UE4 sends Ethernet traffic towards MAC @12. The current solution works as follows: 
- the SMF requires every UPF to notify it whenever the UPF discovers a new MAC behind a UE (for every UE member of the group); and
- the SMF either 
· provisions pro-actively corresponding PDRs in all other UPFs to allow Nx-based forwarding of traffic targeting the new MAC address of the UE towards the corresponding UPF, or 
· UPF2 notifies the SMF that it cannot find any matching PDR for the destination address @12, when traffic targeting that address is received, and the SMF then provisions reactively the UPF2 with the PDR to forward the traffic towards the UPF1; the user plane packet may be lost in this case. 

This is illustrated in Figures 2 and 3 (Figure 3 assumes the case where the user plane packet would not be lost after the step 3 – that would though require additional complexity for the UPF to buffer the packet and replay the routing rules after receiving further PDR instructions from the SMF).


Figure 2 – Current PFCP model for 5G LAN Group Communication – UE4 sends traffic to MAC address behind UE1 – Pro-active addresses provisioning by SMF



Figure 3 – Current PFCP model for 5G LAN Group Communication – UE4 sends traffic to MAC address behind UE1 – Reactive addresses provisioning by SMF


The following enhancements are proposed: 
a) the UPF shall be able to locally switch by its own (without the need for SMF instructions to do so) traffic targeting any MAC address used behind a UE / PDU Session (member of the group) it serves. 

This can be done by e.g. setting the 'Ethernet PDU Session Information' in the DL PDR of every UE's N4 session to identify all the (DL) Ethernet packets matching an Ethernet PDU session (see subclause 5.13.1 of TS 29.244). The 'Ethernet PDU Session Information' is currently defined over N4 (TS 29.244) only for N6 traffic. This needs to be extended to also apply to traffic from Nx-tunnel and for any traffic coming from the local switch.

b) [bookmark: _Hlk5023284]the UPF forwards packets with an unknown destination address towards all UPFs involved in the 5G LAN group, i.e. over all Nx tunnels setup by the SMF for the corresponding 5G LAN group. When doing so, the UPF adds in the Nx tunnel header an information (e.g. a Hop Count parameter) that the packet has already been forwarded over Nx. 
a. This forwarding towards all UPFs involved in the 5G LAN group) requires the N4 protocol to be extended to allow provisioning FARs requesting to distribute replicates of the same packets towards multiple destinations (i.e. multiple Nx tunnels). 
b. This information that the packet has already been forwarded over Nx requires the protocol used over Nx to allow carrying the information (e.g. a Hop Count parameter) that the packet has already been forwarded over Nx
c. An unknown destination address refers to a destination address that the UPF cannot associate with a N4 Session i.e. a destination address that does not match any PDR in the UPF including PDR built using 'Ethernet PDU Session Information'

This can be done by e.g. : 
- provisioning every N4 session (for a 5G LAN group) with a default PDR capturing any traffic from the local switch with an unknown destination address (i.e. with source interface = 5G LAN Internal and network instance set to the identity of the 5G LAN group and wildcard Destination Address) and an associated FAR to forward that traffic over the Nx tunnels to all other UPFs serving the same 5G LAN group; if traffic from the local switch matches a PDR of a UE's N4 session, the traffic is sent towards that UE; otherwise, it will match as a last resort the PDR of the N4 session (group) and be sent to other UPFs serving the same 5G LAN group; the latter part requires one extension to be defined to the existing PFCP model which does not allow overlapping PDRs for different N4 sessions, cf subclause 5.2.1 of TS 29.244: 

The following principles shall apply for the provisioning of PDRs in the UP function:
-	The CP function shall not provision more than one PDR with the same match fields in the PDI (i.e. with the same set of match fields and with the same value). The CP function may provision PDRs with the same value for a subset of the match fields of the PDI but not all; 
-	different PDRs of a same PFCP session may overlap, e.g. the CP function may provision two PDRs which differ by having one match field set to a specific value in one PDR and the same match field not included in the other PDR (thus matching any possible value); 
-	different PDRs of different PFCP sessions shall not overlap, i.e. there shall be at least one PDR in each PFCP session which differs by at least one different (and not wildcarded) match field in their PDI, such that any incoming user plane packet may only match PDRs of a single PFCP session; 
NOTE 2:	It is allowed for instance to provision in a PGW-U a same uplink PDR, matching any uplink traffic towards a particular application server's IP address, in two different PFCP sessions of two different UEs, as long as each PFCP session is also provisioned with another uplink PDR set with the respective UE IP address and/or uplink F-TEIDu, which allows the PGW-U to identify the PFCP session to which the packet corresponds.
-	As an exception to the previous principle, the CP function may provision a PDR with all match fields wildcarded (i.e. all match fields omitted in the PDI) in a separate PFCP session, to control how the UP function shall process packets unmatched by any PDRs of any other PFCP session. The CP function may provision the UP function to send these packets to the CP function or to drop them. The UP function shall grant the lowest precedence to this PDR.
[bookmark: _Hlk5027987][bookmark: _Hlk5028330]So one extension needs to be specified to allow provisioning a N4 session (group) with PDR with source interface = 5G LAN Internal and network instance set to the identity of the group and with a wildcard destination address, such that this N4 session is selected if no other N4 session (group member), with a PDR with source interface = 5G LAN Internal and network instance set to the identity of the group and with a Destination Address set to the UE's address (be it configured by the SMF or determined based on 'Ethernet PDU Session Information'), matches the incoming traffic.

- the user plane packets can be forwarded over Nx tunnels using the GTP-U protocol (TS 29.281), but with a new information encoded e.g. in a new GTP-U extension header to indicate that the packet has been forwarded; this can e.g. be encoded under the form of a new Hop Count information set to 1. 

- the forwarding of the user plane packet to multiple other UPFs, the FAR defined in TS 29.244 may e.g. be extended with the possibility to encode multiple Outer Header Creation IEs (instead of encoding only 1 such IE as currently defined). Alternatively, it could also be allowed to associate multiple FARs to one PDR, instead of associating only 1 FAR to a PDR per existing specification.
The former alternative (multiple Outer Header Creation) is proposed in the CR
c) the UPF that receives a packet from a Nx tunnel checks if it can route the packets towards members of the group(s) supported by that UPF. If the destination address is unknown for the UPF (i.e. it does not correspond to any group member served by the UPF), the UPF may be instructed by the SMF to drop the packet (due to the packet being marked as having been already forwarded). 
When N6 applies for the group, one of the UPF supporting the group has a N6 interface and may be instructed to forward the packet over N6 (instead of dropping the packet).

[bookmark: _Hlk4673720][bookmark: _Hlk5028586]This can be done by e.g. the N4 session (associated with the 5G LAN group) of the UPF receiving the packets from the Nx tunnel to forward the packets to the local switch, as currently proposed in 3GPP, but with the UPF dropping the packets (marked as having been forwarded) if there is no corresponding N4 session for any group member on the UPF with a PDR matching the destination address of the packet. This may mean to add the fact that a packet has been marked as having been forwarded as a PDR traffic filter condition. 2 default PDR(s) would be defined:
[bookmark: _Hlk5023584][bookmark: _Hlk5023675]- a default PDR1 capturing any traffic from the local switch with an unknown destination address (i.e. with source interface = 5G LAN Internal and network instance set to the identity of the 5G LAN group and wildcard Destination Address) together with no indication that the packet has been forwarded over Nx: the associated FAR replicates this packet over all Nx interfaces related with the group
[bookmark: _Hlk5028731]- a second default PDR2 capturing any traffic from the local switch with an unknown destination address (i.e. with source interface = 5G LAN Internal and network instance set to the identity of the group and wildcard Destination Address) together with the indication that the packet has been forwarded over Nx: the associated FAR requests to drop the packet (or to send it over N6).

d) When receiving packets that have been forwarded over an Nx tunnel, the UPF shall be able to learn from the source address of those packets the addresses of the UEs served by the forwarding UPF such as to subsequently route packets targeting these addresses (of the UEs) without the need for forwarding the traffic towards all Nx tunnels. 

This could be done by e.g. setting a new IE similar to the 'Ethernet PDU Session Information' in a PDR (for traffic coming from the local switch) of the N4 session (group) such as this PDR is considered to match any traffic from the local switch matching the addresses discovered by the UPF from traffic received from other UPFs. 

Figure 4 illustrates packet forwarding for the same example as in previous figures but using now the proposal.  



Figure 4 –UE4 sends traffic to MAC address behind UE1 

Figure 5 shows the next step assuming UE1 responds to UE4. 


Figure 5 –UE1 responds to UE4

Subsequent traffic between the same UE1 and UE4 addresses is always routed directly to the UPF that is known to support the destination address. 

Advantages of the solution: 
The solution allows the UPF to perform local switching or Nx-based forwarding of traffic of a 5G LAN group with minimal support from the SMF. The SMF merely needs to setup the Nx tunnels between all UPFs involved by the members of the group (i.e. by all UPFs serving PDU sessions of UEs of the 5G LAN group). Then traffic is locally switched or forwarded to other UPFs on its own, based on automatic learning of MAC addresses, or by distributing the traffic to all other UPFs when a destination address is not yet known. 

The UPF does not need to notify the SMF of every address of every UE (which is very important in particular for Ethernet traffic where numerous MAC @ may be used behind every UE). 

The SMF does not need to provision every UPF with every possible destination address of every UEs of the group for Nx based forwarding. 

This removes the need for possibly extensive provisioning in UPF and signalling over N4, for large groups. 
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