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FIRST CHANGE

[bookmark: _Toc4683607]5.8.2.13	Support for 5G-LAN group communication
In addition to N6-based forwarding of user plane traffic for 5G-LAN group communication, the SMF and UPF may support local switch and Nx-based forwarding:
-	Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G LAN group;
-	Nx-based, where the UL/DL traffic for the 5G-LAN communication is forwarded between PSA UPFs of different PDU sessions via Nx. Nx is based on a shared User Plane tunnel connecting PSA UPFs of a single 5G LAN group.
Editor's note:	The way to distinguish the traffic applying N6-based forwarding and traffic applying local switch/Nx-based forwarding in a PDU Session is FFS.
The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G LAN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via Nx and other packet flows are forwarded to N6.
The local switch and Nx-based forwarding methods require that a common SMF is controlling the PSA UPFs for the 5G-LAN group.
Editor's note:	The above text may be updated based on eSBA outcome.
To enable local switch in a UPF, the following applies:
-	The SMF provides FARs for 5G LAN group members' N4 Sessions (i.e. N4 Session corresponding to PDU Session) with FAR(s) with Destination Interface set to "5G LAN internal" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to again perform classification of packets using the corresponding 5G LAN group relevant PDRs.
-	The SMF also provides PDRs for 5G LAN group members' N4 Session (i.e. N4 session corresponding to PDU Session) with PDR(s) with Source Interface set to "5G LAN internal" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to detect packets that have been sent to classification via the local switch. This is done by configuring the PDRs in the target 5G LAN group members' N4 Session to includes the destination IP/MAC address(es) of these UEs or to include an Ethernet PDU Session Information that refers to all MAC addresses used as source address within UL traffic of that PDU Session.
To enable Nx-based forwarding in a UPF, the following applies:
-	The SMF provides FARs for 5G LAN group members' N4 Sessions (i.e. N4 Session corresponding to PDU Session) with FAR(s) with Destination Interface set to "5G LAN Nx" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to again perform classification of packets using the corresponding 5G LAN group relevant PDRs.
-	SMF creates a group-level N4 session to each involved UPF involved by a 5G LAN group for forwarding handling traffic to and from  packets to a Nx tunnel or N6 interface associated with the 5G LAN group. The SMF optionally configures the group-level N4 session for processing packets received from a Nx tunnel. Such a N4 session is created per UPF and 5G-LAN group (i.e. a group-level N4 session not corresponding to a PDU Session). In case of multiple Nx tunnels between different PSA UPFs, the SMF may provide N4 rules corresponding to the different Nx tunnels in a single group-level N4 Session.

-	The SMF provides relevant N4 rules (e.g. PDRs, QERs, URSs and FARs) for the group-level N4 session applicable for the Nx tunnel(s) and N6 interface in the UPF. The SMF may provides PDRs for the group-level N4 session with Source Interface set to "5G LAN Nx" or “N6-LAN” and Network Instance set to represent the 5G LAN group in order to instruct the UPF to detect packets and associate them with a FAR with  Destination Interface set to "5G LAN internal" and a Network Instance set to represent the 5G LAN group in order  to instruct the UPF to again perform classification of packets using the corresponding 5G LAN group relevant PDRs that are targeting the Nx-based forwarding. In case of multiple Nx tunnels between different PSA UPFs, the SMF may provide N4 rules corresponding to the different Nx tunnels in a single group-level N4 Session.
-	To match the traffic of the UE(s) whose traffic should be forwarded across the Nx tunnel, the PDRs of the group-level N4 Session includes the destination IP/MAC address(es) of these UEs or include an Ethernet PDU Session Information that refers to all MAC addresses used as source address within traffic received by the UPF on the corresponding Nx tunnel.
-	The SMF may proactively update N4 rules for group level N4-Session to enable correct routing of packets towards UE whose PSA UPF has been determined (PDU Session establishment) or reallocated.
-	The SMF may also configure a default PDR in the group-level N4 Session to capture the packets pertaining to 5G LAN group communication with an unknown destination address and 
[bookmark: _GoBack]-	either a URR to trigger reporting of such events. This enables the SMF to reactively configure relevant PDR and FAR to forward the packets to another UPF via Nx on N6, based on the reports from UPF; the packet that has triggered such event may be discarded before the SMF has updated the relevant PDR and FAR.
-	or 
-	a PDR capturing any traffic from the local switch with an unknown destination address (i.e. a PDR with source interface set to 5G LAN Internal and network instance set to the identity of the 5G LAN group and wildcard Destination Address) together with no indication that the packet has been forwarded over Nx ; this PDR is associated with a FAR requiring to replicate this packet over all Nx interfaces related with the group (a FAR associated with multiple instances of the Outer Header Creation attribute).
When forwarding traffic over Nx, the UPF adds in the Nx tunnel header an indication that the packet has already been forwarded over Nx.  This is controlled by a FAR attribute.
-	a PDR capturing any traffic from the local switch with an unknown destination address (i.e. a PDR with source interface set to 5G LAN Internal and network instance set to the identity of the 5G LAN group and wildcard Destination Address) together with the indication that the packet has been forwarded over Nx ; this PDR may be associated with a FAR requiring to drop the traffic or with a FAR requiring to forward the traffic to N6
NOTE: 	such PDR can relate to an URR with e.g. a Periodic measurement threshold attribute in order to assess the traffic being dropped or sent over N6 
.
Editor's note:	Whether N4 rules (URRs and FARs) for the group-level N4 session applicable to the traffic applying the local switch/N6-based routing is FFS.
Editor's note:	Handling of multicast traffic with local switch and Nx-based forwarding is FFS.
Editor's note:	Whether there is any impact on MAC address learning in SMF/UPF and the ARP/ND proxying features is FFS. Whether and how to support "local switch" without specific SMF involvement, similar to MAC address learning in UPF, is FFS.



NEXT CHANGE

[bookmark: _Toc4683600]5.8.2.11.3	Packet Detection Rule
The following table describes the Packet Detection Rule (PDR) containing information required to classify a packet arriving at the UPF. Every PDR is used to detect packets in a certain transmission direction, e.g. UL direction or DL direction.
Table 5.8.2.11.3-1: Attributes within Packet Detection Rule
	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this PDR
	

	Rule ID
	Unique identifier to identify this rule
	

	Precedence
	Determines the order, in which the detection information of all rules is applied
	

	Packet 
	Source interface
	Contains the values "access side", "core side", "SMF", "N6-LAN" , "5G LAN internal", "5G LAN Nx"
	Combination of UE IP address (together with Network instance, if necessary), CN tunnel info,

	detection
	UE IP address 
	One IPv4 address and/or one IPv6 prefix with prefix length (NOTE 3)
	packet filter set, application ID, Ethernet PDU Session

	information
	Network instance (NOTE 1)
	Identifies the Network instance associated with the incoming packet
	Information and QFI are used for traffic detection.
Source interface identifies the

	
	CN tunnel info
	CN tunnel info on N3, N9 interfaces, i.e. F-TEID
	interface for incoming packets

	
	Packet Filter Set
	Details see clause 5.7.6, TS 23.501.
	where the PDR applies, e.g. from access side (i.e. up-link),

	
	Application ID
	
	from core side (i.e. down-link),

	
	QoS Flow ID
	Contains the value of 5QI or non-standardized QFI
	from SMF, from N6-LAN (i.e. the

	
	Ethernet PDU Session Information
	Refers to all the (DL) Ethernet packets matching an Ethernet PDU session, as further described in clause 5.6.10.2 and in TS 29.244 [65]. NOTE X.
	DN or the local DN), from "5G LAN internal" (i.e. local switch), or from "5G LAN Nx" (i.e. Nx interface).

	
	indication that the packet has been forwarded over Nx
	May contain the value “already forwarded over Nx”. Applies only to Source interface = "5G LAN Nx". Usage is defined in clause 5.8.2.13.
	

	
	Framed Route Information
	Refers to Framed Routes defined in clause 5.6.14
	Details like all the combination possibilities on N3, N9 interfaces are left for stage 3 decision.

	Outer header removal
	Instructs the UP function to remove one or more outer header(s) (e.g. IP+UDP+GTP, IP + possibly UDP, VLAN tag), from the incoming packet.
	Any extension header shall be stored for this packet. 

	Forwarding Action Rule ID (NOTE 2)
	The Forwarding Action Rule ID identifies a forwarding action that has to be applied.
	

	Multi-Access Rule ID (NOTE 2)
	The Multi-Access Rule ID identifies an action to be applied for handling forwarding for a MA PDU Session.
	

	List of Usage Reporting Rule ID(s)
	Every Usage Reporting Rule ID identifies a measurement action that has to be applied.
	

	List of QoS Enforcement Rule ID(s)
	Every QoS Enforcement Rule ID identifies a QoS enforcement action that has to be applied.
	

	NOTE 1:	Needed e.g. in case:
	-	UPF supports multiple DNN with overlapping IP addresses;
	-	UPF is connected to other UPF or AN node in different IP domains.
	-	UPF "local switch" and Nx forwarding is used for different 5G LAN groups.
NOTE 2:	Either a FAR ID or a MAR ID is included, not both.
NOTE 3:	The SMF may provide an indication asking the UPF to allocate one IPv4 address and/or IPv6 prefix. When asking to provide an IPv6 Prefix the SMF provides also an IPv6 prefix length.
NOTE X:   Ethernet PDU Session Information may apply in case the source interface is within "N6-LAN", "5G LAN Nx" or “5G LAN internal". It refers to Ethernet addresses within traffic having been received for the same Network instance and for the same N4 session.






NEXT CHANGE

[bookmark: _Toc4683603]5.8.2.11.6	Forwarding Action Rule
The following table describes the Forwarding Action Rule (FAR) that defines how a packet shall be buffered, dropped or forwarded, including packet encapsulation/decapsulation and forwarding destination.
Table 5.8.2.11.6-1: Attributes within Forwarding Action Rule
	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this FAR.
	

	Rule ID
	Unique identifier to identify this information.
	

	Action
	Identifies the action to apply to the packet
	Indicates whether the packet is to be forwarded, duplicated, dropped or buffered.
When action indicates forwarding or duplicating, a number of additional attributes are included in the FAR.
For buffering action, a Buffer Action Rule is also included.

	Network instance
(NOTE 2)
	Identifies the Network instance associated with the outgoing packet (NOTE 1).
	

	Destination interface
(NOTE 3)
(NOTE 7)
	Contains the values "access side", "core side", "SMF", "N6-LAN", "5G LAN internal" or "5G LAN Nx".
	Identifies the interface for outgoing packets towards the access side (i.e. down-link), the core side (i.e. up-link), the SMF, the N6-LAN (i.e. the DN or the local DN), to 5G LAN internal (i.e. local switch), or to 5G LAN Nx (i.e. Nx interface).

	Outer header creation
(NOTE 3)
	Instructs the UP function to add an outer header (e.g. IP+UDP+GTP+QFI, VLAN tag), IP + possibly UDP to the outgoing packet.
	Contains the CN tunnel info, N6 tunnel info or AN tunnel info of peer entity (e.g. NG-RAN, another UPF, SMF, local access to a DN represented by a DNAI).
Any extension header stored for this packet shall be added.
Multiple occurrence of the “Outer header creation” attribute may be defined (NOTE X). 

	“indication that the packet has been forwarded over Nx” creation
	May contain the value “already forwarded over Nx”. Applies only to Destination interface = "5G LAN Nx". 
	

	Send end marker packet(s)
(NOTE 2)
	Instructs the UPF to construct end marker packet(s) and send them out as described in clause 5.8.1.
	This parameter should be sent together with the "outer header creation" parameter of the new CN tunnel info.

	Transport level marking
(NOTE 3)
	Transport level packet marking in the uplink and downlink, e.g. setting the DiffServ Code Point.
	

	Forwarding policy
(NOTE 3)
	Reference to a preconfigured traffic steering policy or http redirection (NOTE 4).
	Contains one of the following policies identified by a TSP ID:
-	an N6-LAN steering policy to steer the subscriber's traffic to the appropriate N6 service functions deployed by the operator, or
-	a local N6 steering policy to enable traffic steering in the local access to the DN according to the routing information provided by an AF as described in clause 5.6.7.
or a Redirect Destination and values for the forwarding behaviour (always, after measurement report (for termination action "redirect")).

	Request for Proxying in UPF
	Indicates that the UPF shall perform ARP proxying and / or IPv6 Neighbour Solicitation Proxying as specified in clause 5.6.10.2.
	Applies to the Ethernet PDU Session type.

	Container for header enrichment
(NOTE 2)
	Contains information to be used by the UPF for header enrichment.
	Only relevant for the uplink direction.

	Buffering Action Rule
(NOTE 5)
	Reference to a Buffering Action Rule ID defining the buffering instructions to be applied by the UPF
(NOTE 6)
	

	NOTE 1:	Needed e.g. in case:
	-	UPF supports multiple DNN with overlapping IP addresses;
	-	UPF is connected to other UPF or NG-RAN node in different IP domains;
	-	UPF "local switch" and Nx forwarding is used for different 5G LAN groups.
NOTE 2:	These attributes are required for FAR action set to forwarding.
NOTE 3:	These attributes are required for FAR action set to forwarding or duplicating.
NOTE 4:	The TSP ID is preconfigured in the SMF, and included in the FAR according to the description in clauses 5.6.7 and 6.1.3.14 of 23.503 [45] for local N6 steering and 6.1.3.14 of 23.503 [45] for N6-LAN steering. The TSP ID action is enforced before the Outer header creation actions.
NOTE 5:	This attribute is present for FAR action set to buffering.
NOTE 6:	The buffering action rule is created by the SMF and associated with the FAR in order to apply a specific buffering behaviour for DL packets requested to be buffered, as described in clause 5.8.3 and clause 5.2.4 in TS 29.244 [65].
NOTE 7:	The use of "5G LAN Internal" instructs the UPF to send the packet back for another round of ingress processing using the active PDRs pertaining to another N4 session of the same 5G LAN. To avoid that the packet matches again the same PDR, it is assumed that the packet has been modified in some way (e.g. tunnel header has been removed, the packets being received from the source interface 5G LAN Internal of the same 5G LAN).
NOTE X:  This may be used e.g. to support 5G-LAN group communication (see clause 5.8.2.13)





END OF CHANGES
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