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Introduction

The currently agreed specification for 5G LAN includes a set of basic principles for how 5G LAN Group Management is supported. However, the basic principles do not fully describe how Group Management is done and there is a need to add “second order” details.
Below we recap the agreed some basic principles and highlight some aspects that are missing. Then we propose to add additional details to the description.
Discussion

Current agreements in 23.501 and 23.502 for 5G LAN group management builds on principles copied below, but there are also aspects that need to be further detailed (as indicated below): 

1. 23.501: “The group as described in clause 5.2.3.3.1 of TS 23.502 [4] is applicable to 5G LAN-type services.”. 

· Clause 5.2.3.3.1 of TS 23.502 refers to UDM UE subscription data and Group Subscription data types. The UE subscription data currently includes a List of the subscribed internal group(s) that the UE belongs to. The Group Subscription data currently includes the Internal Group Identifier, External Group Identifier and List of group members (SUPI list).

· Open issue: Further details on how the group related information in UE subscription data and Group subscription data are related to 5G LAN groups is needed

2. 23.501: “A PDU Session provides access to one and only one 5G-LAN group”
23.501: “Editor’s note: Relation between DNN and 5G LAN group, e.g. whether and how a 1:1 and/or 1:N relation is supported, is FFS.”

· Open issue: The relation between DNN and 5G LAN group is open.

3. 23.501: “The PCF delivers 5G LAN group configuration information (DNN, S-NSSAI, PDU session type) to the UE for each GPSI that belongs to a 5G-LAN group. The 5G LAN group configuration information is delivered in the URSP from the PCF to the UE using the UE Configuration Update procedure for transparent UE Policy delivery as described in TS 23.502 [3] clause 4.2.4.3 and TS 23.503 [45] clause 6.1.2.2.”

· This reuses the USRP and the delivery procedure for URSP. What is missing however is how PCF gets access to the group configuration data

· Open issue: How PCF gets access to 5G LAN group configuration data needed for URSP is not clear
Solution
Based on the analysis above, the following aspects related to group management are to be addressed:
Relation of 5G LAN group data and UE/Group Subscription data in UDM/UDR
Open issue 1: Further details on how the group related information in UE subscription data and Group subscription data are related to 5G LAN groups is needed
The current system supports in rel-15 use of External Group Id on the API exposed by NEF, and a mapping between External Group Id and Internal Group Id based on the Group Identifier Translation data type in UDM/UDR. The UDM exposes a service that NEF can utilize to perform the mapping. 
NOTE: 
The details on how Group Identifier Translation information is stored and managed in UDR are still being specified in CT4.  
Observation 1a: A 5G LAN group is identified using External Group Id on the API exposed by NEF to 3rd parties. The External Group Id is mapped to an Internal Group Id in the 5GC. The mapping is done as defined in rel-15 specifications.
In order to ensure a consistent 5G LAN configuration, the External Group Id needs to map to a unique set of 5G LAN configuration parameters (i.e. DNN, S-NSSAI and PDU Session type)

Observation 1b: The External Group Id maps to a unique set of 5G LAN configuration parameters (i.e. DNN, S-NSSAI and PDU Session type)

When a new group is created (based on request from AF), a new External Group Id and new Internal Group Id is to be generated. This needs to be done in a unique way to avoid conflicts with existing group Ids in the system.

The External Group Id has the format of “groupname@realm”. Assuming that the realm is unique for the 3rd party, the group name can be managed by the 3rd party as well. 

The Internal Group Id has the format <Group Service Identifier><MNC><MCC><Local Group Id>. It is proposed to leave it FFS for now how a new Internal Group Id could is generated. 
Cardinality between DNN and 5G LAN group

Open issue 2: Cardinality between DNN and 5G LAN group.
With the above principles that External Group Id (and corresponding Internal Group Id) is used to identify a 5G LAN group, it is in principle possible to allow multiple 5G LAN groups to map to a single DNN. (Each 5G LAN group must however only map to one DNN). This would allow separate handling per group even if multiple groups use a single DNN. In rel-15 the group membership can be used e.g. to apply local policies on AMF and SMF, even within a DNN. However, the traffic routing and forwarding is done in rel-15 based on DNN, not Group Ids. I.e. one DNN maps to one DN and one logical N6 interface, and this is a principle that is important to maintain in rel-16. Similarly, to ensure traffic separation, the N6 interface for a 5G LAN group should connect to a one and only one N6/DN. Traffic isolation between groups and handling of the N6 interface would therefore be an issue if multiple groups are mixed on a single DNN.

If multiple groups were to be mixed on a single DNN, there may be methods to ensure traffic isolation. However, the N6 interface is the interface to the DN and need to be configured in UPF to provide the proper connectivity between the UPFs supporting the DNN and the Data Network. Using separate “N6 instances” here per 5G LAN group would be equivalent to using separate DNNs, i.e. it would in practice require unique DNNs per group. Since solutions have not yet been discussed for traffic isolation for cases with multiple 5G LAN groups for a single DNN, it is a topic that would require further study. It is thus proposed that this is not included in rel-16 but can be properly studied in rel-17. For rel-16, it would be safer to assume a 1:1 relation between 5G LAN group and DNN.
Observation 2: For each External Group Id representing a 5G LAN group, there is a unique DNN (i.e. 1:1 mapping between DNN and External Group Id representing 5G LAN group). A 1:N mapping between DNN and External Group Id representing 5G LAN group can be studied as part of rel-17.
PCF access to 5G LAN config data
Open issue 3: How PCF gets access to 5G LAN group configuration data needed for URSP is not clear
The PCF needs to access to the 5G LAN group data (DNN, S-NSSAI and PDU Session type) in order to generate URSP rules for the UE. 
Observation 3: PCF should have access to 5G LAN group data from UDR to be able to generate URSP rules. 

Proposal

CR provided in S2-1903132 (23.501).
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