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Abstract of the contribution: The contribution addresses aspects of routing of delegation of HTTP messages that are transported over a secured connection.
1. Discussion
During the 3GPP SA2 130 meeting in Kochi, India, it was agreed that a NF Service consumer can request routing of HTTP messages and in addition it can delegate the NF Service Discovery (e.g., resolution of the NF Service provider FQDN/IP Address and Endpoint Address to the SCP). 
The implication of the NF Service consumer requesting both message routing and NF Service Discovery delegation is that the NF Service consumer must pass both the NF Service Producer Name and Type (including sensitive parameters like SUPI and S-NSSAIs) and the actual message that it intends to send. E.g., (Nnrf_NFDiscovery_Request) + (Nsmf_PDUSession_CreatSMContext_Request))
Observation 1: The SCP does not need to know the content of the actual HTTP application message, neither for routing nor for NF Service Discovery (and selection). 
According to TS 29.500, clause 5.1, “all 3GPP NFs shall support TLS and TLS shall be used within a PLMN if network security is not provided by other means”. In addition, for the roaming case, when Communication options for NF Service interaction C or D are applied, as per Annex X specified in S2-19001378, the SCPs are placed between the NF Services and the SEPPs as per Figure 1 below. Although the security mechanism hinted in Figure 1 are out of the scope of SA2, optimal routing and forwarding is indeed an architectural consideration. Since as per Observation 1, the SCP does not need to know the content of the HTTP Request and therefore it does not need to terminate the TLS tunnel. 


[bookmark: _Ref523552]Figure 1
Observation 2: It should be determined whether routing, Discovery and Selection parameters can be sent outside the secured HTTP request for vNF information, using other security mechanisms, e.g., Application Level Security.
2. Proposal
It is proposed to modify section 4.17.y to describe how the SCP can get routing and Discovery information without the need to look at the HTTP request:


Figure 2: Delegated NF service discovery when NF service consumer and NF service producer are in same PLMN
1.	The NF service consumer intends to communicate with an NF service producer. The NF consumer sends the service request. The request may include discovery and selection parameters necessary to discover and select a NF service producer instance. Since communication between two NF Service needs to be secure, the HTTP request between the NF Service Consumer and NF Service Producer is sent in a HTTP Container that is TLS protected. In addition, the NF service consumer sends applicable Discovery and selection parameter necessary for the SCP to discover and select a NF service producer instance. The discovery and selection parameters are included to the request by the NF service consumer in a way that the SCP does not need to parse the request body.
[bookmark: _Hlk534619930]2.	The SCP may interact with an NRF using the Discovery and Selection parameters received in the step 1, using Nnrf_NFDiscovery service NRF upon the request or may use information collected during the previous interactions with NRF (by the Nnrf_NFDiscovery service or Nnrf_NFManagement_NFStatusNotify service operation). The NRF returns an FQDN or IP Address of the NF Service or NF Service instance.
3.	The SCP, together with the NRF, authorizes the sending of the HTTP Request towards the NF Service. 
4.	The SCP selects a NF Service Instance, based on the authorization and addressing parameters derived in step 3. 
5.	If the NF service consumer is authorized to communicate with the NF producer, the SCP forwards the request to the selected NF service producer. If the targeted NF instance(s) or NF service instance(s) are deployed in a certain network slice, SCP forwards the request according to the configuration of the Network Slice, e.g. the expected NF instances are only reachable by NFs in the same network slice.
6. 	The NF service producer sends a response to the SCP. If the request in step 3 creates a resource in the NF service producer, such as depicted in Figure 4.17.9-1, the NF service producer responds with a resource address identifying the created resource. The returned resource address provides the NF service consumer the address under which the created resource is addressable.
7. 	The SCP routes the response to the NF service consumer. 
8.	The NF service consumer uses the received resource address for subsequent requests regarding the concerned resource.
9. 	On a subsequent operation on the created resource, the consumer addresses the resource via the resource address returned by the producer. The SCP may resolve the producer address and select a target NF service instance. The SCP then routes the request to the selected NF service instance.
	If the resource address points to a NF set SCP selects an NF Service instance from this NF set.
	If the resource address points to a specific target NF Service instance SCP selects this NF service instance, unless the target NF service instance has failed in which is does a re-selection according to clause 6.3.1 in 23.501[2].
10. 	The SCP delivers the request to the NF service producer. 
11. 	The NF service producer sends a response to the SCP. The NF service producer may respond with an updated resource address different to the one received in the previous response.
12.	The SCP sends a response to the NF service consumer. If the resource address was updated, the NF service consumer uses the received resource address for subsequent operations (requests) on the resource.
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