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Abstract of the contribution: source IP/MAC addresses used over a 5GLAN connection can be dynamic in some use cases. Solutions are discussed to enable adding/removing IP/MAC addresses to an active PDU session and a way forward is proposed.
1. Discussion
As specified in TS 22.261, 5GLAN supports indirect communication mode, e.g. to help improve coverage in a home by using a gateway to provide 5GLAN access to other UEs. In use cases mentioned in TS 22.261, there can be many 5GLAN members connected over time, e.g. including sensors, or home devices. As a result, we can expect that in some use cases, PDU sessions used by gateway UEs for 5GLAN will need to carry traffic from multiple/many source IP or MAC addresses. Additionally, in some environments like a home network, new devices can be turned on or off at any time or could even in some cases be moved from the vicinity of one gateway to another gateway. 
In some settings, it may not be possible to explicitly allow in advance every UEs using indirect communication into a 5GLAN network (e.g. visiting guests in a home network, or a new appliance is turned on at home). Being opened to accept new devices increases the possibility of allowed a mis-behaving UE. Handling traffic to/from UEs using indirect communication mode can therefore lead to scenarios where the network operator wishes to securely add or remove a UE from a 5GLAN network.
Observation 1: a 5GLAN connection can carry traffic from multiple source IP or MAC addresses on the UE side: the set of source IP/MAC addresses can change over time and may not be known ahead of time.
The role of a UE as a bridge is mentioned in TS 23.501 §5.6.10.2, and further described in TS 29.561 §14. During PDU session establishment, DN-AAA may provide a list of allowed MAC addresses. 
The role of a UE as an IP router is currently not addressed in TS 23.501.
In both IP and Ethernet cases in 5GLAN, when a new UE is added on an existing 5GLAN connection for indirect communication, all other PSA UPFs involved in 5GLAN communication (when using the distributed 5GLAN architecture) need to be aware that a new UE is reachable through the first UE’s anchor UPF.
While updating packet filters may enable adding flows from a new source IP or MAC address is added on a PDU session, there is no standardized behavior for SMF to identify a given IP or MAC address in a packet filter information element as a new address that needs to be accessed by other 5GLAN-connected UEs.
Observation 2: current behavior of UE bridging or routing for Ethernet and IP-type PDU sessions is not sufficient to add new UEs for indirect communication mode in a 5GLAN network.
Several solutions are available. Note that we consider that a PDU session will be dedicated to a given 5GLAN network (i.e. not shared with non-5GLAN traffic nor with other 5GLAN traffic).
· 1) UE and SMF can set packet filters in PDU session modification messages, including flow definitions using IP or MAC source addresses of UEs using indirect communication mode.
· Those packet filters can have the desired granularity (e.g. individual IP/MAC addresses, or whole IP subnets). The packet filters can be transmitted to other anchor UPFs involved in the 5GLAN network, therefore enabling 5GLAN routing in distributed 5GLAN architecture.
· As a limitation, it will difficult to remove a given IP address from a PDU session, if the corresponding packet filter is a whole subnet (in this case, this single packet filter would need to be replaced with one filter per allowed source address). In cases with a lot of UEs use indirect communication, this can translate into many packet filters.
· 2) UE and SMF can use new information elements in PDU session modification request/command messages, to declare that a given IP or MAC address needs to be reachable by remote 5GLAN UEs through the UE terminating the PDU session.
· This requires a change of the PDU Session modification procedure but enables reducing the number of packet filters using subnets and wildcards, since 5GLAN members reachability is handled separately from packet filters.
· This same new information element can be also used to let the UE provide an initial list of indirect communication UEs IP/MAC addresses in the PDU session establishment (while adding packet filter information in PDU session establishment could be problematic since it is not present in this message today).
· 3) SMF could consider that all source addresses in traffic from the UE over the PDU session need to be propagated to other UPFs involved in the 5GLAN network.
· Traffic from new source addresses can be signalled to SMF by UPF. SMF can either block or accept the traffic (and may signal this decision to UE through e.g. a NAS or ICMP message).
2. Proposal
It is proposed to describe the following:
· A UE or SMF can trigger adding or removing a source IP/MAC address used for indirect communication, using a PDU session modification.
· It is proposed to use solution 2 (message includes explicit list of IP/MAC addresses to add/remove) to convey IP/MAC addresses requested/allowed on a 5GLAN PDU session, since it does not impose new constraints on packet filters.
· The SMF may accept or reject new IP/MAC addresses, based on subscription or operator policy. The SMF ensures that new source IP/MAC addresses are made reachable from other 5GLAN members connected to the UE’s PSA UPF and other PSA UPFs (in distributed 5GLAN architectures). An important condition for finalizing the solution is that PDU sessions are dedicated to a given 5GLAN network.
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