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Broadband Forum Liaison To:
3GPP Liaison Coordinator 3GPPLiaison@etsi.org 
3GPP TSG SA WG2  
Frank Mademann, 3GPP TSG SA WG2 Chairman frank.mademann@huawei.com 
3GPP TSG SA WG3
Anand Prasad, 3GPP TSG SA WG3 Chairman anand@bq.jp.nec.com

From:
Lincoln Lavoie,
Broadband Forum Technical Committee Chair lylavoie@iol.unh.edu 

Liaison Communicated By: 
Manuel Paul, BBF liaison officer to 3GPP manuel.paul@telekom.de

Date: December 13, 2018

Subject: Response to 3GPP SA2 on FN-RG authentication


[bookmark: _Hlk521881588]Dear colleagues, 

We are pleased to provide additional information on the answers from SA2 provided in S2-1812601.

Question 1: Is Scenario 2 in TR 23.716 (FN-RG connected to 5GC via W-5GAN) still considered a valid scenario for the SA2 study on Wireless and Wireline Convergence (Rel-16), i.e. has SA2 concluded to include this scenario in the normative work? 

BBF Reply: Yes, this is considered an essential scenario to be supported for wireline networks.


Question 2: Is the FN-RG allowed to connect to an operator's network even though the FN-RG does not have any valid 3GPP credentials? Who makes the decision (e.g. the 3GPP operator or broadband service provider)? 

BBF Reply: FN-RG is a legacy RG which does not support IMSI and it is required to be able to connect to an operator’s network. BBF recommends that :
o	The SUPI requirement is applicable to a FN-RG which is accessing to 5GC for providing a Public service, i.e. public network scenario, which does not support UICC/IMSI
o	The access network (under BBF responsibility) will perform the authentication of the FN-RG with a procedure that BBF is defining. 
o	The E2E solution shall ensure that the FN-RG that is accessing 5GC is duly authenticated  


Question 3: Are there any interfaces between 5GC and broadband “core network”, such as AAA server of the Broadband network, that could be relevant to security?

BBF Reply: we confirm that there is no interface between AAA server and network element in 5GC. Whether AAA is present it is assumed to interact only with entity in Broadband network (W-5GAN). In case of interworking scenario, the N1 interface is assumed to be terminated in Access Network node (AGF or FMIF) which is acting on behalf of the FN-RG. 


Question 4: Is the authentication of the FN-RG within the remit of SA3 or BBF, or both?

BBF Reply: 	The FN-RG is connected over the wireline access network and the Access Node ( AGF or FMIF). However, FN-RG does not support N1, so the AGF or FMIF acts as end point of N1 on behalf of the FN-RG. BBF would like to point out that the interactions within the W-5GAN network between the FN-RG and the AGF or FMIF has constraints which cannot be changed and that needs to be taken into consideration during the specification phase, but from other hand BBF understand the security requirements for the 5G network. so BBF would kind ask SA3 to take into consideration the current solution in clause 7.8 of SD-420v3 and provided comments. BBF looks forward to collaboration with 3GPP SA3 for the definition of a solution that satisfies our mutual requirements.


Question 5: What is the current status of Scenario 2, including the solutions related to Scenario 2? Are there any conclusions on the solutions?

BBF Reply: The FMIF is supposed to interact with AAA, but the details will be specified during normative phase. 


Question 6: Is it correct that Scenario 2 only covers the non-roaming case? 


BBF Reply: The roaming scenario is under consideration and addressed in SD-420v3 clauses 6.12 and 7.12. It requires further considerations during the normative phase in particular for Line ID,  requirement of supporting the identification of subscriber and operators involved in the roaming/wholesale case. 


Question 7: What is the current status of identifiers to be used for 5GC access in the context of Wireless and Wireline Convergence in scenario 2, e.g. related to using the line id? Are there any other kind of IDs that can be used in FN-RG authentication other than the line ID?


BBF reply: see answers to Q2 and Q6.

We would like SA3 to consider the above answers and to provide further feedback. We look forward to continued cooperation and fruitful exchange on the security aspects.


Sincerely,

Lincoln Lavoie,
Broadband Forum Technical Committee Chair

CC:
liaisons@broadband-forum.org
 
Robin Mersh, Broadband Forum CEO  rmersh@broadband-forum.org
April Nowicki, Broadband Forum Member Support Manager anowicki@broadband-forum.org 
David Allan, Broadband Forum WWC Work Area Director  david.i.allan@ericsson.com 
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LIAISE-274

In Response to Incoming Liaison: 
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A list of upcoming meetings can be found at https://www.broadband-forum.org/news-events/meetings/upcoming-bbf-meetings 
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