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1. Overall Description:

Within the scope of Rel. 16 and as part of the ongoing 5G_eSBA normative work, SA2 has introduced the concept of Service Communication Proxy. A SCP can be used by Network Functions and Network Function Services to route message requests to other NF(s)/NF Service(s). The case when a NF/NF Service uses the SCP for message routing is referred to as Indirect Communication. 

Furthermore, when the NF/NF Services request message routing through Indirect Communication, the NF/NF Service can also request the SCP to perform NF/NF Service discovery of the target NF instance(es)/NF Service instance(es). The case when a NF/NF Service requests discovery and selection from the SCP is referred to as Delegated Discovery. Note that the SCP may use the services of an NRF to execute Discovery and Selection of the target NF/NF Service instance.
The different communication options for service interaction are described in Annex X, figure D.1-1, CR 736
Note that the SCP can be used for indirect communication between NF/NF service instances in the VPLMN, in the HPLMN, or in both VPLMN and HPLMN as depicted in Figure 1:

[image: image1.emf]NRF

UDM

Npcf

Nnrf

PCF

Nudm

UE

(R)AN UPF DN

N3

N6

AMF SMF

PCF

Namf Nsmf

Npcf

NRF

Nnrf

N4

AUSF

Nnef

Nausf

NEF

Nnef

NEF

VPLMN

HPLMN

AF

Naf

Nnssf

NSSF

vSEPP hSEPP

N9

SCP

SCP


Figure 1 SCP interaction for Routing and Delegated Discovery
Based on the information provided above, SA2 would like to ask SA3 what security and authorization mechanism are required when Indirect Communication and Indirect Communication with Delegated Discovery are used. Considering the following:

1) For Delegated Discovery, the SCP needs to be able to parse service logic parameters (IEs) that might need to be protected, such as SUPI and S-NSSAI. 
2) For Indirect Communication, when no Delegated Discovery is required, the SCP may not need to parse service logic parameters
3) Authorization and authentication of service consumer NF/NF Service towards SCP In the both HPLMN and VPLMN
4) Authorization and authentication of SCP towards the SCP in the HPLMN
5) Authorization and authentication of the SCP towards the service producer NF/NF Service 
2. Actions: 
To SA WG2 group.


ACTION: 
SA2 kindly asks SA3 to provide the required security and authorization mechanism to enable Indirect Communication and Delegated Discovery functionality as described above.
3. Date of Next [TSG-SA WG2 Meetings:

TSG SA WG2 Meeting #132 
8th – 12th April 2019,
Xi’an, CN
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