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Introduction
At SA2#129-BIS it was agreed to support different options for routing of UP traffic within a 5G-LAN group:
There are types of traffic routing policies of 5GLAN communication.
-	N6-based, it means all the UL/DL traffic for the 5GLAN communication is routed to/from the DN;
-	Nx based, it means all the UL/DL traffic for the 5GLAN communication is routed between PSA UPFs of different PDU sessions
-	Local switch: traffic routed locally by a single UPF if it is the common PSA UPF of different sessions;
SMF generates PDU forwarding rules and provides them to the UPF.
In this paper we analyse the impact to N4 and UPF to support the above options. The first approach (N6-based) requires nothing new as it is supported by the rel-15 baseline. The second approach (Nx based) and third approach (local switch) is further analysed below.
Discussion
Local switch in UPF
Local switch forwarding in UPF requires that UL/DL user data traffic is switched in UPF between a PDU Session (for a UE as  a 5G-LAN group member) controlled by a N4 session and another PDU session (for another UE as a member of the same 5G-LAN group) without being sent on any external interface (N6, N9 etc).
Rel-15 has some implied support for this, but it is targeting Ethernet PDU Sessions only and it is not explicit, e.g. as described in TS 23.501, clause 5.8.2.5:
NOTE:	Local policies in UPF associated with the Network Instance can prevent local traffic switching in the UPF between PDU Sessions either for unicast traffic only or for any traffic. In the case where UPF policies prevent local traffic switching for any traffic (thus for broadcast/multicast traffic) some mechanism such as ARP/ND proxying or local multicast group handling is needed to ensure that upper layer protocol can run on the Ethernet PDU sessions.
To perform local switch in UPF, the UPF would need to receive an UL packet for one PDU Session and perform the related processing (PDR, QER, URR, FAR) and send it as DL on another PDU Session after performing the related processing for that PDU Session (PDR, QER, URR, FAR). 
It would be possible to leave the “local switch” to SMF/UPF implementations based on local configuration to perform the local switch. The SMF can e.g. provide a specific Network Instance value in the FAR that the UPF will interpret such that the traffic should not be sent onto any external interface but rather be fed back to internal processing (PDR classification) again. The same Network Instance value can then be used in the PDR(s) for UEs belonging to the same 5G-LAN group, despite that a Network Instance normally denotes an IP domain outside the UPF and it is connected to either a Source Interface or a Destination Interface. This option has no new N4 requirements but SMF-UPF interoperability will be limited. A problem is also that there is no suitable value for the “Destination Interface” and “Source Interface” parameters in the FAR and PDR respectively. Currently these parameters can take the following values, indicating in all cases that the packets shall be sent/received to/from an external interface: 
Table 1: Current values for “Destination Interface” and “Source Interface” parameters in the FAR and PDR (from TS 29.244)
	Interface value
	Values (Decimal)

	Access
	0

	Core 
	1

	SGi-LAN/N6-LAN
	2

	CP- Function
	3

	LI Function 
	4

	Spare
	5 to 15



Observation 1: Leaving “local switch” to SMF/UPF configuration using “Network Instance” reduces interoperability and causes problems for the “Destination Interface” and “Source Interface” fields. 
Therefore, it is preferable to standardize a new value for “Source Interface” and “Destination Interface” to denote a UPF-internal interface. It could be straightforward to add a new value (e.g. “5G LAN Internal”) to instruct the UPF to route via local switch. 
The Network Instance value could still be used to ensure traffic separation between 5G-LAN groups, to ensure that traffic from one 5G-LAN group does not get mixed with traffic for another 5G-LAN group or for non-5G-LAN group related traffic. The Network Instance value could e.g. be set to a value representing the 5G-LAN group. 
Proposal 1: A new value (“5G LAN internal”) for “Destination Interface” and “Source Interface” to denote local switch is defined. This together with a number of Network Instances for each 5G LAN Group respectively to ensure traffic separation provides a consistent and interoperable solution for local switch. 
Below we try to illustrate the handling in UPF.
As specified in TS 29.244, 5.2.1, the packet forwarding model as below, the incoming packets will be matched in the UPF in two steps, first to find the PFCP Session, then to match one of PDRs in that PFCP Session.

  
Figure 1. Packet forwarding model in TS 29.244
So, to support the Local Switch scenario an example is provided below. In the example it is assumed that UE1 and UE2 belong to a 5G LAN group 1, and they have a PSA in the same UPF.


Figure 2. Local switch in UPF
1.	The UPF receives an incoming PDU which is intended for UE2 from RAN (Source Interface = “Access”) and identifies UE1’s N4 session based on the Local TEID allocated earlier;
2.	The UPF finds a PDR in that N4 session to match the PDU. The associated QER and URR are applied.;
3. 	The FAR associated with the matching PDR includes Destination Interface = “5G LAN internal” together with a Network Instance "5G LAN Group 1". This will trigger that the packet after being removal of Outer GTP-U header is sent back the ingress, e.g. forwarding engine, and therefore the UPF will again identify the N4 Session according to the Packet Forwarding Model;
4. 	The UPF identifies the N4 Session for the UE2 by matching the PDR defined in that N4 session, based on UE2’s Destination Address and Source Interface set to“5G-LAN Internal”;
5.	The UPF processes the QER(s), URR(s) and FAR associated to that PDR, adds an Outer Header which is set to the remote TEID allocated for UE2's PDU Session to the PDU, together with Destination Interface set to “Access"), and sends the PDU out.

Nx based forwarding
Nx based forwarding requires that UL/DL data traffic is switched between a PDU Session (for a UE which is a 5G-LAN group member) controlled by a N4 session served by a UPF and another PDU session (for another UE which is member of the same 5G-LAN group) controlled by another N4 session served by another UPF. The UL/DL data traffic is carried in a shared tunnel (Nx) per 5G LAN Group between the two UPFs. 
One main question here is if the shared tunnel requires its own N4 session or not. 
If there is no requirement to associate the shared tunnel with a certain QoS, usage reporting etc, it is straight forward for the SMF to simply provide PDRs and FARs associated to the N4 session of each PDU Session. For example, in UL, a N4 session may have a PDR with a certain destination MAC address of another 5G-LAN group member, and a FAR instructing the UPF to send the matching packets with the TEID of the shared tunnel. The packets would be enforced according to the PDU Session’s QER, URR etc. 
However, if there are associated QoS, usage reporting, requirements on this shared tunnel, e.g. to enforce all packets on a tunnel to a certain bit rate or to count the volume on the shared tunnel, it gets more complex. Furthermore, a drawback with this approach is that each N4 session for a UE need to be updated to include the destination IP/MAC addresses of other UEs belonging to the group but with other PSA UPFs. This may not be scalable if the number of UEs in the group is large. 
Observation 2: Simply using each UE’s N4 session to include FARs for forwarding packets onto Nx does not allow the Nx tunnel to be rate limited (if needed) and is also not scalable in the number of 5G-LAN group UEs. 
A possible solution would be to create a N4 session (called Nx session for sake of describing the solution) for the shared tunnel(s) per 5G LAN Group. This allows specific QER(s) and URR(s) associated with the shared tunnel, which can apply different QoS policy for different 5G LAN Groups. 
The N4 session for the shared tunnel(s) would also allow to define a single PDR to match packets with destination IP/MAC address for UEs served by another UPF, and is thus more scalable that using the individual N4 sessions for each PDU Session. 
This alternative however requires that the SMF can instruct the UPF to forward traffic between two N4 sessions (one is for a PDU Session, the other is for Nx Session) within a UPF, which is basically the same as for the “local switch” discussed above. The same principles thus apply. 
Proposal 2: For Nx based forwarding, the SMF creates a group-level N4 session (for the Nx tunnels) and the same principle as for “local switch” is used to map up-link traffic from a PDU Session to the group-level N4 session.
However, for sending the packet out on the Nx tunnel, one can again consider whether the available values of “Destination Interface” and “Source Interface” are appropriate. The Nx tunnel does not seem to correspond to any of the values in the table 1 above. Therefore, a new value (e.g. “5G LAN Nx”) would be reasonable. 
Proposal 3: A new value for “Destination Interface” and “Source Interface” to denote Nx based forwarding (5G LAN Nx”) is defined. 
Below we try to illustrate the handling in UPF.



Figure 3. Nx-based forwarding in UPF
1.	The UPF1 receives an incoming packet from RAN (Source Interface = “Access”) and identifies UE1’s N4 session based on the local TEID allocated earlier;
2.	The UPF1 finds a PDR in that N4 session to match the packet, and applies the associated QER(s) and URR(s) etc;
3. 	The UPF1 processes the FAR associated with the matching PDR, and it will forward the packet which has been removed the Outer GTP-U header back the ingress, e.g. routing engine, with setting Destination Interface to "5G LAN internal" together with a Network Instance "5G LAN Group 1", therefore the UPF will again to identify the N4 Session according to the Packet Forwarding Model;
4. 	The UPF1 then identifies the N4 Session matching the PDR based on UE3’s Destination Address (Source Interface = "5G-LAN Internal"). This belongs to the group-level N4 session created to match the 5G LAN Group 1 incoming and outing traffic in this UPF; 
5.	The UPF1 processes the associated FAR to that PDR, which leads the packet being added an Outer Header which set to the remote TEID allocated for UPF2 to receive 5G LAN Group 1 traffic, together with Destination Interface set to "5G-LAN Nx";
6. 	The UPF2 receives the packet at its local TEID and identifies the N4 session based on the tunnel header (Nx tunnel header). That N4 session is created to match the Nx incoming and outing traffic in this UPF for this 5G LAN group; 
7.	The UPF2 processes the QER(s), URR(s) and FAR associated to that PDR, and it will forward the packet which has been removed the Outer GTP-U header back the ingress, e.g. routing engine, with setting Destination Interface to "5G LAN internal" together with a Network Instance "5G LAN Group 1", therefore the UPF will again to identify the N4 Session according to the Packet Forwarding Model;  ”
NOTE: Steps 6-7 can be skipped if the incoming packet is directly matching a PDR in UE3’s N4 session,  however such PDR then needs to be added in all UE's N4 sessions where they may receive packets from Nx. 
8. 	The UPF2 identifies the N4 Session for the UE3 by matching the PDR defined in that N4 session, based on UE3’s Destination Address and the Source Interface set to "5G-LAN Internal")
9. 	The UPF2 processes the associated FAR to that PDR, adds an Outer Header which is set to the remote TEID allocated for UE3's PDU Session to the packet, together with Destination Interface set to “Access", so that the UE3 will be able to receive the packet. 
How to manage a group-level N4 (PFCP) Session for Nx based forwarding:
When the packets are sent to ingress, with the Destination Interface "5G LAN Internal", a lookup is performed using PDRs with Source Interface “5G LAN Internal”. If the packets match a PDR corresponding to another UE’s PDU Session on the same PSA UPF, a “local switch” can be performed. If the target UE has a different PSA UPF, it is assumed that the packet should match the group-level N4 session PDRs for Nx-based forwarding. In this case there are two options for how such group-level N4 session can be managed:
1. 	Proactive (“push”) approach: SMF provisions a PDR in the 5G LAN Group 1 N4 Session when the PDU Session is created with a different PSA UPF.
2.	Reactive (“pull”) approach: The SMF provisions a default PDR with least precedence value in the 5G LAN Group N4 session to match for the traffic received from "5G LAN Internal", to catch any unknown traffic. The SMF would then either:
- 	Create a FAR, to forward such traffic to the SMF;  
- 	Or, provision a new URR with a new reporting trigger associated with the default PDR, so that the UPF will send a N4 Session Report Request message and report to the SMF the packets for UE-to-UE traffic, i.e. that packets towards the destination UE IP/MAC address is not deliverable.    
Upon receiving user plane traffic or N4 Session Report, the SMF will figure out which UPF is serving the destination UE and provision relevant PDR/FAR to the UPF forwarding the packets, to enable it to forward the traffic to the UPF serving the destination UE
It is proposed that it is left to SMF implementation whether to use reactive or proactive approach. The proactive approach may lead to a lot of unnecessary N4 signalling, i.e. provisioning PDRs to enable UE to UE communication when UEs are served by different UPFs even when such UEs may never communicate with each other but may be justified if the number of UPFs and group members is low.
Proposal 4: It is left to SMF implementation whether to use reactive or proactive approach. The URR and UR are enhanced to support reporting of unknown IP/MAC addresses to SMF.
Conclusion and Proposal
It is proposed to agree on the following proposals:
Proposal 1: A new value (“5G LAN internal”) for “Destination Interface” and “Source Interface” to denote local switch is defined. This together with a number of Network Instances for each 5G LAN Group respectively to ensure traffic separation provides a consistent and interoperable solution for local switch. 
Proposal 2: For Nx based forwarding, the SMF creates a group-level N4 session (for the Nx tunnels) and the same principle as for “local switch” is used to map up-link traffic from a PDU Session to the group-level N4 session.
Proposal 3: A new value for “Destination Interface” and “Source Interface” to denote Nx based forwarding (5G LAN Nx”) is defined. 
Proposal 4: It is left to SMF implementation whether to use reactive or proactive approach. The URR and UR are enhanced to support reporting of unknown IP/MAC addresses to SMF.
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