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FIRST CHANGE
[bookmark: _Toc532891652]5.6.10.2	Support of Ethernet PDU Session type
For a PDU Session set up with the Ethernet PDU Session type, the SMF and the UPF acting as PDU Session Anchor (PSA) can support specific behaviours related with the fact the PDU Session carries Ethernet frames.
Depending on operator configuration related with the DNN, different configurations for how Ethernet traffic is handled on N6 may apply, for example:
-	Configurations with a 1-1 relationship between a PDU Session and a N6 interface possibly corresponding to a dedicated tunnel established over N6. In this case the UPF acting as PSA transparently forwards Ethernet frames between the PDU Session and its corresponding N6 interface, and it does not need to be aware of MAC addresses used by the UE in order to route down-link traffic.
-	Configurations, where more than one PDU Session to the same DNN (e.g. for more than one UE) corresponds to the same N6 interface. In this case the UPF acting as PSA needs to be aware of MAC addresses used by the UE in the PDU Session in order to map down-link Ethernet frames received over N6 to the appropriate PDU Session. Forwarding behaviour of the UPF acting as PSA is managed by SMF as specified in clause 5.8.2.5.
NOTE 1:	The "MAC addresses used by the UE" correspond to any MAC address used by the UE or any device locally connected to the UE and using the PDU Session to communicate with the DN.
Based on operator configuration, the SMF may request the UPF acting as the PDU Session Anchor to proxy ARP/IPv6 Neighbour Solicitation or to redirect the ARP traffic from the UPF to the SMF.
NOTE 2:	Proxying ARP/ND assumes the devices behind the UE acquire their IP address via inband mechanisms that the SMF/UPF can detect.
Ethernet Preamble and Start of Frame delimiter are not sent over 5GS:
-	For UL traffic the UE strips the preamble and frame check sequence (FCS) from the Ethernet frame.
-	For DL traffic the PDU Session Anchor strips the preamble and frame check sequence (FCS) from the Ethernet frame.
Neither a MAC nor an IP address(es) is(are) not allocated by the 5GC to the UE for a PDU Session of Ethernet type.
The PSA shall store the MAC addresses received from the UE, and associate those with the appropriate PDU Session.
The UPF shall be able remove or reinsert VLAN tags on N6 interface for downlink and uplink frames, respectively, as requested by the SMF. This shall not apply to VLAN tags sent by and received from the UE.
The UE may acquire from the SMF, at PDU Session Establishment, the MTU of the Ethernet frames' payload that the UE shall consider.
NOTE 3:	The UE may operate in bridge mode with regard to a LAN it is connecting to the 5GS, thus different MAC addresses may be used as source address of different frames sent UL over a single PDU Session (and destination MAC address of different frames sent DL over the same PDU Session)
NOTE 4:	Entities on the LAN connected to the 5GS by the UE may have an IP address allocated by the DN but the IP layer is considered as an application layer which is not part of the Ethernet PDU Session.
NOTE 54:	In this Release of the specification, only the UE connected to the 5GS is authenticated, not the devices behind such UE
NOTE 65:	5GS does not support the scenario where a MAC address is permanently used on more than one PDU Session for the same DNN and S-NSSAI.
[bookmark: OLE_LINK158][bookmark: OLE_LINK159][bookmark: OLE_LINK154][bookmark: OLE_LINK155][bookmark: OLE_LINK156][bookmark: OLE_LINK157][bookmark: OLE_LINK148][bookmark: OLE_LINK149][bookmark: OLE_LINK150][bookmark: OLE_LINK151][bookmark: OLE_LINK100][bookmark: OLE_LINK101]Different Frames exchanged on a PDU Session of Ethernet type may be served with different QoS over the 5GS. Thus, the SMF may provide to the UPF Ethernet Packet Filter Set and forwarding rule(s) based on the Ethernet frame structure and UE MAC address(es). The UPF detects and forwards Ethernet frames based on the Ethernet Packet Filter Set and forwarding rule(s) received from the SMF. This is further defined in clauses 5.7 and 5.8.2.
When a PDU Session of Ethernet PDU type is authorized by a DN as described in clause 5.6.6, the DN-AAA server may, as part of authorization data, provide the SMF with a list of allowed MAC addresses and/or a list of allowed VIDs for this PDU Session; the list is limited to a maximum of 16 MAC addresses and/or a maximum of 16 VIDs accordingly. When such list(s) have been provided for a PDU Session, the SMF sets corresponding filtering rules in the UPF(s) acting as PDU Session Anchor for the PDU Session. The UPF discards any UL traffic that does not contain one of these MAC addresses as a source address if the list of allowed MAC addresses is provided. The UPF discards any UL traffic that does not contain one of these VIDs if the list of allowed VIDs is provided.
In this Release of specification, the PDU Session of Ethernet PDU Session type is restricted to SSC mode 1 and SSC mode 2.
For a PDU Session established with the Ethernet PDU Session type, the SMF may, upon PCF request, need to ensure reporting to the PCF of all Ethernet MAC addresses used as UE address in a PDU Session. In this case, as defined in clause 5.8.2.12, the SMF controls the UPF to report the different MAC addresses used as source address of frames sent UL by the UE in the PDU Session.
NOTE 46:	This relates to whether AF control on a per MAC address is allowed on the PDU Session as defined in TS 23.503 [45] clause 6.1.1.2
The PCF may activate or deactivate the reporting of the UE MAC address using the "UE MAC address change" Policy Control Request Trigger as defined in Table 6.1.3.5-1 of TS 23.503 [45].
For an Ethernet PDU Session type, the 5GC usually does not allocate an IP address to the UE and does not provide an IP service to the UE. Nevertheless, for some (DNN, S-NSSAI) the SMF may be locally configured to offer an access router service for traffic exchanged with the UE (or devices connected behind the UE) over a PDU Session of the Ethernet type. In that case, the SMF and UPF act as an access router for devices using the PDU Session. This assumes the PDU Session carries IP traffic. This means:
· The PDU Session may be associated with multiple IP addresses. Only the first IP address may be provided to the UE via NAS. Subsequent IP address(es) shall be requested by the UE (or devices connected behind the UE) via DHCP. The SMF serves DHCP requests received within the PDU Session including DHCP requests related with IP address allocation. The SMF may allocate itself the IP address or use external servers. 
· The SMF may upon PCF request report to the PCF both IP and MAC (source) addresses used by devices in the PDU Session; in case of reporting to BSF, the PCF only reports IP addresses for the PDU Session. No MAC address information is exchanged over the N5 (Npcf_PolicyAuthorization) /Rx interface of the PCF.
· the UPF acting as PDU Session Anchor is controlled by the SMF over N4 to 
-	For UL traffic, not forward over N6 the Ethernet header received at access side of the PDU Session
For DL traffic, (re)create the Ethernet header to be sent at access side of the PDU Session
NOTE 6:	The corresponding protocol stack is provided in clause 8.3.X
· The UPF can enforce IP level traffic steering policies over N6

 
NEXT CHANGE
[bookmark: _Toc532891975]8.3.X	User Plane for Wireline Access
8.3.X.y	User Plane for bridge RG


Legend:
BBF Access protocol layers: This set of protocols/layers is defined by BBF WT-456 [X1].
GTP-u: this protocol is defined in TS 29.281 [xx].
Figure 8.3.X.y-1: Protocol stack for the support of a bridge RG 

 
NEXT CHANGE
[bookmark: _Toc532891709]5.8.2.5	Control of User Plane Forwarding
The SMF controls user-plane packet forwarding for traffic detected by a PDR by providing a FAR with instructions to the UPF, including:
-	Forwarding operation information;
-	Forwarding target information.
The details of the forwarding target and operation will depend on the scenario and is described below. The following forwarding functionality is required by the UPF:
-	Apply N3 /N9 tunnel related handling, i.e. encapsulation.
-	Forward the traffic to/from the SMF, e.g. as described in Table 5.8.2.5-1).
-	Forward the SM PDU DN Request Container from SMF to DN-AAA server
-	Forward the traffic according to locally configured policy for traffic steering.
-	Forward traffic acting as an Access Router as defined in clause 5.6.10.2; This may apply only if the UPF has indicated to the SMF at N4 association set-up that it supports the corresponding capability

Data forwarding between the SMF and UPF is transmitted on the user plane tunnel established on N4 interface, defined in TS 29.244 [65].
Scenarios for data forwarding between the SMF and UPF are defined as below:
Table 5.8.2.5-1: Scenarios for data forwarding between the SMF and UPF
	
	Scenario description
	Data forwarding direction

	1
	Forwarding of user-plane packets between the UE and the SMF e.g. DHCP signalling.
	UPF to SMF
SMF to UPF

	2
	Forwarding of packets between the SMF and the external DN e.g. with DN-AAA server
	UPF to SMF
SMF to UPF

	3
	Forwarding of packets subject to buffering in the SMF.
	UPF to SMF
SMF to UPF

	4
	Forwarding of End Marker Packets constructed by the SMF to a downstream node.
	SMF to UPF



When configuring an UPF acting as PSA for an Ethernet PDU Session Type, the SMF may instruct the UPF to route the DL traffic based on the MAC address(es) used by the UE for the UL traffic.
In that case:
-	broadcast and/or multicast DL traffic on the N6 Network Instance targets every DL PDU Session (corresponding to any N4 Session) associated with this Network Instance.
-	for uplink broadcast and/or multicast traffic received by the UPF over a PDU session on a N3/N9 interface, the UPF should forward the traffic to the N6 interface and downlink to every PDU session (except the one of the incoming traffic) associated with the same N6 Network Instance.
For ARP/IPv6 Neighbour Solicitation traffic, a SMF's request to proxy ARP/IPv6 Neighbour Solicitation or to redirect such traffic from the UPF to the SMF overrules the traffic forwarding rules described above.
NOTE:	Local policies in UPF associated with the Network Instance can prevent local traffic switching in the UPF between PDU Sessions either for unicast traffic only or for any traffic. In the case where UPF policies prevent local traffic switching for any traffic (thus for broadcast/multicast traffic) some mechanism such as ARP/ND proxying or local multicast group handling is needed to ensure that upper layer protocol can run on the Ethernet PDU sessions.
If allowed by local UPF (acting as PSA) policies, for Ethernet traffic with unknown unicast destination MAC addresses, the UPF should forward the traffic in the same manner as described above for the broadcast and/or multicast traffic handling.
The SMF may ask to get notified with the source MAC addresses used by the UE and provide UPF with corresponding forwarding rules related with these MAC addresses.
In case of PDU Session of the Ethernet Type, a UPF (acting as PSA for the PDU Session) may be controlled by the SMF to forward traffic acting as an Access Router as defined in clause 5.6.10.2. For this purpose, the SMF may
· via a PDR parameter ask the UPF to remove and locally store the Ethernet header of UL traffic received at the access side of the UPF. The storage associates the Ethernet header with the source IP address of the incoming traffic.
· Via a FAR parameter ask the UPF to (re)generate the Ethernet header of DL traffic sent at the access side of the UPF. The the Ethernet header is (re)generated using the storage associated with the destination IP address of the incoming traffic
The Ethernet header includes all VLAN headers 

NEXT CHANGE


[bookmark: _Toc532891728]5.8.2.11.3	Packet Detection Rule
The following table describes the Packet Detection Rule (PDR) containing information required to classify a packet arriving at the UPF. Every PDR is used to detect packets in a certain transmission direction, e.g. UL direction or DL direction.
Table 5.8.2.11.3-1: Attributes within Packet Detection Rule
	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this PDR
	

	Rule ID
	Unique identifier to identify this rule
	

	Precedence
	Determines the order, in which the detection information of all rules is applied
	

	Packet 
	Source interface
	Contains the values "access side", "core side", "SMF", "N6-LAN"
	Combination of UE IP address (together with Network instance,

	detection
	UE IP address 
	One IPv4 address and/or one IPv6 prefix with prefix length
	if necessary), CN tunnel info, packet filter set, application ID,

	information
	Network instance (NOTE 1)
	Identifies the Network instance associated with the incoming packet
	Ethernet PDU Session Information and QFI are used for traffic detection.

	
	CN tunnel info
	CN tunnel info on N3, N9 interfaces, i.e. F-TEID
	

	
	Packet Filter Set
	Details see clause 5.7.6, TS 23.501.
	Details like all the combination possibilities on N3, N9 interfaces

	
	Application ID
	
	are left for stage 3 decision.

	
	QoS Flow ID
	Contains the value of 5QI or non-standardized QFI
	

	
	Ethernet PDU Session Information
	Refers to all the (DL) Ethernet packets matching an Ethernet PDU session, as further described in clause 5.6.10.2 and in TS 29.244 [65].
	

	Outer header removal
	Instructs the UP function to remove one or more outer header(s) (e.g. IP+UDP+GTP, IP + possibly UDP, VLAN tag), from the incoming packet.
	Any extension header shall be stored for this packet.

	[bookmark: _Hlk535326983]Indication for removal and local storage of the Ethernet header.
	This removal takes place after any outer header removal and before applying other rules (e.g. FAR)
	This Indication may be set by SMF only 
· in case of Ethernet PDU Session type and when the UPF has indicated its support of the Access Router feature and, 
· The Source interface has the value "access side" .

	Forwarding Action Rule ID
	The Forwarding Action Rule ID identifies a forwarding action that has to be applied.
	

	List of Usage Reporting Rule ID(s)
	Every Usage Reporting Rule ID identifies a measurement action that has to be applied.
	

	List of QoS Enforcement Rule ID(s)
	Every QoS Enforcement Rule ID identifies a QoS enforcement action that has to be applied.
	

	NOTE 1:	Needed e.g. in case:
	-	UPF supports multiple DNN with overlapping IP addresses;
	-	UPF is connected to other UPF or AN node in different IP domains.
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[bookmark: _Toc532891731]5.8.2.11.6	Forwarding Action Rule
The following table describes the Forwarding Action Rule (FAR) that defines how a packet shall be buffered, dropped or forwarded, including packet encapsulation/decapsulation and forwarding destination.
Table 5.8.2.11.6-1: Attributes within Forwarding Action Rule
	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this FAR.
	

	Rule ID
	Unique identifier to identify this information.
	

	Action
	Identifies the action to apply to the packet
	Indicates whether the packet is to be forwarded, duplicated, dropped or buffered.
When action indicates forwarding or duplicating, a number of additional attributes are included in the FAR.
For buffering action, a Buffer Action Rule is also included.

	Network instance
(NOTE 2)
	Identifies the Network instance associated with the outgoing packet (NOTE 1).
	

	Destination interface
(NOTE 3)
	Contains the values "access side", "core side", "SMF" or "N6-LAN".
	Identifies the interface for outgoing packets towards the access side (i.e. down-link), the core side (i.e. up-link), the SMF or, the N6-LAN (i.e. the DN or the local DN).

	[bookmark: _Hlk535327020]Indication for (re)generation of the Ethernet header.

	This (re)generation takes place before any outer header creation and actual traffic forwarding
	This Indication may be set by SMF only 
· in case of Ethernet PDU Session type and when the UPF has indicated its support of the Access Router feature and, 
· The Destination interface has the value "access side" .

	Outer header creation
(NOTE 3)6
	Instructs the UP function to add an outer header (e.g. IP+UDP+GTP+QFI, VLAN tag), IP + possibly UDP to the outgoing packet.
	Contains the CN tunnel info, N6 tunnel info or AN tunnel info of peer entity (e.g. NG-RAN, another UPF, SMF, DNAI).
Any extension header stored for this packet shall be added.

	Send end marker packet(s)
(NOTE 2)
	Instructs the UPF to construct end marker packet(s) and send them out as described in clause 5.8.1.
	This parameter should be sent together with the "outer header creation" parameter of the new CN tunnel info.

	Transport level marking
(NOTE 3)
	Transport level packet marking in the uplink and downlink, e.g. setting the DiffServ Code Point.
	

	Forwarding policy
(NOTE 3)
	Reference to a preconfigured traffic steering policy or http redirection (NOTE 4).
	Contains one of the following policies identified by a TSP ID:
-	an N6-LAN steering policy to steer the subscriber's traffic to the appropriate N6 service functions deployed by the operator, or
-	a local N6 steering policy to enable traffic steering in the local access to the DN according to the routing information provided by an AF as described in clause 5.6.7.
or a Redirect Destination and values for the forwarding behaviour (always, after measurement report (for termination action "redirect")).

	Request for Proxying in UPF
	Indicates that the UPF shall perform ARP proxying and / or IPv6 Neighbour Solicitation Proxying as specified in clause 5.6.10.2.
	Applies to the Ethernet PDU Session type.

	Container for header enrichment
(NOTE 2)
	Contains information to be used by the UPF for header enrichment.
	Only relevant for the uplink direction.

	Buffering Action Rule
(NOTE 5)
	Reference to a Buffering Action Rule ID defining the buffering instructions to be applied by the UPF
(NOTE 6)
	

	NOTE 1:	Needed e.g. in case:
	-	UPF supports multiple DNN with overlapping IP addresses;
	-	UPF is connected to other UPF or NG-RAN node in different IP domains.
NOTE 2:	These attributes are required for FAR action set to forwarding.
NOTE 3:	These attributes are required for FAR action set to forwarding or duplicating.
NOTE 4:	The TSP ID is preconfigured in the SMF, and included in the FAR according to the description in clauses 5.6.7 and 6.1.3.14 of 23.503 [45] for local N6 steering and 6.1.3.14 of 23.503 [45] for N6-LAN steering. The TSP ID action is enforced before the Outer header creation actions.
NOTE 5:	This attribute is present for FAR action set to buffering.
NOTE 6:	The buffering action rule is created by the SMF and associated with the FAR in order to apply a specific buffering behaviour for DL packets requested to be buffered, as described in clause 5.8.3 and clause 5.2.4 in TS 29.244 [65].
NOTE 7:   .
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[71]	3GPP TS 29.274: "5G System; Access and Mobility Management Services; Stage 3".
[72]	3GPP TS 23.285: "Architecture enhancements for V2X services".
[xx]	3GPP TS 29.281: " General Packet Radio System (GPRS) Tunnelling Protocol User Plane".
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[bookmark: _Toc532891974]8.3.1	User Plane Protocol Stack for a PDU Session
This clause illustrates the protocol stack for the User plane transport related with a PDU Session.


Figure 8.3.1-1: User Plane Protocol Stack

Legend:
-	PDU layer: This layer corresponds to the PDU carried between the UE and the DN over the PDU Session. When the PDU Session Type is IPv4 or IPv6 or IPv4v6, it corresponds to IPv4 packets or IPv6 packets or both of them; When the PDU Session Type is Ethernet, it corresponds to Ethernet frames; etc.
-	GPRS Tunnelling Protocol for the user plane (GTP‑U): This protocol supports multiplexing traffic of different PDU Sessions (possibly corresponding to different PDU Session Types) by tunnelling user data over N3 (i.e. between the 5G-AN node and the UPF) and N9 (i.e. between different UPFs of the 5GC) in the backbone network. GTP shall encapsulate all end user PDUs. It provides encapsulation on a per PDU Session level. This layer carries also the marking associated with a QoS Flow defined in clause 5.7. this protocol is defined in TS 29.281 [xx]


Figure 8.3.1-1: User Plane Protocol Stack
[bookmark: _Hlk535222720]-	5G-AN protocol stack: This set of protocols/layers depends on the AN:
-	When the 5G-AN is a 3GPP NG-RAN, these protocols/layers are defined in TS 38.401 [42]. The radio protocol between the UE and the 5G-AN node (eNodeB or gNodeB) is specified in TS 36.300 [30] and TS 38.300 [27].
-	When the AN is an Untrusted non 3GPP access to 5GC the 5G-AN interfaces with the 5GC at a N3IWF defined in clause 4.3.2 and the 5G-AN protocol stack is defined in clause 8.3.2.
-	UDP/IP: These are the backbone network protocols.
NOTE 1:	The number of UPF in the data path is not constrained by 3GPP specifications: there may be in the data path of a PDU Session 0, 1 or multiple UPF that do not support a PDU Session Anchor functionality for this PDU Session.
NOTE 2:	The "non PDU Session Anchor" UPF depicted in the Figure 8.3.1-1 is optional.
NOTE 3:	The N9 interface may be intra-PLMN or inter PLMN (in the case of Home Routed deployment).
If there is an UL CL (Uplink Classifier) or a Branching Point (both defined in clause 5.6.4) in the data path of a PDU Session, the UL CL or Branching Point acts as the non PDU Session Anchor UPF of Figure 8.3.1-1. In that case there are multiple N9 interfaces branching out of the UL CL / Branching Point each leading to different PDU Session anchors.
NOTE 4:	Co-location of the UL CL or Branching Point with a PDU Session Anchor


END OF CHANGES
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