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Attachments:


1. Overall Description:

SA2 has discussed possible attack scenarios to create incorrect or invalid database entries in a “self-learning” database deployment for the mappings between UE Capability ID and the set of UE Radio Capabilities in solutions considered in the FS_RACS study.
In scenarios where the UE Capability ID is allocated by the UE manufacturer, it would seem possible that an attacker can learn UE Capability IDs used, or to be used, by UEs. In networks that deploy a “self-learning” RACS database, i.e. new mappings for previously unknown UE Capability IDs are created based on UE Radio Capabilities signaled by the UE itself, an attack could be possible where the attacker manages as first UE create a mapping of a valid UE Capability ID to incorrect or invalid UE Radio Capabilities.

Remedies have been discussed where “self-learning” databases are only updated after x identical uses of UE Capability ID to UE Radio Capabilities combinations, or to include a Hash value of the UE Radio Capabilities in the UE Capability ID.

SA2 would like to get feedback from SA3 on whether the above described attack is possible and whether any remedy, described above or different, can provide sufficient protection against such attacks.
SA2 would like to get feedback from RAN2 on the consequences if the above described attack is successful, i.e. incorrect or invalid Radio Capabilities are provided by CN to RAN for UEs subsequently using an UE Capability ID with a corrupted mapping entry.

2. Actions:

To SA3 group.

ACTION: 
SA2 kindly asks SA3 to provide feedback on the risk of attacks as described above, and possible remedies if needed.
To RAN2 group.

ACTION: 
SA2 kindly asks RAN2 to provide feedback on the consequences if attacks as described above are successful.
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