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Abstract of the contribution: This contribution discusses on the QoS issue when accessing to PLMN services via NPN and vise versa and provides solution.
1 Discussion
In last meeting, there are some leftover details for key issue6 needs to be further discussed as defined in clause8.4 in 23.734.
	8.4
Conclusion for key issue 6 "Accessing PLMN services via non-public networks and vice versa"
It is recommended to progress solution #20 for normative specifications (only a clarification needs to be added that access to 5GC via an untrusted access now also applies to accessing 5GC using NG-RAN). 

As illustrated in solution #21, seamless service continuity between NPN and PLMN can be achieved by dual radio support. Support for seamless service continuity with UE supporting dual radio is assumed to not require any specific protocol changes.

It is agreed to allow discussions for following aspects during the normative phase:

1.
the ability to avoid dropped packets; and

2.
QoS (for the NPN signalling/data carried in PLMN PDU Session or vice versa).
NOTE:
For each of the above possible enhancements, input is required on justification for the enhancement and the impacts to enable decisions on a way forward.


In order to support "Accessing PLMN services via non-public networks and vice versa", the N3IWF based architecture was concluded. So the UE’s PLMN PDU session and PLMN NAS signalling are carried over the IPsec SA over Nwu interface. And the related IPsec SA data will be transmitted over the NPN PDU session.
So the NPN will be transparent to the PLMN NAS signalling and user plane data. The QoS requirement of the PLMN session are also unknown. The data transmission fall back to be best effort. However, there are many critical services are valuable for the NPN UE, e.g. IMS service.

In order to support the QoS requirement of the PLMN QoS flow, the UE can be in charge with the QoS mapping in the NPN based the PLMN QoS flow.


[image: image1.emf]PLMN’s 

NAS

Ipsec Tunnel

IP

RRC 

connection

UE

RRC 

connection

Transport 

Layer

IP

NPN

Ipsec Tunnel 

IP

Transport 

Layer

N3IWF

NGA

P

relay

PLMN’s 

NAS

NGAP

PLMN’s 

AMF

NG

  

Nwu


Figure-1 CP protocol
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Figure-2 signalling IPsec SA 
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Figure-3 used plane protocol 
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Figure-4 IPsec child SA
In the scenario of N3GPP, the N3IWF has already separated the IPsec SA for NAS and IPsec SA for user plane data.
So the UE can request and standalone NPN QoS flow for the NAS signalling and set the packet filter to the SPI of the singling IPsec SA. The IPsec based packet filter has already supported in the current specification.
For the data IPsec SA, the UE has already get the associated QFI during the IPsec SA setup and the QoS flow description during the PDU session modification procedure from the PLMN, the UE can easily do the mapping and request a QoS flow from the NPN and set the packet filter in the QoS rule to the IPsec SA.

However, there are still some issues.

(1) How to set the QoS flow description for the signalling IPsec SA? The priority of the signalling IPsec SA data should be prioritized comparing to the user plane data.
Prioposal1: Set the priority of the signalling QoS flow as the highest priority in the PDU session for connecting to N3IWF. 

 (2)N3IWF may map the multiple QoS flow of one PDU session into one IPsec SA. Then the data IPsec SA may be associated with multiple set of the QoS flow description in the PLMN. How can the UE set the QoS flow description in the NPN need to be fixed.
Proposal2: the N3IWF allocates the IPsec SA solely for each QoS flow.
Summary impact on the 5GS

· NPN: no impact 

· PLMN 5GC: no impact

· N3IWF:

· Allocate one IPsec SA for each QoS flow. The IPsec SA and QoS flow is one to one mapping.
· UE: 

· For NAS signalling: The UE requests NPN to setup a QoS flow solely used for signalling IPsec SA. The UE provides the packet filter of the requested QoS rule as the SPI of the singling IPsec SA. UE provides the priority of the requested QoS flow description as the highest priority in the PDU session.

· For UP data: The UE requests NPN to setup a QoS flow solely used for IPsec child SA. The UE provides the requested QoS flow description to the NPN as the QoS flow description of the PLMN’s QoS flow associated IPsec child SA. The UE provides the packet filter in the requested QoS rule of the QoS flow to the NPN as the SPI of the IPsec child SA.
Way forward proposal 
For QoS issue: QoS (for the NPN signalling/data carried in PLMN PDU Session or vice versa).
· For NAS signalling: 
· The UE requests 1st 5G network to setup a QoS flow solely used for signalling IPsec SA. For the requested QoS flow, UE provides the packet filter of the requested QoS rule as the SPI of the singling IPsec SA. UE provides the priority of the requested QoS flow description as the highest priority in the PDU session for connecting to the N3IWF.

· For UP data:
· The N3IWF allocate one IPsec SA for each QoS flow. The IPsec SA and QoS flow is one to one mapping.

· The UE requests 1st 5G network to setup a QoS flow solely used for IPsec child SA. The UE provides the requested QoS flow description to the 1st 5G network as the QoS flow description of the 2nd 5G network’s QoS flow associated IPsec child SA. The UE provides the packet filter in the requested QoS rule of the QoS flow to the 1st 5G network as the SPI of the IPsec child SA.
The 1st 5G network is a PLMN and the 2nd 5G network is a standalone NPN; or the 1st 5G network is a standalone NPN and the 2nd 5G network is a PLMN.
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PLMN’s UP data
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