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Abstract of the contribution: This contribution provides text proposal for TS 23.273 to introduce support for privacy setting from the UE.
1. Introduction

A new TS 23.273 has been assigned on "5G System Location Services (LCS)".
2. Reason for Change

UE privacy setting update, storage and verification was concluded as follows. The functionality and procedure description for UE privacy setting for 23.273 needs to be provided.
	The following conclusion is adopted for the R16 normative work with regard to the development for UE privacy setting update, storage and verification:
-
UE indicates to the network the privacy setting, and the privacy setting can be stored as a Data Subset of the Subscription Data stored in the UDR that is accessed by the UDM
-
For 5GC_MT_LR request, the GMLC determines whether to disallow subsequent LCS requests from external LCS clients based on the privacy setting obtained from the UDM.


3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.273.

FIRST CHANGE
6.1
5GC-MT-LR Procedure
Figure 6.1-1 illustrates the 5GC-MT-LR Procedure with privacy verification requirement. This procedure is applicable to a request from an LCS client for a current location. It is based on the 5GC-MT-LR Procedure specified in clause 4.13.5.3 defined in TS 23.502 [X].
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Figure 6.1-1: 5GC-MT-LR with privacy check
1.
LCS client initiates the LCS request as specified in clause 4.13.5.3 from step1 to step3 as defined in TS 23.502 [X]. In step3 in clause 4.13.5.3 in TS 23.502 [X]. The UDM also returns the UE subscription profile for LCS and return the UE’s privacy setting for the subsequent LCS requests, if existed. 
2.
The GMLC performs the privacy check according to UE subscription profile and the privacy setting, if existed. If either UE’s privacy setting or UE subscription profile indicates disallowing of the LCS request, the GMLC immediately returns the rejection response back to the external LCS client. Otherwise, the GMLC requests the AMF to provide the UE location.

3.
The GMLC invokes the Namf_Location_ProvideLocation service operation towards the AMF as specified in clause 4.13.5.3 from step4 to step5 defined in TS 23.502 [X].

The service operation as defined in step3 in clause 4.13.5.3 in TS 23.502 [X] also carry the indicator of privacy check related action, if required.

4.
If the indicator of privacy check related action indicates that the UE must either be notified or notified with privacy verification, a notification invoke message is sent to the target UE indicating, the identity of the LCS client the Requestor Identity (if that is both supported and available) and whether privacy verification is required.

5.
The target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the AMF indicating, if privacy verification was requested, whether permission is granted or denied for the current LCS request.


The notification result also indicate the UE’s privacy setting for the subsequent LCS requests, if generated. The privacy setting for the subsequent LCS requests indicates whether the subsequent LCS requests is allowed or disallowed by the UE. The UE’s privacy setting may also indicate a time for disallowing the subsequent LCS requests.

6.
If receiving the UE’s privacy setting for the subsequent LCS requests from the UE, the AMF invokes a Nudm_UECM_Update service operation towards home UDM of the target UE to request the store the UE’s privacy setting for the subsequent LCS requests. If the time for disallowing the subsequent LCS requests is included in the UE’s privacy setting, the UDM starts a disallowing timer until the disallowing time is expiry.
7.
As specified in clause 4.13.5.3 from step6 to step8 defined in TS 23.502 [X].

8.
The AMF returns the Namf_Location_ProvideLocation Response towards the GMLC as specified in clause 4.13.5.3 from step9 defined in TS 23.502 [X].

If the AMF has not initiated the Privacy Verification process in step 4, the service operation includes the location estimate, its age and accuracy and may include information about the positioning method.


If step4 has been performed for privacy verification, the AMF returns the location information only, if it has received a NAS Location Notification Return Result in step5 indicating that permission is granted.


If a NAS Location Notification Return Result message in step5 indicating that permission is not granted is received, or there is no response, with the requested privacy check action or the UE subscription profile indicating barring of LCS request, the AMF shall return an error response to the GMLC.


The service operation shall also include the privacy setting for the subsequent LCS requests, if the privacy setting for the subsequent LCS requests is indicated by the UE.

13.
GMLC returns the LCS response to the LCS client as specified in clause 4.13.5.3 from step10 defined in TS 23.502 [X].
NEXT CHANGE
6.X
Privacy Setting Procedure
Figure 6.X-1 illustrates the privacy setting update procedure.
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Figure 6.5.3.2-1: Privacy Setting 

1.
If the UE has generated or updated the UE’s privacy setting for the subsequent LCS requests, the UE sends the UE’s privacy setting for the subsequent LCS requests to the AMF. The privacy setting indicacting whether allow or disallow the subscequent LCS requests. The UE’s privacy setting may also indicate a time for disallowing the subsequent LCS requests.

If the UE in CM_idle mode, the UE signalling connection is setup in prior to step1.

2.
The AMF invokes an Nlmf_UECM_Update service operation towards the LMF to indicate received UE’s privacy setting for the subsequent LCS requests. 

3.   The LMF invokes a Nudm_UECM_Update service operation towards the home UDM of the target UE to to request the store or update the UE’s privacy setting for the subsequent LCS requests accordingly. 
4.
The LMF sends the AMF the privacy setting response to the AMF.

5.   The AMF sends the privacy setting response to the UE.
NEXT CHANGE
7.1
UDM

Table 7.1-1: UE data types for LCS
	data type
	Field
	Description

	UE subscription profile for LCS
	GPSI List
	List of the GPSI (Generic Public Subscription Identifier) used both inside and outside of the 3GPP system to address a 3GPP subscription.

	
	AMF ID
	ID of the AMF serving the UE.

	
	Privacy Override Indicator
	As specified in clause 9.5.1 Privacy Override Indicator in TS 23.271[Y]

	
	UE Privacy Options
	As specified in clause 9.5.3 UE Privacy Options in TS 23.271[Y]

	
	Indicator of privacy check related action
	As specified in clause 9.5.4 UE Privacy Options in TS 23.271[Y]

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	UE’s Privacy setting for subscequent LCS requests
	Privacy indicator for subscequent LCS requests
	Indicate whether allow or disallow the subscequent LCS requests for the UE’s position from the LCS client.

	
	Disallow Timer
	The timer for disallowing subscequent LCS request for UE’s position. It starts upon reception of the disallowing time from the UE.

	UE context for LCS in AMF data
	
	

	UE context for LCS in LMF data
	
	

	UE context for LCS in GMLC data
	
	

	LMF Selection
	
	

	Selection as described
	
	

	in clause 5.1
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