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Abstract of the contribution: This contribution proposes to update solution #5 on Access Control
1 Discussion

From SA2#128bis approved P-CR S2-188502, the following EN was not implemented:

Editor’s note: the key issues and solutions related to type-a/type-b have to be re-evaluated when normative requirements are available in SA1 TR.

Thus, this P-CR proposes to implement this.
2 Proposal

It is proposed to introduce the following updates to TR 23.734:
* * * Start of Change 1 * * * 

6.5
Solution #5: Solution for Access Control

6.5.1
Description
This is a solution for Key Issue #1 in order to prevent Network access for cell re-selection and access control:

1)
For UE(s) that are unauthorized to access the Non-public network, following are the three levels of access control that the network can support in guard itself from access by unauthorized UE(s):

a)
Reject Registration request to prevent UE(s) from obtaining connectivity and services from its network as described in TS 23.501[3].
b)
Ensure that unauthorized UE(s) are not selecting the cell in its network.
c)
Use 
access barring mechanism to ensure that the unauthorized UE(s) are not accessing the cell (i.e. RACH access) in its network.
2)
To prevent access due to network congestion/overload for authorized UE(s), network can support the following mechanisms in order to guard itself in case of congestion:
a)
Reactive congestion control: Perform AS/NAS congestion and overload control as described in TS 23.501 [3] to alleviate congestion.

b)
Proactive congestion control: In case of extreme congestion scenarios, use access barring mechanism to ensure that the unauthorized UE(s) are not even accessing the cell (i.e. RACH access) in its Non-public network to alleviate congestion.

In order to support 1b), 1c), 2b) in a non-public network, it proposes the following solution options:

Option 1: Non-public network assigns a special access identity (as part of UAC framework) to its UE(s). Thus UE(s) assigned with regular access class (allowed in public PLMNs) that are not authorized to access Non-public network are not allowed to even initiate RACH access towards the Non-public  Network.


Option 2: Non-public network bars access to UE(s) not configured with its network identifier by default. RAN should broadcast that access is barred for UE(s) not configured with its certain network identifier. Furthermore, RAN can broadcast cell-reserv-for-other-use to ensure that the unauthorized UE(s) (from public PLMN) are not accessing the Non-public  network:

-
If the Non-public network is standalone with NPN-ID as described in solution #1, then the network can broadcast cell-reserv-for-other-use and NPN-ID to prevent access from UE(s) not authorized to access Non-public network. Network can also broadcast PLMN ID with MCC value set to 999 and 3GPP defined MNC value in order to prevent access from UE(s) not authorized to access Non-public network.
-
If the Non-public network is non-standalone with PLMN ID and CAG ID as described in solution #2, then the network can broadcast cell-reserv-for-other-use and CAG-ID to prevent access from UE(s) not authorized to access the CAG cell hosted by PLMN.


Thus, it allows access only for UE(s) that are authorized to access the Non-public network.
On top of Option #2, UAC framework can be leveraged to perform Proactive congestion control for scenario 2a) described above.



Either option can be supported based on configuration in the network thus it is optional for the network to leverage access control mechanism based on local policies.
In order to support UAC for NPN, Rel-15 approach can be reused for RRC_Idle and RRC_Inactive UEs.
6.5.2
High Level Description
6.5.3
Impacts on Existing Nodes and Functionality


-
Network needs to broadcast a parameter (e.g. cell-reserv-other-use) in order to prevent legacy UE(s) and non-supporting UE(s) (i.e. Rel-16 UE(s) that are not supporting non-public network specific broadcast parameters) from accessing the Non-public network. The actual choice of broadcast parameters to achieve this functionality is up to RAN2 to decide.

-
Network needs to broadcast an indication that it is Non-public network. This can be achieved either by broadcasting NPN ID or CAG ID, PLMN ID with MCC 999 and 3GPP defined MNC value. The actual choice of broadcast parameters to achieve this functionality is up to RAN2 to decide.
6.5.4
Solution Evaluation


Option #1 has the benefit of leveraging existing access control framework specified as part of UAC for supporting scenario 1) but provides an additional method for controlling access to only UE(s) assigned the special access identity. However, option #1 has a drawback, that is the non-public network will have restricted access categories (in addition to the special access identity), e.g to allow/inhibit access of own devices in case of extreme congestion scenarios for scenario 2b).

Option #2 would be a new framework, but it has the benefit of not having to assign a new access identity rather leveraging the assigned network identifier. This solution allows the Non-public network to use the fullblown set of UAC features, assign own access control categories for own UE(s) in order to support proactive congestion control mechanism for its UE(s) for scenario 2a).
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