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[bookmark: OLE_LINK6]Abstract of the contribution: This paper discusses the mechanisms for the update of the Routing ID to the UE proposed by SA3 in S2-1810293 and proposed a way forward.
1.	Discussion
1.1 What is the problem to solve?
The problem statement, according to the LS approved at SA2#128bis (S2-188870) is as follows:
· Routing ID will be used as the identifier to select the right AUSF/UDM Group in order to locate subscription information in operators’ network
· An operator needs to migrate a significant number of subscribers e.g. in the range of millions of UE(s).
· When the mapping of some UEs to a specific UDM Group changes in operator network, the stored Routing ID in USIM will no longer be valid.
· Routing ID provisioning in USIM and association of USIM to the subscription may happen at completely different times.
1.2 What has been discussed so far to solve the problem?
Having stated this problem, SA2 provided in the same LS the following hints as to what kind of solutions could be considered or not:
· An effective mechanism to update Routing ID needs to be supported
· Given the largescale UE/USIM reconfiguration needed e.g. to possibly millions of UEs, using existing mechanisms such as OTA SIM, will not be practical from SA2 point of view.
TSG CT provided the following guidance in CP-182238 / S2-1810024: "any solution where the network initiates an update of the Routing ID needs to provide end2end security".
Based on this, SA3 proposed several potential mechanisms that could be used to update the Routing ID (S3-183074 / S2-1810293):
· Option 1: Switching between pre-stored values in the USIM
· Option 2: Management using the New SoR secure packet mechanism
· Option 3: Management using SIM OTA (3GPP TS 31.125)
· Option 4: Extending the SoR to ME mechanism
1.3 What is not part of the problem to solve?
· Update of Routing ID: This is not part of the problem stated above but a potential solution to it.
· Update of Home Network Public Key, Home Network Public Key ID and Protection Scheme ID: SA3 already decided that the Home Network public key update is out of scope of 3GPP (see TS 33.501 clause 5.2.5). Moreover, the security association between the USIM and the HPLMN shall be secured end to end as the public key is not signed.
1.4 Discussion on the mechanisms mentioned by SA3 
· Option 1: Switching between pre-stored values in the USIM
As mentioned by SA3, this solution does not require any further standardisation. 
· Option 2: Management using the New SoR secure packet mechanism
As mentioned by SA3, this option requires deploying both SoR and an OTA platform. 
· Option 3: Management using SIM OTA (3GPP TS 31.125)
Like option 1, this option does not require any further standardisation and it is compliant with the security requirements.
· Option 4: Extending the SoR to ME mechanism
As mentioned by SA3, this option requires "the Routing ID in the USIM must be ‘PIN’/ALWAYS editable which could allow this file to be edited by other ME applications or by a card reader". This provides an easy way to perform a large-scale DoS attack, by deploying a smartphone malware that would set the Routing ID to a wrong value. Due to this, option 4 is not acceptable to the authors of this paper. 
These 4 options have the common drawback that the update needs to be done USIM by USIM, which is quite a heavy process when a largescale configuration is needed. This would typically require a batch, with re-attempts for UEs that are not attached or not reachable. There is no certainty as to when the process of updating a large number of USIMs will be completed. For example, if a USIM had been taken out of a UE for a long time (e.g. because the user was travelling abroad for several weeks) and is put back in operation after the operator has stopped a migration process, this USIM will not be updated and the UE will not be able to register to the network any more.
1.5 Update of Routing ID in the UE, what else?
[bookmark: _GoBack]The problem stated in section 1.1 can be solved with a network centric solution that does not need any Routing Indicator nor updating the Routing ID.
The Subscription Identifier De-concealing Function (SIDF), specified in TS 33.501, is a function of the UDM for de-concealing the SUPI from the SUCI.
Building on this, we propose the following network-centric solution:
· Define the SIDF as an independent NF/service exposing a de-conciliation service in accordance with the Service Based Architecture.
[image: ]
Note: This allows the SIDF to be placed in secure locations to meet SA3 security requirements, and allows multiple implementations to cope with different operator requirements (e.g. cost, resilience, efficiency, multi UDM/UDR).
· Let the hNRF consume this service to retrieve the SUPI during the Attach procedure, before the UDM selection.
· The hNRF then sends the SUPI to the AMF, which can then select the UDM based on the SUPI.
This solution is illustrated by the following information flow.
[image: ]
With this solution, there is no need to update the Routing ID. There is even no need for a routing ID at all.
4. Proposal
[bookmark: _Hlk525828376]Based on the analysis in the previous section, it is proposed to: 
· specify a network centric solution such as the one proposed in clause 1.5 in Rel-15,
· not specify any new mechanism to update the Routing ID (note that this does not rule out options 1 and 3),
· communicate these decisions to SA3.
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