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Abstract of the contribution: This paper proposes a solution for User consent for UE analytics for Key Issue #13 - UE Driven Analytics.
1 Discussion

One agreed requirement of Key Issue 13 – UE driven analytics is:

 “It shall be possible to ensure the privacy and integrity of the analytics data from the UE”
This contribution proposes a solution for User consent provision for the UE driven analytics.
2
Proposal

This contribution proposes to implement the following updates to TR 23.791 v 1.0.0.
* * * Start of Change * * *

6.X
Solution #X: User cosent for UE driven analytics

6.X.1
Description

6.x.1.1 General
This section presents a solution for Key Issue 13 – UE driven analytics.

To satisfy the requirement in Key Issue 13 for privacy of the UE driven analytics, a User consent may be required for some or all the UE driven analytics information. In some cases, the User consent may address legal requirement as well. It is network operator’s responsibility to collect and manage the User consent, if required, before initiating UE analytics collection and reporting by the UE. The user consent information can be considered as part of the subscription data.

6.X.1.2 Procedure
The provision of the User consent for the UE driven analytics is shown in Figure 6.x.1.2-1 below.
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Figure 6.x.1.2-1 User consent provision for UE driven analytics .
1). AF User Consent Provision (UE_Id, UE analytics consent bitmap) – The Service Provider may collect the user consent for UE analytics (if applicable) from its users and provide the information via the UE analytics consent bitmap parameter along with the UE Id for which the user consent applies. The Service Provider may use this message for user consent update or revocation, as well. The User consent for UE analytics data collection and reporting is stored in the UDM/UDR as a subscription information. The UE analytics consent bitmap parameter may be a bitmap that defines the user consent for a set of analytics data to be collected and reported by the UE.

2). OAM User Consent Provision (UE_Id, UE analytics consent bitmap) – The User consent may also be provisioned by the network operator via the OAM. The network operator may collect the User consent information via its customer care process, for example. The network operator provides the UE Id for which the user consent is applicable and the user consent itself within the UE analytics consent bitmap parameter which is stored in the UDM/UDR as a subscription information. The network operator may use this message for user consent update or revocation as well.
3). NWDAF User Consent Retrieval (UE_Id, analytics consent bitmap) – The NWDAF may retrieve the User consent for the UE before triggering UE driven analytics for that UE.

4). AMF User Consent Retrieval (UE_Id, analytics consent bitmap) – Alternatively, the AMF may also retrieve the User consent for the UE before triggering UE driven analytics for that UE.

6.x.2
Impacts on Existing Nodes and Functionality
UDM/UDR

· Holds the User consent as a subscription data

NWDAF/AMF

· Retrieves and checks the User consent before triggering UE driven analytics report.

6.x.3
Solution Evaluation

Editor's note: Use this section for evaluation at solution level.
* * * End of Change * * *
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