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* * * First Change* * * *
4.3.2.3
Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment

The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via a UPF or directly with the DN-AAA server without involving the UPF if the DN-AAA server is located in the 5GC and reachable directly, as described in TS 23.501 [2], clause 5.6.6.

In the case of Home Routed Roaming, unless specified otherwise, the SMF in the information flow defined in this clause is the H-SMF.
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization by a DN-AAA server
NOTE 1:
Steps 2, 3a, 3f and 4 are not defined in this specification. Steps 3 can be repeated depending on the mechanism used.

NOTE 2:
When the SMF directly communicates with the DN-AAA server without involving the UPF, Step 1 is skipped and Step 2, 3a, 3f, 4 and 6 are executed without involving the UPF.

0.
The SMF determines that it needs to contact the DN-AAA server. The SMF identifies the DN-AAA server based on local configuration, possibly using the SM PDU DN Request Container provided by the UE in its NAS request. If the DN-AAA is located outside the 5GC, the secondary authentication is performed via the UPF.
1.
If the secondary authentication is performed via the UPF and if there is no existing N4 session that can be used to carry DN-related messages between the SMF and the DN, the SMF selects a UPF and triggers N4 session establishment.

2.
The SMF provides a SM PDU DN Request Container received from the UE to the DN-AAA, either via the UPF or directly to the DN-AAA.

The SMF provides to the external DN-AAA server the GPSI, the PDU Session ID and a Correlation IDin the signalling exchanged with the DN-AAA.


The UPF transparently relays the message received from the SMF to the DN-AAA server.

NOTE 2:
The content of the SM PDU DN Request Container is defined in TS 33.501 [15].

3a.
The DN-AAA server sends a Authentication/Authorization message towards the SMF. The message is carried via the UPF.

3b.
Transfer of DN Request Container information received from DN-AAA towards the UE.


In non-roaming and LBO cases, the SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE.

In the case of Home Routed roaming, the H-SMF initiates a Nsmf_PDUSession_Update service operation to request the V-SMF to transfer DN Request Container to the UE and the V-SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE.

3c:
The AMF sends the N1 NAS message to the UE

3d-3e.
Transfer of DN Request Container information received from UE towards the DN-AAA.


When the UE responds with a N1 NAS message containing DN Request Container information, the AMF informs the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation. The SMF issues an Nsmf_PDUSession_UpdateSMContext response.

In the case of Home Routed roaming, the V-SMF relays the N1 SM information to the H-SMF via a Nsmf_PDUSession_Update service operation.

3f:
The SMF (In HR case it is the H-SMF) sends the content of the DN Request Container information (authentication message) to the DN-AAA server.


Step 3 may be repeated until the DN-AAA server confirms the successful authentication/authorization of the PDU Session.

4.
The DN-AAA server confirms the successful authentication/authorization of the PDU Session. The DN-AAA server may provide:

-
an SM PDU DN Response Container to the SMF to indicate successful authentication/authorization;

-
authorization information as defined in TS 23.501 [2] clause 5.6.6;

-
a request to get notified with the IP address(es) allocated to the PDU Session and/or with N6 traffic routing information or MAC address(es) used by the UE for the PDU Session; and

-
an IP address (or IPV6 Prefix) for the PDU Session.


The N6 traffic routing information is defined in TS 23.501 [2] clause 5.6.7.

5.
The PDU Session establishment continues and completes.
6.
Upon successful authentication, the DN-AAA server subscribes to notifications from the SMF providing the received GPSI, PDU Session ID and Correlation ID. The Correlation ID is used to discover the correct SMF. The GPSI and PDU Session ID are used to identify the correct UE and PDU session.
7.
If requested so in step 4 or if configured so by local policies, the SMF notifies the DN-AAA with the IP/MAC address(es) and/or with N6 traffic routing information allocated to the PDU Session together with the GPSI.
Later on the SMF notifies the DN-AAA via the NEF with Nnef_EventExposureNotify if the DN-AAA had requested to get notifications about:
-
a change of PSA,

-
allocation or release of an IPV6 Prefix for the PDU Session of IP type or addition or removal of source MAC addresses for the PDU Session of Ethernet type (e.g. using IPV6 multi-homing as defined in TS 23.501 [2] clause 5.6.4.3),

-
Change of N6 traffic routing information.
When later on the PDU Session gets released as described in clause 4.3.4, the SMF notifies the DN-AAA.

The DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.

At any time after the PDU Session establishment, the DN-AAA server or SMF may initiate Secondary Re-authentication procedure for the PDU Session as specified in clause 11.1.3 in TS 33.501 [15]. Step 3a to step 3f are performed to transfer the Secondary Re-authentication message between the UE and the DN-AAA server. The Secondary Re-authentication procedure may start from step 3a (DN-AAA initiated Secondary Re-authentication procedure) or step 3b (SMF initiated Secondary Re-authentication procedure).

* * * Next Change * * *

4.3.5.1
Change of SSC mode 2 PDU Session Anchor with different PDU Sessions

The following procedure is triggered by SMF in order to change the PDU Session Anchor serving a PDU Session of SSC mode 2 for a UE when neither multi-homing nor UL CL applies to the PDU Session. This procedure releases the existing PDU Session associated with an old PDU Session Anchor (i.e. UPF1 in figure 4.3.5.1-1) and immediately establishes a new PDU Session with a new PDU Session Anchor (i.e. UPF2 in figure 4.3.5.1-1) to the same DN. During the establishment of the new PDU session, if secondary UE authentication/authorization took place for the existing PDU session, then secondary UE authentication/authorization shall take place for the new PDU session.  
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Figure 4.3.5.1-1: Change of SSC mode 2 PSA for a PDU Session
1.
The SMF determines that the serving UPF needs to be changed due to events that may benefit from such change.

2.
The PDU Session Release procedure is initiated as described in clause 4.3.4. The SMF sends an N1 SM Information to the UE via the AMF by invoking Namf_Communication_N1N2MessageTransfer as described in Step 3b of clause 4.3.4.2. The PDU Session Release Command message in N1 SM Information contains the PDU Session ID and Cause indicating that a PDU Session re-establishment to the same DN is required.

3.
Upon reception of PDU Session Release Command with Cause indicating that a PDU Session re-establishment to the same DN is required as sent in step 2, the UE generates a new PDU Session ID and initiates PDU Session Establishment procedure as described in clause 4.3.2.2. Then, the AMF selects an SMF as described in TS 23.501 [2], clause 6.4.2 and the SMF can select a new UPF (i.e. UPF2) for the re-established PDU Session of SSC mode 2.

4.3.5.2
Change of SSC mode 3 PDU Session Anchor with multiple PDU Sessions

The following procedure is triggered by SMF in order to change the PDU Session Anchor serving a PDU Session of SSC mode 3 for a UE. This procedure releases the existing PDU Session associated with an old PDU Session Anchor (i.e. UPF1 in figure 4.3.5.2-1) after having established a new PDU Session to the same DN with a new PDU Session Anchor (i.e. UPF2 in figure 4.3.5.2-1), which is controlled by the same SMF. The SMF may determine that a new SMF needs to be reallocated. If a new SMF is selected for the new PDU session, During the establishment of the new PDU session via a new SMF, if secondary UE authentication/authorization took place for the existing PDU session, then secondary UE authentication/authorization shall take place for the new PDU session.
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Figure 4.3.5.2-1: Change of SSC mode 3 PDU Session Anchor with multiple PDU Sessions
1.
The SMF determines that the serving UPF or the SMF needs to be changed.
2.
The SMF invokes the Namf_Communication_N1N2MessageTransfer (PDU Session ID, SMF Reallocation requested indication, N1 SM container (PDU Session Modification Command (Cause, PCO (PDU Session Address Lifetime value)))) where PDU Session ID indicates the existing PDU Session to be relocated and Cause indicates that a PDU Session re-establishment to the same DN is required.


The SMF Reallocation requested indication indicates whether the SMF is requested to be reallocated.


The PDU Session Address Lifetime value is delivered to the UE upper layers in PCO and indicates how long the network is willing to maintain the PDU Session. The SMF starts a PDU Session Release timer corresponding to the PDU Session Address Lifetime value.
3.
The AMF forwards the NAS message to the UE. The UE can provide the release timer value to the upper layers if received in the PDU Session Modification Command.
4.
If the UE receives PDU Session Modification Command, the UE may decide to initiate the PDU Session Establishment procedure described in clause 4.3.2.2, to the same DN with the following differences:


In Step 1 of clause 4.3.2.2.1, according to the SSC mode, UE generates a new PDU Session ID and initiates the PDU Session Establishment Request using the new PDU Session ID. The new PDU Session ID is included as PDU Session ID in the NAS request message, and the Old PDU Session ID which indicates the existing PDU Session to be released is also provided to AMF in the NAS request message.


In Step 2 of clause 4.3.2.2.1, if SMF reallocation was requested in Step 2 of this clause, the AMF selects a different SMF. Otherwise, the AMF sends the Nsmf_PDUSession_CreateSMContext Request to the same SMF serving the Old PDU Session ID.


In Step 3 of clause 4.3.2.2.1, the AMF include both PDU Session ID and Old PDU Session ID in Nsmf_PDUSession_CreateSMContext Request. The SMF detects that the PDU Session establishment request is related to the trigger in step 2 based on the presence of an Old PDU Session ID in the Nsmf_PDUSession_CreateSMContext Request. The SMF stores the new PDU Session ID and selects a new PDU Session Anchor (i.e. UPF2) for the new PDU Session.

5.
After the new PDU Session is established the UE starts using the IP address/prefix associated with the new PDU Session for all new traffic and may also proactively move existing traffic flow (where possible) from the old PDU Session to the new PDU Session.

NOTE:
The mechanisms used by the UE to proactively move existing traffic flows from one IP address/prefix to another are outside the scope of 3GPP specifications.

6.
The old PDU Session is released as described in clause 4.3.4 either by the UE before the timer provided in step 3 expires (e.g., once the UE has consolidated all traffic on new PDU Session or if the session is no more needed) or by the SMF upon expiry of this timer.

* * * Next Change * * *

5.2.8.3
Nsmf_EventExposure Service

5.2.8.3.1
General

Service description: This service provides events related to PDU Sessions towards consumer NF. The service operations exposed by this service allow other NFs to subscribe and get notified of events happening on PDU Sessions. The following are the key functionalities of this NF service.

-
Allow consumer NFs to Subscribe and unsubscribe for an Event ID on PDU Session(s); and

-
Notifying events on the PDU Session to the subscribed NFs.
The following events can be subscribed by a NF consumer (Event ID is defined in clause 4.15.1):

-
UE IP address / Prefix change: The event notification may contain a new UE IP address / Prefix or an indication of which UE IP address / Prefix has been released.

-
PDU Session Release.

-
UP path change: a notification corresponding to this event is sent when the UE IP address / Prefix and / or DNAI and /or the N6 traffic routing information has changed.


The event notification may contain following information:

-
the type of notification ("EARLY" or "LATE").
-
for both the source and target UP path between the UE and the DN, the corresponding information is provided when it has changed:

-
DNAI.

-
UE IP address / Prefix.

-
N6 traffic routing information.

NOTE 1:
UP path change notification, DNAI and N6 traffic routing information are further described in TS 23.501 [2] clause 5.6.7.
-
Change of Access Type; The event notification contains the new Access Type for the PDU Session.

-
PLMN change; The event notification contains the new PLMN Identifier for the PDU Session.

-
Change of serving PSA
Event Filters are used to specify the conditions to match for notifying the events (i.e. "List of Parameter values to match"). If there are no conditions to match for a specific Event ID, then the Event Filter is not provided. The following table provides as an example how the conditions to match for event reporting can be specified for various Event IDs for SMF exposure.

Table 5.2.8.3.1-1: Example of Event Filters for SMF exposure events
	Event ID for SMF exposure
	Event Filter (List of Parameter Values to Match)

	DNAI Change
	None

	PDU Session Release
	


The target of SMF event reporting may correspond to a PDU Session ID, an UE ID (SUPI) an Internal Group Identifier or an indication that any UE is targeted (on a specific DNN).

* * * End of Changes * * *
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