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1. Overall Description:

SA2 would like to thank SA3 for their LS (S2-1810292/S3-183066).
Regarding encryption at NAS level: SA2 confirms the SA3 assumption that S-NSSAI and Last visited TAI can be encrypted. In contrast, SA2 concluded that the Moving from EPC parameter must be sent as cleartext.
Regarding encryption at Access Stratum (AS) level: SA2 analyzed several solution proposals and concluded that with the existing security mechanism at AS level it is not possible for 3GPP access to achieve S-NSSAI privacy and optimal AMF selection, simultaneously. The reason is that optimal AMF selection (for the cases when 5G-GUTI is not available or cannot be used) requires that UE indicate the S-NSSAI in RRC signalling before the UE context, including security, is installed in NG-RAN (e.g. as in the case of untrusted non-3GPP access).


In the absence of a solution for 3GPP access that would reconcile S-NSSAI privacy with optimal AMF selection, SA2 endorsed two solutions that are submitted to SA3 and depending on SA3 reply to SA plenary for consideration in Rel-15 timeframe:

-
TS 23.501 CR0643: Solution where S-NSSAI always requires privacy protection and is, until a security is developed, not indicated in RRC. S-NSSAI privacy is achieved at the expense of suboptimal AMF selection (when 5G-GUTI is not available or cannot be used).  
-
TS 23.501 CR0656: Solution where UE is instructed, by the HPLMN and the VPLMN, upon Registration with the serving network whether to always include S-NSSAI in RRC signalling (achieving optimal AMF selection at the expense of S-NSSAI privacy) or to never include S-NSSAI in RRC signalling (which leads to system behaviour identical to that in solution TS 23.501 CRbbbb).
SA2 has a slight preference for the solution in TS 23.501 CR0643.

SA2 is of the opinion that either of the two solutions is forward compatible with potential future security enhancements that might allow for RRC-level encryption ahead of the UE context instalment in NG-RAN (e.g. as in the case of untrusted non-3GPP access). 
2. Actions:

To SA3:

ACTION: 
SA2 respectfully asks SA3 to take the information above into account and provide any feedback before SA2 submits the SA2 reply to SA plenary.
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