SA WG2 Temporary Document

Page 8

SA WG2 Meeting #129
S2-1810927
15 – 19 October 2018, Dongguan, P. R. China
(revision of S2-1810233)
Source:
Ericsson
Title:
Updates to solution #3
Document for:
Approval 

Agenda Item:
6.7
Work Item / Release:
FS_5WWC / Rel-16
Abstract of the contribution: This contribution proposes updates to correct and clarify solution #3
Proposal

It is proposed to update TR 23.716 as follows

***** First Change *****

6.3
Solution #3 - NAS and Security for 5G-RG on Wireline Access

6.3.1
General

This solution is for key issue #1 and #3 for 5G-RG connected to W-5GAN.
NOTE: 
The protocol stack and call flows below need to be updated according to the solution specified by BBF for NAS transport and other communication between 5G-RG and FAGF. Such alignment can be done as part of normative work.
The control protocol stack in figure 6.3.1-1 is used between 5G-RG and AMF. In the description below, a "Fixed Access Control Protocol" (FCP) is used to establish the link, transport AS and NAS parameters, create sessions, etc.

Detailed functionality associated with FCP and the protocol layers below in this solution shall be specified by BBF and is out of 3GPP scope (e.g., whether it is re-using existing protocol(s) or is newly defined).  There is e.g. no assumption that FCP below refers to a single protocol or a specific protocol layer. The purpose to include FCP in this solution is just to have a generic concept to discuss the end-to-end solution, that can later be adapted to the actual solution selected by BBF.
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Figure 6.3.1-1: Control Plane stack for Wireline access for 5G-RG


The 5G-RG use the unified authentication framework to do NAS based authentication in the registration procedure.

Provided below are call-flows for registration and PDU session establishment (non-roaming and LBO) procedures. The purpose with these are to show that the impact on these procedures due to Wireline Access is minor compared with existing Rel-15 non-3GPP access procedures.


6.3.2
5G-RG Registration via Wireline Network

The signalling flow in Figure 6.3.2-1 does not show all the details of a registration procedure via wireline access. It shows primarily the steps executed between the 5G-RG and FAGF.
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Figure 6.3.2-1. 5G-RG Registration via Wireline Access Network

1.
The 5G-RG connects to a Wireline Access Network with procedures outside the scope of 3GPP.

2.
The 5G-RG proceeds with the establishment of a FCP connection with the FAGF

3.
The 5G-RG sends a FCP message that contains the Access Network parameters (AN-Params) and a NAS Registration Request message. The AN-Params contain information (e.g. SUCI or the 5G-GUTI, the Selected PLMN ID and Requested NSSAI) that is used by the FAGF for selecting an AMF in the 5G core network.

4.
The FAGF shall select an AMF based on the received AN-Params and local policy, as specified in TS 23.501 [2], clause 6.3.5. The FAGF shall then forward the NAS Registration Request received from the 5G-RG, together with N2 parameters such as PLMN ID and UE location information, to the selected AMF.

5.
The selected AMF may decide to request the UE's permanent identity (SUCI) by sending a NAS Identity Request message to 5G-RG. This NAS message and all subsequent NAS messages are sent to 5G-RG using FCP. The 5G-RG respond with the SUCI.

6.
The AMF may decide to authenticate the 5G-RG. In this case, the AMF shall select an AUSF as specified in TS 23.501 [2] clause 6.3.4 by using the SUPI or SUCI, and shall send a key request to the selected AUSF. The AUSF may initiate an authentication as specified in TS 33.501 [25]. The authentication packets are encapsulated within NAS authentication messages. The NAS authentication messages are encapsulated within FCP messages between the 5G-RG and the FAGF. Multiple rounds of steps 6b-6g can be performed depending on the authentication method used. After the successful authentication:

-
In step 6h, the AUSF shall send the anchor key (SEAF key) to AMF which is used by AMF to derive NAS security keys and a AS level security key (AS key). The 5G-RG also derives the anchor key (SEAF key) and from that key it derives the NAS security keys and the AS level security key (AS key).

-
In step 6h, the AUSF shall also include the SUPI (unencrypted), if in step 6a the AMF provided to AUSF a SUCI.

7.
The AMF shall send a Security Mode Command (SMC) request to 5G-RG in order to activate NAS security. The 5G-RG replies with a SMC Complete.

8a.
The AMF initiates NG Context Setup. The AMF sends a Initial Context Setup Request to the FAGF together with the AS key. 
NOTE:
Whether the AS key is used to establish security for FCP between FAGF and 5G-RG is determined by BBF.

8b.
The FAGF replies with a Initial Context Setup Response.

9.
The AMF sends a NAS Registration Accept message to the 5G-RG. This NAS message may be included with the NGAP Initial Context Setup Request in step 8 or sent before the NGAP Initial Context Setup Response is received.

6.3.3
5G-RG Requested PDU Session Establishment via Wireline Access Network

In this procedure the term "FCP UP connection" is used and it refers to a user plane connection between the 5G-RG and the FAGF. Each FCP UP connection is associated with one or multiple QoS profiles.

NOTE:
BBF needs to provide feedback if multiple user plane connections are needed for QoS and what a FCP UP connection is (e.g., a separate VLAN identity).
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Figure 6.3.3-1. 5G-RG Requested PDU Session Establishment via Wireline Access Network

1.
The 5G-RG shall send a PDU Session Establishment Request message to AMF as specified in TS 23.502 [3] step 1 of clause 4.3.2.2.1. The FAGF shall transparently forward the NAS message to AMF in the 5GC by encapsulating it in a N2 message.
2a.
In case of non-roaming or roaming with Local Breakout, steps 2-11 specified in TS 23.502 [3] clause 4.3.2.2.1 are executed according to the PDU Session Establishment procedure over 3GPP access. In case of home-routed roaming, steps 2-14 specified in TS 23.502 [3] clause 4.3.2.2.2 are executed according to the PDU Session Establishment procedure over 3GPP access.

2b.
As described in step 11 of TS 23.502 [3] clause 4.3.2.2.1, the AMF shall send a N2 PDU Session Request message to FAGF to establish the access resources for this PDU Session.

3.
FAGF determines the UP resources needed and the access parameters to be used. QoS may be setup between 5G-RG and FAGF.

4a.
The FAGF sets up the UP resources for the PDU session. This step is AN specific and defined by BBF.

Editor's note:
This step will be updated with relevant information and reference when available from BBF.

5.
After the required UP resources are established, the FAGF shall forward to 5G-RG via FCP for NAS signalling the PDU Session Establishment Accept message received in step 2b.

6.
The FAGF shall send to 5G-RG an N2 PDU Session Request Ack. The FAGF allocates AN N3 tunnel information for the PDU Session and includes the AN N3 tunnel endpoint in the message.

7.
In case of non-roaming or roaming with Local Breakout, all steps specified in TS 23.502 [3] clause 4.3.2.2.1 after step 14 are executed according to the PDU Session Establishment procedure over 3GPP access. In case of home-routed roaming, all steps specified in clause 4.3.2.2.2 after step 18 are executed according to the PDU Session Establishment procedure over 3GPP access.

8.
On the user-plane:

-
When the 5G-RG has to transmit an UL PDU, the 5G-RG shall determine the QFI associated with the UL PDU (by using the QoS rules of the PDU Session). The UP packet carries the QFI associated with the UL PDU.

-
When the FAGF forwards a DL PDU via N3, the corresponding QFI and Reflective QoS Indicator (RQI), if any, shall be provided with the DL PDU.

6.3.4
5G-RG or Network Requested PDU Session Modification via W-5GAN

The 5G-RG or network requested PDU Session Modification procedure via wireline access is depicted below. The procedure applies in non-roaming, roaming with LBO as well as in home-routed roaming scenarios.

For non-roaming and LBO scenarios, the functional entities in the following procedures are located in the PLMN of the FAGF.

The procedure below is based on the PDU Session Modification procedure specified in TS 23.502 [3], clause 4.3.3.2 (for non-roaming and roaming with LBO) and on the PDU Session Modification procedure specified in TS 23.502 [3], clause 4.3.3.3 (for home-routed roaming).
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Figure 6.3.4-1: UE or Network Requested PDU Session Modification via wireline access

1.
If the PDU Session Modification procedure is initiated by the 5G-RG, the 5G-RG shall send a PDU Session Modification Request message to AMF as specified in step 1 of TS 23.502 [3], clause 4.3.2.2. The FAGF shall transparently forward the PDU Session Modification Request to AMF/SMF.

2.
In case of non-roaming or LBO, the steps 1a (from AMF) to 1e and steps 2-3 as per the PDU Session Modification procedure in TS 23.502 [3], clause 4.3.3.2 are executed.

In case of home-routed, the steps 1a (from AMF) to 1e and steps 2-3 as per the PDU Session Modification procedure in TS 23.502 [3], clause 4.3.3.3 are executed.

3.
The AMF sends N2 PDU Session Request (N2 SM information received from SMF, NAS message) message to the FAGF. This step is the same as step 4 in TS 23.502 [3], clause 4.3.3.2 (for non-roaming and roaming with Local Breakout) and step 5 in TS 23.502 [3], clause 4.3.3.3 (for home-routed roaming).

4.
The FAGF may trigger an access-specific resource modification towards the 5G-RG.

NOTE:
Whether this step is needed, and if so, the details of this step, is to be defined by BBF.

5.
The FAGF acknowledges N2 PDU Session Request by sending a N2 PDU Session Response Message to the AMF to acknowledge the success or failure of the request.

6.
In case of non-roaming or LBO, step 7 as per the PDU Session Modification procedure in TS 23.502 [3], clause 4.3.3.2 is executed. In case of home-routed, the steps 8-10 as per the PDU Session Modification procedure in TS 23.502 [3], clause 4.3.3.3 are executed.

7.
The FAGF sends the PDU Session Modification Command to UE (if received in step 3) and receives the response message from UE.


Step 4 and step 7a may happen consecutively. Further details may be defined by BBF.

8.
The FAGF forwards the NAS message to the AMF.

9.
For non-roaming and roaming with LBO, all the steps from step 10 in TS 23.502 [3], clause 4.3.3.2 are executed according to the general PDU Session Modification procedure. For home-routed roaming, all steps from step 13 in TS 23.502 [3], clause 4.3.3.3 are executed according to the general PDU Session Modification procedure.

6.3.5
5G-RG or Network Requested PDU Session Release via wireline access

This clause specifies how a 5G-RG or the network can release a PDU Session via W-5GAN. The procedure applies in non-roaming, roaming with LBO as well as in home-routed roaming scenarios.

For non-roaming and LBO scenarios, if the UE is simultaneously registered to a 3GPP access in a PLMN different from the PLMN of the FAGF, the functional entities in the following procedures are located in the PLMN of the FAGF. For home-routed roaming scenarios, the AMF, V-SMF and associated UPF in VPLMN in the following procedure is located in the PLMN of the FAGF.
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Figure 6.3.5-1: UE Requested PDU Session Release via wireline access

1
One or more PDU Sessions are already established for the 5G-RG.

2.
The 5G-RG sends a PDU Session Release Request message to the SMF via the FAGF as defined in TS 23.502 [3], clause 4.3.4.

3.
For non-roaming and roaming with LBO, the steps 1a (from AMF) to 4 according to the PDU Session Release procedure defined in TS 23.502 [3], clause 4.3.4.2 are executed. For home-routed roaming, the steps 1a (from AMF) to step 7 according to the PDU Session Release procedure defined in TS 23.502 [3], clause 4.3.4.3 are executed.

4.
This step is the same as step 4 in TS 23.502 [3], clause 4.3.4.2 (non-roaming and LBO) and step 6 in TS 23.502 [3], clause 4.3.4.3 (home-routed roaming).

5.
Upon receiving AN session release request message from the AMF, the FAGF may trigger the release of resources associated with the PDU Session in the W-5GAN.

NOTE:
Whether this step is needed and if so, the details of this step, is to be defined by BBF.

6.
This step is the same as step 6 in TS 23.502 [3], clause 4.3.4.2 (non-roaming and LBO) and step 8 in TS 23.502 [3], clause 4.3.4.3 (home-routed roaming).

7.
For non-roaming and roaming with LBO, step 7 according to the PDU Session Release procedure defined in TS 23.502 [3], clause 4.3.4.2 are executed. For home-routed roaming, step 9-10 according to the PDU Session Release procedure defined in TS 23.502 [3], clause 4.3.4.3 are executed.

8.
The FAGF delivers the NAS message (PDU Session Release Command) to the UE.

9.
The 5G-RG sends a NAS message (PDU Session Release Ack) to the FAGF.

10.
This step is the same as step 9 in TS 23.502 [3], clause 4.3.4.2 (non-roaming and LBO) and step 11 in TS 23.502 [3], clause 4.3.4.3 (home-routed roaming).

Steps 5 and 8 may happen consecutively.

11.
For non-roaming and roaming with LBO, all steps from step 10 in the PDU Session Release procedure defined in TS 23.502 [3], clause 4.3.4.2 are executed. In the case of home-routed roaming, all steps from step 12 in the PDU Session Release procedure defined in TS 23.502 [3], clause 4.3.4.3 are executed.

6.3.6
Deregistration procedure for 5G-RG via Wireline Access Network
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Figure 6.3.6-1: Deregistration procedure for wireline access

1.
The Deregistration procedure is triggered by one of the events:

1a.
For 5G-RG-initiated Deregistration as in steps from 1 to 7 of TS 23.502 [3], Figures 4.2.2.3.2-1.

1b.
For network initiated deregistration as in steps from 1 to 6 of TS 23.502 [3], Figure 4.2.2.3.3-1.

If the 5G-RG is in CM-CONNECTED state either in 3GPP access, wireline access or both,

-
the AMF may explicitly deregister the 5G-RG by sending a Deregistration request message (Deregistration type, access type set to non-3GPP) to the 5G-RG as in step 2 of TS 23.502 [3], Figure 4.2.2.3.3-1. The 5G-RG will interpret access type set to non-3GPP as referring to wireline access.

-
the UDM may want to request the deletion of the subscribers RM contexts and PDU Sessions with the reason for removal set to subscription withdrawn to the registered AMF as in step 1 of TS 23.502 [3], Figure 4.2.2.3.3-1.

2.
AMF to FAGF: The AMF sends a N2 Context UE Release Command message to the FAGF with the cause set to Deregistration to release N2 signalling as defined in step 4 of TS 23.502 [3], clause 4.12.4.2.

3.
The FAGF may initiate the release of the signalling connection between 5G-RG and FAGF.

NOTE:
Whether this step is needed, and if so, the details of this step is defined by BBF.

4.
FAGF to AMF: The FAGF acknowledges the N2 UE Context Release Command message by sending N2 UE Context Release Complete message to the AMF as defined in step 7 of TS 23.502 [3], clause 4.12.4.2.

6.3.7
Service Request procedures via W-5GAN

The Service Request procedure via W-5GAN shall be used by a 5G-RG in CM-IDLE state over W-5GAN to request the re-establishment of the NAS signalling connection and the re-establishment of the user plane for all or some of the PDU Sessions which are associated to wireline access. This may e.g. occur when the 5G-RG has entered CM-IDLE state due to access network connectivity failure and the UE regains connectivity before the UE non-3GPP Deregistration timer expires.
The Service Request procedure via W-5GAN shall be used by a 5G-RG in CM-CONNECTED state over wireline access to request the re-establishment of the user plane for one or more PDU Sessions which are associated to wireline access.

When the 5G-RG is in CM-IDLE state over wireline access, the Service Request procedure via W-5GAN is as described in TS 23.501, clause 4.2.3.2 (UE Triggered Service Request) with the following exceptions:

-
The Service Request procedure is never a response to a Paging, i.e. there is no Network Triggered Service Request procedure via W-5GAN.

-
The (R)AN corresponds to an FAGF.

-
The UE corresponds to the 5G-RG

-
The means for carrying NAS messages between 5G-RG and FAGF is to be defined by BBF.

-
The 5G-RG includes AN parameters together with the Service Request. The AN parameters include the Selected PLMN ID and Establishment cause. The Establishment cause provides the reason for requesting a signalling connection with the 5GC. The 5G-RG includes GUAMI information in the AN parameters. The FAGF selects the AMF according to GUAMI information.

-
The N2 parameters sent from FAGF to AMF include the Establishment cause and the RAT type.

-
The means for managing the user plane for the PDU Session between 5G-RG and FAGF is to be determined by BBF.

When the 5G-RG is in CM-CONNECTED state over wireline access, the Service Request procedure via W-5GAN is as described in TS 23.502 [3], clause 4.2.3.2 (UE Triggered Service Request) with the following exceptions:

-
The means for carrying NAS messages between 5G-RG and FAGF is to be defined by BBF.

-
The (R)AN corresponds to an FAGF.

-
The UE corresponds to the 5G-RG

-
The means for managing the user plane for the PDU Session between 5G-RG and FAGF is to be determined by BBF.

When the 5G-RG is in CM-CONNECTED state over wireline access and the network receives downlink data for a PDU Session over wireline access that has no user plane connection, the steps 1-4a in TS 23.502 [3], clause 4.2.3.3 (Network Triggered Service Request) shall be performed with the following exceptions:

-
The (R)AN corresponds to an FAGF.

-
The UE corresponds to the 5G-RG

-
The means for managing the user plane for the PDU Session between 5G-RG and FAGF is to be determined by BBF.

***** End of Changes *****
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SUPI or 5G-GUTI, ...],NAS-PDU [Registration Request])
4b. N2 msg 
(Registration Request)
4a. AMF Selection
5b.  [FCP](NAS-PDU [Identity Req./Res.])
6d. [FCP](NAS-PDU [Auth. Request
[EAP]])
6e. [FCP](NAS-PDU [Auth. Response
[EAP]])
6h. AAA Key
Response
(SEAF key,
EAP-Success)
7a. N2 msg 
(SMC Request
[EAP-Success])
7b. [FCP](NAS-PDU [SMC Request,
[EAP-Success]])
1. 5G-RG connects to Broadband Wireline network.
9a. [FCP] (NAS-PDU [Registration Accept])
9b. N2 msg 
(Registration Accept)
2. FCP Connection Establishment
7c.  [FCP] (NAS-PDU [SMC Complete])
7d. N2 msg 
(SMC Complete)
8a. Initial Context Setup Req.
(AS key)
8b. Initial Context Setup Resp..



5G-RG
FAGF
AMF
1. PDU Session Establishment Request
(PDU Session ID, SSC mode, type, …)
Other CP and
UP functions
2b. N2 PDU Session 
Request
(QoS profile(s),
PDU Session ID,
PDU Session 
Establishment Accept)
6. N2 PDU Session 
Request Ack
3. Determine FCP UP connection(s) needed
2a. Non-roaming and LBO: Step 2-11 in 23.502 [3], Figure 4.3.2.2.1-1 
Home routed: Steps 2-14 in [3] Figure 4.3.2.2.2-1
7. Non-roaming and LBO: All steps in [3] Figure 4.3.2.2.1-1 after step 13
Home-routed: All steps in [3] Figure 4.3.2.2.2-1 after step 18.
FCP for NAS/AS signaling
8. User data flows inside the FCP UP connection(s)
5. PDU Session Establishment Accept
(IP address/prefix, SSC mode, Authorized QoS rules,...)
4. FCP UP resource setup (Fixed AN params)



