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Abstract of contribution: This paper updates Solution 15 to describe how 5GLAN Groups are managed. Some editorial changes are proposed for clarification.
Discussion
This paper addresses the following points defined by KI#4:

-
What is the system architecture and procedure supporting service exposure for creation and management of a 5GLAN Group?
-
How the 5G system create a 5GLAN Group for private communication;

-
How the 5G system identify a 5GLAN Group for private communication;

-
How the UE is added into a 5GLAN Group, e.g. based on the request from an Application Function, including the authentication and authorization of UE to join a 5GLAN Group;

-
How the 5G system remove a UE from a 5GLAN Group, e.g. based on the request from an Application Function;

-
How the 5G system remove a 5GLAN Group.
-
What is the granularity of 5GLAN service restriction, e.g. per UE, per 5GLAN group, per UE’s location information, or other information and combination of such information?

-
How does the 5GS network configure and enforce service restriction for a UE from 5GLAN?

-
Whether and how does the 5GS network enforce respective service restrictions on a UE using multiple 5GLAN services without conflicts?
An authorized entity, i.e. a UE or an AF, can interact with the GMF to manage a 5GLAN Group. This includes to create, modify or remove the 5GLAN Group and to query information (e.g. service restrictions) about the 5GLAN Group or information (e.g. IP address) about a member UE of the 5GLAN Group. 

-
When a UE interacts with the GMF, the UE sends a request for 5GLAN Group management to the GMF via the AMF, and the UE request is authorized by the GMF according to subscription information. 

-
When an AF interacts with the GMF, the AF sends a request for 5GLAN Group management to the GMF directly or via the NEF, depending on whether operator allows the AF to access the network directly as described in TS 23.501, clause 6.2.10. When the NEF is involved, the NEF authorizes the AF request if the AF request is not yet authorized.
The request may include ID of the requesting UE (if the requesting entity is a UE), AF-service-ID (if the requesting entity is an AF), S-NSSAI, DNN. Depending on the management purpose, the request may further include the following information:
-
For creating the 5GLAN Group, type of traffic (e.g. IP type or Ethernet type) to be supported by the 5G LAN-type service, addressing information (e.g. IP address list/range for IP type, VLAN ID(s) for Ethernet type).

-
For creating or modifying the 5GLAN Group, identity information (e.g. UE IDs and security credentials) and address information (e.g. static IP address used by the UE for communicating with other UEs) of the UEs to be added or removed from the 5GLAN Group, service restrictions (e.g., allowed area, could be the whole PLMN or a list of TAIs).

-
For modifying or removing or querying the 5GLAN Group, information identifying the 5GLAN Group (e.g., in the form of Internal Group ID or External Group ID).

-
For querying the 5GLAN Group, the request further includes the types of information (e.g. information of member UEs) being queried.

Editor's note:
The types of information that are allowed to be queried by the entity is FFS.

The GMF validates the information provided by the entity, e.g. whether a member UE identified in the information is allowed to access the 5G LAN-type service, and manages the 5GLAN Group according to the information. As a result of the 5GLAN Group management operations, the context of the 5GLAN Group is created, modified, or removed in the GMF, or information being queried by the entity is identified from local storage of the GMF and sent back to the entity. The GMF updates the 5GLAN Group membership information to the UDM for each member UE.

When a 5GLAN Group is created, modified or removed, the GMF notifies the UE(s) impacted by the 5GLAN Group management operations. The UE(s) can be notified about, e.g., being added in or removed from the 5GLAN Group, and service restrictions in the case of addition, so that the UE(s) are aware of (in)availability of the corresponding 5G LAN-type service. For the registered UEs, the GMF notifies them via a UE Configuration Update procedure; for the unregistered UEs, the GMF notifies them during initial registration procedure.

The UEs within a 5GLAN Group shall access the corresponding 5G LAN-type service with respect to the service restrictions associated with the 5GLAN Group. For a specific UE, service restriction associated with the 5GLAN Group includes information identifying the 5GLAN Group (e.g., in the form of Internal Group ID) and information of service restrictions (e.g., spatial validity), where the information of service restrictions is determined by the AMF based on registration area of the UE and allowed area of the 5GLAN Group.
Proposal
It is proposed to include the following solution in TR 23.734. 
**** Start of 1st Change ****
6.15
Solution #15: Basic architecture for supporting dynamic 5G LAN-type service and 5GLAN communication
6.15.1.X
Management of 5GLAN Groups
An authorized entity, i.e. a UE or an AF, can interact with the GMF to manage a 5GLAN Group. This includes to create, modify or remove the 5GLAN Group and to query information (e.g. service restrictions) about the 5GLAN Group or information (e.g. IP address) about a member UE of the 5GLAN Group. 

-
When a UE interacts with the GMF, the UE sends a request for 5GLAN Group management to the GMF via the AMF, and the UE request is authorized by the GMF according to subscription information. 

-
When an AF interacts with the GMF, the AF sends a request for 5GLAN Group management to the GMF directly or via the NEF, depending on whether operator allows the AF to access the network directly as described in TS 23.501, clause 6.2.10. When the NEF is involved, the NEF authorizes the AF request if the AF request is not yet authorized.
The request may include ID of the requesting UE (if the requesting entity is a UE), AF-service-ID (if the requesting entity is an AF), S-NSSAI. Depending on the management purpose, the request may further include the following information:
-
For creating the 5GLAN Group, type of traffic (e.g. IP type or Ethernet type) to be supported by the 5G LAN-type service, addressing information (e.g. IP address list/range for IP type, VLAN ID(s) for Ethernet type).

-
For creating or modifying the 5GLAN Group, identity information (e.g. UE IDs and security credentials) and address information (e.g. static IP address used by the UE for communicating with other UEs) of the UEs to be added or removed from the 5GLAN Group, service restrictions (e.g., allowed area, could be the whole PLMN or a list of TAIs).

-
For modifying or removing or querying the 5GLAN Group, information identifying the 5GLAN Group (e.g., in the form of Internal Group ID or External Group ID).

-
For querying the 5GLAN Group, the request further includes the types of information (e.g. information of member UEs) being queried.

Editor's note:
The types of information that are allowed to be queried by the entity is FFS.

The GMF validates the information provided by the entity, e.g. whether a member UE identified in the information is allowed to access the 5G LAN-type service, and manages the 5GLAN Group according to the information. As a result of the 5GLAN Group management operations, the context of the 5GLAN Group is created, modified, or removed in the GMF, or information being queried by the entity is identified from local storage of the GMF and sent back to the entity. The GMF updates the 5GLAN Group membership information to the UDM for each member UE.

When a 5GLAN Group is created, modified or removed, the GMF notifies the UE(s) impacted by the 5GLAN Group management operations. The UE(s) can be notified about, e.g., being added in or removed from the 5GLAN Group, and service restrictions in the case of addition, so that the UE(s) are aware of (in)availability of the corresponding 5G LAN-type service. For the registered UEs, the GMF notifies them via a UE Configuration Update procedure; for the unregistered UEs, the GMF notifies them during initial registration procedure.

The UEs within a 5GLAN Group shall access the corresponding 5G LAN-type service with respect to the service restrictions associated with the 5GLAN Group. For a specific UE, service restriction associated with the 5GLAN Group includes information identifying the 5GLAN Group (e.g., in the form of Internal Group ID) and information of service restrictions (e.g., spatial validity), where the information of service restrictions is determined by the AMF based on registration area of the UE and allowed area of the 5GLAN Group.
6.15.2
Procedures

Editor's note:
This clause describes services and related procedures for the solution.
6.15.2.X
Procedures for management of 5GLAN Groups
6.15.2.X.1
Managing a 5GLAN Group upon UE request
Figure 6.X.2.X.1-1 depicts the procedure of managing a 5GLAN Group upon request from a UE.
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Figure 6.15.2.X.1-1: Procedure of managing a 5GLAN Group upon UE request
1.
The UE sends a request to the GMF for management of a 5GLAN Group. The request is sent to the GMF via the AMF. 


The request may be for the purpose of creating, modifying or removing the 5GLAN Group, or for the purpose of querying information of the 5GLAN Group or of UE(s) belonging to the 5GLAN Group.

2.
The GMF authorizes and validates the request. The GMF may interact with the UDM for the authorization/validation, e.g. whether the UE is allowed to make such request according to the UE's subscription data, and whether a member UE identified in the request is allowed to access the 5G LAN-type service according to the member UE's subscription data.

3.
The GMF performs the requested 5GLAN group management operations according to the information in the request. 

4.
The GMF updates the group membership information of each member UE to the UDM.

5.
The GMF responds to the UE, acknowledging the acceptance of the request. The request includes information identifying the 5GLAN Group.


If the request in step 1 is for querying the 5GLAN Group, the response includes information being queried.

6.
The GMF notifies relevant member UEs of the 5GLAN Group about the 5GLAN Group management operations, e.g. creation, modification, removal. Detail of this step is described in clause 6.15.2.X.3.
6.15.2.X.2
Managing a 5GLAN Group upon AF request
Figure 6.15.2.X.2-1 depicts the procedure of managing a 5GLAN Group upon request from an AF.
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Figure 6.15.2.X.2-1: Procedure of managing a 5GLAN Group upon AF request

1.
The AF sends a request to the GMF for management of a 5GLAN Group. The request is sent to the GMF directly or via the NEF. If the NEF is involved, the NEF authorizes the request and forwards the authorized the request to the GMF.


The request may be for the purpose of creating, modifying or removing the 5GLAN Group, or for the purpose of querying information of the 5GLAN Group or of UE(s) belonging to the 5GLAN Group.

2.
The GMF validates the request. The GMF may interact with the UDM for the validation, e.g. whether a member UE identified in the request is allowed to access the 5G LAN-type service according to the member UE's subscription data.

3.
The GMF performs the requested 5GLAN group management operations according to the information in the request. 

4.
The GMF updates the group membership information of each member UE to the UDM.
5.
The GMF responds to the AF, acknowledging the acceptance of the request. The response includes information identifying the 5GLAN Group.


If the request in step 1 is for querying the 5GLAN Group, the response includes information being queried.

6.
The GMF notifies relevant member UEs of the 5GLAN Group about the 5GLAN Group management operations, e.g. creation, modification, removal. Detail of this step is described in clause 6.15.2.X.3.
6.15.2.X.3
Notifying UE about 5GLAN Group management
Figure 6.15.2.X.3-1 depicts the procedure of notifying a UE in RM-REGISTERED state or RM-DEREGISTERED state about 5GLAN Group management.
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Figure 6.15.2.X.3-1: Procedure of notifying UE about 5GLAN Group management
The GMF performs 5GLAN group management operations, e.g. creating, modification, removal, toward a 5GLAN Group according to request from a UE or an AF, as described in clauses 6.15.2.X.1 and 6.15.2.X.2.
A: For each member UE in RM-REGISTERED state,
1a.
The GMF sends information (e.g. whether the UE is added or removed from the 5GLAN Group, information identifying the 5GLAN group, updated service restrictions) related to the 5GLAN Group management operations to the AMF serving the member UE. The GMF may interact with the UDM to discover the serving AMF of the member UE.

2a.
The AMF pages the member UE if the member UE is not in CM-Connected or if the member UE is in CM-Idle.

B: For each member UE in RM-DEREGISTERED state,
1b.
The member UE sends the registration request to the AMF.

2b.
The AMF retrieves from the GMF information related to the 5GLAN Group based on UE indication or UE subscription.

3.
The AMF sends the information (e.g., information identifying the 5GLAN group, information of service restrictions) to the UE using a NAS message. The information is specific to the UE. The NAS message could be UE Configuration Update Command or Registration response. In the NAS message, the AMF may indicate to the UE whether a response or acknowledgement is required for the message.

4.
The UE responds to the AMF, acknowledging the receipt of the information, if the response is required as indicated in step 3.
6.15.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.

6.15.4
Solution Evaluation

Editor's note:
This clause provides an evaluation of this solution.
**** End of Change ****
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