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Abstract of the contribution: The document defines a solution for supporting community WiFi via 5G-RG.   
Introduction
In existing BBF networks, community WiFi service is supported, which can be characterized as follows.
1. Fixed BB customers can share their fixed BB service with others and in return, get access to the internet by  attaching the RG of other customers

2. This is achieved by the participating RG advertising/serving a special SSID corresponding to the community WiFi service. Alternatively or in parallel, certain RGs can be used by network operator as fully dedicated to the community WiFi/to guest user service 

3. When a guest user / their device attaches to the RG, using the specific SSID, the network identifies the user based on their credentials (with a username + password), that logically belongs to the customer fixed BB services / his account for that service
4. The data consumption while using the community WiFi service is not charged for the RG’s owner / their account, but rather for the account of the guest user.
5. The network operators can protect the quality of service for the host customers of the RG, by defining and enforcing the following (typically set in line with the max bitrate provided for the RG itself).

a. The maximum number of guest devices that can attach to the RG using the SSID defined for community WiFi
b. The maximum UL/DL bitrates per guest device  
6. The same solution construct is also used for community WiFi hot-spots dedicated for the guest usage only. While the max number of guest users is usually low (<10) for 5G-RGs serving residential customers, it is usually larger (>20) for these hot-spots.

In order to support the migration of existing installed base of BBF customers and their services, we propose that the community WiFi service is also supported in 5GC, via 5G-RG. 
This represents a sub-use case under scenario 4, where the non-5GC capable UE is connecting via 5G-RG. The devices do not support authentication in the 5GC, but can be authenticated by the DN-AAA, using their existing community WiFi credentials and supported authentication methods. 

Note that the primary aim of this contribution is to identify the specific architecture requirements needed in 5GC to support the community WiFi services. 
The proposed solution has the following key characteristics

· The 5G-RG will advertise/serve the SSID connected to community WiFi service
· The devices connecting to the 5G-RG as guests are not authenticated by the 5GC itself, but are authenticated via community WiFi AAA server used as DN-AAA. 

· In order to enable this external authentication, the 5G-RG shall create a dedicated PDU session for each guest user.  
· The maximum bitrates per guest user is to be defined as DNN level AMBR, for a DNN that 5G-RG shall use in connection with the community WiFi service
· The maximum number of guest users shall be defined in the UDM for this DNN, as the maximum number of PDU sessions supported for that DNN, in a given network slice/S-NSSAI. 
· The required maximum number of guest users, and the other services to be supported by 5G-RG will require support of more than 15 PDU sessions per 5G-RG.

It is noted that the FN-RGs migrated to 5G core may continue supporting community WiFi as well. This is expected to be based on existing proprietary solutions, which are over-the-top for the 5G core (and part of the traffic of a single PDU session, as indicated in solution #23). These are NOT in scope of the solution described here. 

Proposal
It is proposed to update TR 23.716 as follows.
* * * Start of Change (all new text) * * * 
6.X
Solution #X – Support of community WiFi over 5G-RG
6.X.1
Overview

This solution provides support for community WiFi services. The aim for such services is to provide roaming capability / nomadic access to the internet, based on their fixed BB service. Nomadic access can be provided by the residential GWs or via similar GWs used as hotspots; in each case, guest users identify themselves using credentials (username + password) connected to their own fixed BB service account; the data consumption (where still measured) is accounted for the guest user and zero rated for the RG’s fixed BB service itself. Given that the network operators need to protect the QoS/QoE for the home users (those in the household for the RG), both the maximum number of guest users and their maximum bitrate provided via the RG/the community WiFi SSID is strongly limited. 
In this solution, the community WiFi service is implemented using 5G-RG accessing the 5GC either via W-5GAN, wireless access or hybrid access, with the following key characteristics
a. The 5G-RG shall advertise/serve the SSID connected to community WiFi service; guest users are going to attach to the 5G-RG using this SSID
b. When a guest user attaches to that dedicated SSID, the 5G-RG establishes a new/dedicated the PDU session.

c. The 5G-RG uses “Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session” as defined in section 5.6.6 of TS23.501. For this, the RG takes the credentials provided by the guest device for WiFi/SSID authentication. 

d. A dedicated DNN is used in the 5GC and the SMFs used for this DNN shall be configured to use the community WiFi AAA server as DN-AAA
e. The maximum bitrates per guest user shall be defined as DNN level AMBR for this dedicated DNN, in the 5G-RG’s subscription data in UDM.
f. The maximum number of guest users shall be defined in the UDM for this DNN, as the maximum number of PDU sessions supported for that DNN. Note: this requires extension of the UDM subscription data model. 

g. The required maximum number of guest users, and the other services to be supported by 5G-RG will require support of more than 15 PDU sessions in parallel.

6.X.2
Description of the solution
The solution is based on the following procedures:

1. PDU session establishment for providing connectivity for the guest device for the community WiFi SSID

a. Successful PDU session establishment happens if the device authenticates itself and the maximum number of PDU sessions (as defined in UDM) for the DNN dedicated for the community WiFi services is not reached. Refer to the below procedure description example for the details.
b. If the maximum number of PDU sessions for the 5G-RG is exceeded, the PDU session gets rejected and the 5G-RG denies access to the SSID used for the community WiFi service.
2. PDU session release procedure is executed when the WiFi association of the guest device is terminated. This procedure is as described in section 4.3.4.2 of TS 23.502 [3], with the only change that the UDM shall update the current number of PDU sessions to the DNN.
The below figure depicts the procedure for the guest device establishing a WiFi association to the 5G-RG and being authenticated/authorized for the community WiFi service during PDU session establishment by the 5G-RG.  
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Figure 6.13.2-1: PDU session setup procedure for community WiFi guest user
The following pre-requisites apply:

· 5G-RG has successfully registered to the 5G core
· 5G-RG is serving a dedicated SSID for serving guest users for community WiFi service and is configured to use a dedicated DNN for this purpose

NOTE1: the 5G-RG configuration for community WiFi services will be defined by BBF.
The PDU session setup procedure involves the following steps. Where not indicated otherwise, refer to TS23.502 [3], section 4.3.2.2.1 for details.
1. The guest devices initiates WiFi association to the 5G-RG/the SSID used for community WiFi service. During this, it gets authentication request with a challenge and sends authentication response.
2. The 5G-RG creates a PDU Session Establishment Request, including the UEs credentials (user ID, authentication challenge, authentication response) to the Extended Protocol Configuration Options (ePCO) IE. The 5G-RG sends this to the AGF via NAS transport. 

3. The request is forwarded to AMF via N2
4. The AMF performs SMF selection and forwards the N1 SM container that includes the PDU Session Establishment Request to the SMF. 

5. The SMF registers to UDM and receive DNN related subscription data. During this step, the UDM checks whether the maximum number of PDU sessions for this DNN would be exceeded with this new session. In that case, the SMF’s request would be rejected. However, in our example, the session setup will continue as this limit is not yet reached. The UDM updates the current number of PDU sessions active for the DNN.
6. The SMF establishes N4 session to UPF. 
7. The SMF sends authentication request to the DN-AAA, which in our case is the AAA server used for community WiFi service. The SMF includes the authentication information received from the 5G-RG in the ePCO. 

8. The DN-AAA performs the authentication and returns its response; here we assume a successful authentication   
9. The rest of steps for the PDU session setup procedure are executed, as defined in TS23.502 [3], section 4.3.2.2.1. During this, the ePCO response, with authentication success is returned to the 5G-RG.  
10. The WiFi association procedure is completed between the guest device and the 5G-RG. 

The same procedure olution allows multiple matches in the UPFs; in that case the selection of a single UPF is left for implementation. Any of the UPF selected will ensure that the user plane is optimized via co-location, i.e. N3 tunnelling is not needed; it is replaced by internal signalling in the relevant UPF/FAGF-U node.

6.X.3
Impacts on existing Functions

The following 5GC nodes are impacted: 

· The UDM shall support a new parameter “maximum number of PDU sessions allowed” as part of the DNN related subscription of the 5G-RG and will check if the number of PDU sessions is exceeded, when an SMF registers to the UDM.
· The 5G-RG as UE, as well as the AMF and UDM/UDR shall support more than 15 PDU sessions per UE. For this, the PDU session ID format shall be extended, which has impacts to other nodes like the PCF as well. 
* * * End of Change * * * *
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