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Abstract of the contribution:
This contribution evaluates the solutions for KI#1 and proposes some principles for the conclusion.
Introduction
During the last meeting, we have agreed for KI#1, At least one of the solutions 1, 2, 3, 4, 6 or 40 will be selected for normative work. In this paper we try to analyse each of these solutions and make a conclusion of KI#1 for the normative work.

Table1 shows our analysis for each of these solutions.
Table1
	Solution
	Support for IP / unstructured data
	Data transferred to/from UE by
	Data transferred within CN
	Comments

	Solution 1
	IP and unstructured
	SM layer data transfer message
	Over N11 and N4
	Data PDUs are transferred with N11/N4 C-Plane signalling.

	Solution 2
	IP and unstructured
	AM layer NAS-data container
	Over a U-plane tunnel between AMF and UPF
	Enhance the AMF to support U-Plane tunnel. Data PDUs are separated from N11/N4 signalling.

	Solution 3
	Only unstructured
	AM layer NAS-data container
	Over N11 and N4，no PDU session
	Only one N4 session for each UE, can be used for the scenario that the UE only connect to one DNN/SCS/AS.
No PDU session establishment procedure performed by the UE, save storage and power for the UE.

	Solution 4
	Only unstructured
	AM layer NAS-data container
	Between AMF and NEF, no PDU session
	The UE only served by one NEF, NEF decides the AS connection based on SUPI, can be used for the scenario that the UE only connect to one DNN/SCS/AS. 
No PDU session establishment procedure performed by the UE, save storage and power for the UE.

	Solution 6
	IP and unstructured
	RRC data PDU
	Over a node level common N3 tunnel between AN and UPF
	New security end-point in CN.

New feature to mark the data packet as a data PDU used for new routing solution. How to ensure AN and UPF mark the data packet with same UE id is not clear, currently AN knows S-TMSI while UPF knows SUPI.
New mechanism for UPF to track the UE location.

	Solution 40
	IP and unstructured
	AM layer NAS-data container
	Over N11 and N4，AMF triggers to establish a temporary PDU session
	Only support MICO mode scenario. UPF needs to perform IP address change between the UE local IP address and network assigned IP address.

No PDU session establishment procedure performed by the UE, save storage and power for the UE.


Solution1 uses SM layer data transfer message to transfer data from UE to the network, while solution2uses AM layer NAS-data container. For solution3,4 and 40, the UE doesn’t aware of any PDU session, as SM message is used for the handling of PDU sessions, we can deduce solution3,4 and 40 also use AM layer NAS-data container. 
In 5GS, the SM message is transparent to AMF, so if the data packets are transferred using SM layer message, it’s not possible for AMF to decrypts the data packet which is encrypted by UE and has been encapsulated in the SM data transfer message. This means if we use SM layer data transfer message to transfer data packet, the data packet can’t be encrypted, we can only rely on the NAS-AM signalling ciphering. As the initial NAS message is unciphered for an idle mode UE. In this scenario, if UE transfer data packet by the initial NAS message, both the data packet and the initial NAS message can’t be encrypted. In 4G CIOT, as shown is the following sentences, both the encryption of NAS signalling and user data are supported, the encryption of user data not relies on the NAS signalling ciphering. For 5G CIOT, we also prefer the user data ciphering is supported and not rely on the NAS signalling ciphering.
Copied from 23.401:
ii)
NAS security association is between the UE and the MME. It provides integrity protection and encryption of NAS signalling and, when the Control Plane CIoT EPS Optimisation is used, user data.
1.   The UE establishes a RRC connection and sends as part of it an integrity protected NASPDU. The NAS PDU carries the EPS Bearer ID and encrypted Uplink Data. 

3.   The MME checks the integrity of the incoming NAS PDU and decrypts the data it contains. 
Furthermore, SM message is piggybacked in specific AM layer messages, so if the data packets are transferred using SM layer message, the NAS PDU transferred over radio interface will be at least 4 bytes longer than transferring packets using AM layer NAS-data container, the waste is more significant for transferring small data. Table2 shows the mandatory IEs which should be included in a SM layer message. 

Table 2

	Information Element
	Presence
	Length

	Extended protocol discriminator
	M
	1 byte

	PDU session ID
	M
	1 byte

	PTI
	M
	1 byte

	5GSM data transport message identity
	M
	1 byte


Beside the PDU session id which is included in the SM message, the PDU session id is also carried in the AM layer message for AMF to select the appropriate SMF, and also carried in the Nsmf_PDUSession Service for the interaction between SMF and AMF, so even in solution1, it’s no problem to directly use AM layer NAS-data container to save the unnecessary SM protocol header.
Proposal1: For the control plane solution of 5G CIOT optimisation, the data packet should be transferred from UE to the CN by the AM layer NAS-data container.
The motivation of solution 2 and 6 is to separate the data packets transferring from the CN control plane signalling. In the 4G network, S11-U tunnel is mandatory for Control Plane CIoT EPS optimisation. We prefer to keep this principle to separate the data packets transferring from the CN control plane signalling, this also minimize the changes to SMF and UPF.

Proposal 2: For the control plane solution of 5G CIOT optimisation, the data packet should be transferred over a user plane tunnel to UPF, this would avoid routing the data packet together with the CN control plane signalling, and also minimize the changes to SMF and UPF.
Based on the above analysis, we also find the common idea of solution 3,4 and 40 is not to establish PDU session, the applicable scenarios are limited but the solutions can get some benefits at UE side. 
Proposal 3: we can choose from solution 1, 2 and 6 to get the base solution for KI#1, and make further evaluation to take solution 3, 4 or 40 as the optimization for some specific scenarios.
We propose to adopt the above proposals, after we get the base solution for KI#1 from solution 1, 2 and 6, we can make further evaluation on solution 3,4 and 40 to decide whether some of them could be accepted as the optimization for some specific scenarios.
2.
Proposal
The following changes are proposed to be applied to TS 23.724.
**************************************Start of 1st change*****************************************
7.1
Key Issue 1: Support for infrequent small data transmission
Following table shows the analysis for each of the solutions of KI#1.

	Solution
	Support for IP / unstructured data
	Data transferred to/from UE by
	Data transferred within CN
	Comments

	Solution 1
	IP and unstructured
	SM layer data transfer message
	Over N11 and N4
	Data PDUs are transferred with N11/N4 C-Plane signalling

	Solution 2
	IP and unstructured
	AM layer NAS-data container
	Over a U-plane tunnel between AMF and UPF
	Enhance the AMF to support U-Plane tunnel. Data PDUs are separated from N11/N4 signalling.

	Solution 3
	Only unstructured
	AM layer NAS-data container
	Over N11 and N4，no PDU session
	Only one N4 session for each UE, can be used for the scenario that the UE only connect to one DNN/SCS/AS.
No PDU session establishment procedure performed by the UE, save storage and power for the UE.

	Solution 4
	Only unstructured
	AM layer NAS-data container
	Between AMF and NEF, no PDU session
	The UE only served by one NEF, NEF decides the AS connection based on SUPI, can be used for the scenario that the UE only connect to one DNN/SCS/AS. 

No PDU session establishment procedure performed by the UE, save storage and power for the UE.

	Solution 6
	IP and unstructured
	RRC data PDU
	Over a node level common N3 tunnel between AN and UPF
	New security end-point in CN.

New feature to mark the data packet as a data PDU used for new routing solution. How to ensure AN and UPF mark the data packet with same UE id is not clear, currently AN knows S-TMSI while UPF knows SUPI.

New mechanism for UPF to track the UE location.

	Solution 40
	IP and unstructured
	AM layer NAS-data container
	Over N11 and N4，AMF triggers to establish a temporary PDU session
	Only support MICO mode scenario. UPF needs to perform IP address change between the UE local IP address and network assigned IP address.

No PDU session establishment procedure performed by the UE, save storage and power for the UE.


Editor's note:
This clause will capture the evaluation for key issue 1.
**************************************Start of 2nd change*****************************************
8.1
Key Issue 1: Support for infrequent small data transmission
At least one of the solutions 1, 2, 3, 4, 6 or 40 will be selected for normative work. 
For the control plane solution of 5G CIOT optimisation, the data packet should be transferred from UE to the CN by the AM layer NAS-data container.
For the control plane solution of 5G CIOT optimisation, the data packet should be transferred over a user plane tunnel to UPF. This would avoid routing the data packet together with the CN control plane signalling, and also minimize the changes to SMF and UPF.
We can choose from solution 1, 2 and 6 to get the base solution for KI#1, and make further evaluation to take solution 3, 4 or 40 as the optimization for some specific scenarios.
NOTE:
The specific solution from the ones listed above will be selected in a subsequent meeting. It is not precluded that some aspects of the solutions listed above may be merged. Existing solutions that enhance the solutions above are also not precluded. Support of RDS will be decided as part of the conclusion for key issue 8.
**************************************End of changes*******************************************
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