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Abstract of the contribution:
This contribution proposes to update solution1 to transfer small data by the MM layer NAS message.
Introduction
Solution1 uses SM layer data transfer message to transfer data packet from UE to the network. As the SM message is transparent to AMF, it’s not possible for AMF to decrypts the data packet which is encrypted by UE and has been encapsulated in the SM data transfer message. This means if we use SM layer data transfer message to transfer data packet, the data packet can’t be encrypted, we can only rely on the NAS-MM signalling ciphering. For an idle mode UE, as the initial NAS message is unciphered, if UE transfer data packet by the initial NAS message, both the data packet and the initial NAS message can’t be encrypted.
In 4G CIOT, as shown is the following sentences, both the encryption of NAS signalling and user data are supported, the encryption of user data doesn’t rely on the NAS signalling ciphering.
Copied from 23.401:
ii)
NAS security association is between the UE and the MME. It provides integrity protection and encryption of NAS signalling and, when the Control Plane CIoT EPS Optimisation is used, user data.

1.   The UE establishes a RRC connection and sends as part of it an integrity protected NASPDU. The NAS PDU carries the EPS Bearer ID and encrypted Uplink Data. 

3.   The MME checks the integrity of the incoming NAS PDU and decrypts the data it contains. 

Proposal1：For 5G CIOT, the user data ciphering should be supported, not rely on the NAS signalling ciphering.
Furthermore, in 5GS, SM message is piggybacked in a specific AM layer message. If the data packets are transferred using SM layer message, as shown in the following table, the mandatory IEs in the SM layer protocol header is 4 bytes. This means the NAS PDU transferred over radio interface will be at least 4 bytes longer than transferring packets using AM layer NAS-data container, the waste is more significant for transferring small data. 
	Information Element
	Presence
	Length

	Extended protocol discriminator
	M
	1 byte

	PDU session ID
	M
	1 byte

	PTI
	M
	1 byte

	5GSM data transport message identity
	M
	1 byte


Beside the PDU session id which is included in the SM message, the PDU session id is also carried in the AM layer message for AMF to select the appropriate SMF, and also carried in the Nsmf_PDUSession Service for the interaction between SMF and AMF, so in solution1, it’s no problem to directly use AM layer NAS-data container to save the unnecessary SM protocol header.
The interaction for UE-AMF-SMF of solution1 is shown as following: 

UE to AMF: NAS transport message (session id, container type is SM data transfer, container IE is SM data transfer message (session id, user data))
AMF to SMF: Nsmf_PDUSession Service (session id, SM data transfer message (session id, user data))
Our proposal is to change solution1 as following:

UE to AMF: NAS transport message (session id, container type is data transfer, container IE is user data)
AMF to SMF: Nsmf_PDUSession Service (session id, user data)
Proposal2: Solution1 can be updated to transfer small data by the AM layer NAS message.

2.
Proposal
The following changes are proposed to be applied to TS 23.724.
**************************************Start of 1st change*****************************************
6.1
Solution 1: Infrequent small data transfer via NAS and N6
6.1.1
Introduction

6.1.1.1
General

This solution applies to Key issue 1 (support for infrequent small data transmission). The key idea of the solution is to convey small data inside NAS PDUs between UE and AMF for PDU session types IPv4, IPv6, unstructured.
Operators are not required to upgrade all SMFs to support small data transfer via NAS as the AMF is assumed to be able to select an SMF capable of small data transfer. This enables isolation from SMFs handling non-CIoT related sessions but also allows for separate scaling of SMFs supporting small data transfer.

6.1.1.2
Architecture reference models

6.1.1.2.1
Non-roaming reference architectures
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Figure 6.1.1.2.1-1: Architecture for small data delivery via NAS and N6 (non-roaming)
6.2.1.2.2
Roaming reference architectures




Figure 6.1.1.2.2-1: Architecture for small data delivery via NAS and N6 (home-routed roaming)
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Figure 6.1.1.2.2-2: Architecture for small data delivery via NAS and N6 (roaming with local break-out)

6.1.2
Functional Description

The following principles apply:

-
Small data transfer via NAS
-
Small data is exchanged between the UE and  AMF as payload of NAS transport message in both uplink and downlink direction.
-
AMF forwards small data between UE and SMF.

-
NAS transport messages are used to transfer small data between UE and AMF.

-
The payload container type use for the downlink/uplink NAS transport message carrying small data is a new container type " data transfer". This allows the AMF to differentiate between regular SM signaling and data transfer and apply overload control accordingly.

-
For uplink NAS transport, the PDU session ID allows the AMF to route the  small data to the correct SMF as stored in the UE context.
-
Small data is associated with a PDU session.

-
For a UE in CM Idle mode, it should be possible to send an initial NAS transport message with the small data as payload.

NOTE 1:
It is currently not possible to send NAS transport message as defined in TS 24.501 [10] as Initial NAS message (the UE needs to perform service request or registration procedure first to establish a secure NAS connection between UE and AMF). It is up to CT1 to decide whether a new NAS message needs to be defined, NAS transport message is extended or service request is extended to transport small data.
-
Supported PDU session types

-
Small data transfer supports IP and unstructured data
-
Integrity protection, ciphering and header compression

-
Integrity protection and ciphering for small data are performed by AMF (existing NAS PDU integrity protection and ciphering functionality are re-used as is)

-
UE and SMF may perform header compression for IP data

-
AMF selection

Editor's note:
How to select an AMF supporting Data over NAS is FFS.
-
SMF selection

-
During the PDU session establishment procedure the UE indicates request for Data Transfer over NAS to be enabled along with the regular information DNN, S-NSSAI if applicable. The AMF takes the Data Transfer over NAS request into account to select an SMF that supports Data Transfer over NAS.
NOTE 2:
Support of API(s) for infrequent small data transmission and capability exposure to AF will be described in other solutions (which build on top of this solution) .
-
Releasing the UE based on Release Assistance Indication provided by the UE

-
Option 1 (Release Assistance Indication in NAS-MM)

-
The UE sends Release Assistance Indication to the AMF inside the NAS PDU, i.e. outside the SM data transfer message embedded in the NAS PDU.

-
The AMF handles the Release Assistance Indication as follows:

-
if the Release Assistance Indication indicates that no further uplink or downlink data transmissions are expected and unless the AMF is aware of other pending MT traffic, the AMF requests NG-RAN to release the UE context;

-
if the Release Assistance Indication indicates that only a single downlink data transmission subsequent to this uplink data transmission is expected, then the AMF requests NG-RAN to release the UE context once the AMF has forwarded the next downlink NAS transport message with container type "SM data transfer" to the UE unless the AMF is aware of other pending MT traffic.

-
Option 2 (Release Assistance Indication in AS)

-
The UE sends Release Assistance Indication (RAI) in AS. RAI indicates whether no further uplink/downlink transmissions or only a single downlink transmission is expected.
-
When NG-RAN receives Release Assistance Indication from the UE in AS, NG-RAN shall maintain the UE's RRC connection in case RRC connection establishment procedure was executed, and include an N2 RAI indication (no further uplink/downlink transmissions or only a single downlink transmission) in the Initial UE message or the next Uplink NAS transport message;
-
The AMF evaluates the N2 RAI as follows:
-
If the N2 RAI indicates no further uplink/downlink transmissions and the AMF is not aware of any pending DL data for the UE (e.g. a pending SMS or pending DL data buffered e.g. in SMF/UPF as part of extended buffering), the AMF sends the N2 UE Context Release Command to NG-RAN as per the AN Release procedure (TS 23.502 [7], clause 4.2.6)

-
If the N2 RAI indicates only a single downlink transmission is expected, the AMF sends the N2 UE Context Release Command to NG-RAN as per the AN Release procedure (TS 23.502 [7], clause 4.2.6) once the AMF has forwarded the next downlink NAS transport message with container type "SM data transfer" to the UE and unless the AMF is aware of other pending MT traffic.

NOTE 3:
The Release Assistance Indication in AS can also support UP-based data delivery. In this case the RAN is expected to send the N2 UE Context Release Request including the N2 RAI to the AMF. The AMF sends the N2 UE Context Release Command to NG-RAN unless the AMF is aware of other pending MT traffic. The RAN releases the UE once it has received the N2 UE Context Release Command from the AMF and once an outstanding UP downlink transmission has been received (if applicable).
Editor's note:
It is FFS if one or both options are used as the way forward. The details of Option 2 require coordination with RAN WGs
-
Early Data Transmission may be initiated by the UE for mobile originated small data over NAS.

6.1.3
Support of EPC interworking

EPC interworking for small data transfer via NAS-SM uses the architecture for EPC-5GC interworking with N26 as specified in TS 23.501 [5] clauses 4.3.1 and 4.3.2 as a baseline.

The following principles apply:

-
Idle-mode mobility from 5GS to EPS is performed as per the procedure described in TS 23.502 [7] clause 4.11.1.3.2 with the following differences:

-
Step 5b: When the SMF returns the mapped EPS bearer contexts to the AMF the SMF sets the Control Plane Only PDN Connection Indication for Data over NAS PDU sessions.

-
Idle-mode mobility from to EPS to 5GS is performed as per the procedure described in TS 23.502 [7] clause 4.11.1.3.3 with the following differences:

-
AMF indicates support of CIoT Optimizations when requesting the UE context from the MME via N26;

-
for a PDN connection for which Control Plane Only PDN Connection Indication is set,

-
in case of home-routed roaming,

-
Step 14: the AMF selects a V-SMF supporting small data over NAS;

-
Step 14: the V-SMF configures the UPF for data transfer via N4;

6.1.4
Procedures

6.1.4.1
PDU Session Establishment


This procedure takes the PDU Session Establishment procedure as described in TS 23.502 [7], clause 4.3.2.2.1 as the baseline.
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Figure 6.1.4.2-1: PDU Session Establishment enabling Data over NAS-SM
1.
The UE sends a PDU session establishment request message as SM payload of a NAS transport message. The NAS transport message contains PDU session ID and a "Data transfer over NAS preference" routing indication along with other regular information e.g. DNN, S-NSSAI, etc. if applicable.
2.
The AMF selects the SMF based on DNN, S-NSSAI and local operator policies or configuration as described in TS 23.501 [5] clause 6.3.2, additionally the AMF takes the received "Data transfer over NAS requested" routing indication received from the UE into account to select an SMF that supports Data over NAS if available for the requested DNN, and S-NSSAI if it applies. The AMF stores the association of the PDU Session ID and the selected SMF ID in the UE context. The network chooses to transfer data to the DN via N6.

Editor's note:
The routing of data via an API from 5GC to SCS/AS is FFS.
3.
The AMF forwards the Data transfer over NAS requested routing indication to the SMF by invoking Nsmf_PDUSession_CreateSMContext request. The SMF replies with an Nsmf_PDUSession_CreateSMContext Response.
4.
The SMF may perform a Session Management Policy Establishment procedure
5.
The SMF selects a UPF.

6.
The SMF configures the UPF for data transfer via N4.

7.
The SMF sends a PDU Session Establishment Accept providing indication that Data Over NAS is enabled for this PDU session without including the N2 SM container.8.
The AMF forwards the NAS message to the UE.

6.1.4.2
Mobile Originated Data Transport via NAS-SM and N6
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Figure 6.1.4.2-1: Mobile Originated Data Transport via NAS-SM
0.
The UE is in CM-IDLE.

1.
The UE establishes an RRC connection or sends the RRCEarlyDataRequest message and sends a NAS PDU as part of this. The NAS PDU carries encrypted uplink data as payload and a PDU session ID.
2.
NG-RAN forwards the NAS PDU to the AMF. If RRCEarlyDataRequest message was received in step 1, the NG-RAN includes "EDT Session" indication in the N2 Initial UE message. For Option 2, the NG-RAN further indicates request to release RRC connection in N2 Initial UE message.
3.
AMF checks the integrity of the incoming NAS PDU and decrypts the data it contains.
3a.
If the AMF received "EDT Session" indication from the NG-RAN in step 2, the AMF sends an N2 message to the NG-RAN.

a)
If the Release Assistance Information was received from UE in Option 1 with Uplink data and it indicated that Downlink data was not expected or if the AMF received a request to release RRC connection in N2 Initial UE message for Option 2, and the AMF does not expect any other signalling with the UE, the AMF should

-
either send a NAS service accept in the N2 Downlink NAS message and include End Indication to indicate that no further data or signalling is expected with the UE; or, 

-
alternatively, instead of a NAS service accept, the AMF sends an N2 Connection Establishment Indication message including End Indication to indicate that no further data or signalling is expected with the UE.
b)
If the AMF determines more data or signalling may be pending, the AMF sends an N2 connection establishment indication message without End Indication.

3b.
In case 3a was executed, the NG-RAN completes the RRC early data procedure as follows. 

a)
For the case of 3a.a) the NG-RAN proceeds with RRCEarlyDataComplete message. The procedure is completed in Step 5.

b) For the case of 3a.b) the NG-RAN proceeds with RRC connection establishment procedure. In that case all steps up to step 12 apply,

4.
AMF forwards the data to the (V-)SMF handling the PDU session identified by the PDU session ID contained in the NAS transport message.

Editor's note:
Whether a new or an existing service operation of SMF should be invoked in this step is FFS.
5.
The (V-)SMF decompresses the header if header compression applies to the PDU session. The V-SMF forwards the data to the UPF. (In the home-routed roaming case, the UPF may forward the data to a different UPF in the HPLMN via N9.) The UPF forwards the data to the DN, In case of unstructured data, tunneling may be applied according to clause 5.6.10.3 in TS 23.501 [5].

6.
[Conditional] The UPF forwards available downlink data to the (V-)SMF,

7.
[Conditional] The (V-)SMF compresses the header if header compression applies to the PDU session. The (V-)SMF forwards the small data and the PDU session ID to the AMF using the Namf_Communication_N1N2MessageTransfer service operation.

8.
[Conditional] The AMF creates a DL NAS transport message with the received PDU session ID and the small data (container type is set to data transfer). The AMF ciphers and integrity protects the NAS transport message

9.
[Conditional] The AMF sends the DL NAS transport message to NG-RAN.
10.
[Conditional] NG-RAN delivers the NAS payload over RRC to the UE.

11.
[Conditional] If no further NAS PDU activity is detected by NG-RAN, then NG-RAN triggers the AN release procedure.

12.
The UE's logical NG-AP signaling connection and RRC signaling connection are released as per TS 23.502 [7] clause 4.2.6.
NOTE:
How the UE is released based on Release Assistance Information is covered in clause 6.1.2.

Editor's note:
The exact NGAP messages to be used for this procedure are expected to be discussed with RAN3.

6.1.4.3
Mobile Terminated Data Transport via NAS-SM and N6
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Figure 6.1.4.3-1: Mobile Terminated Data Transport via NAS-SM

1.
The UPF forwards a downlink data packet to the SMF.

2.
The (V-)SMF compresses the header if header compression applies to the PDU session. The (V-)SMF forwards the small data and the PDU session ID to the AMF using the Namf_Communication_N1N2MessageTransfer service operation.

3.
[Conditional] If the UE is in CM Idle, the AMF sends a paging message to NG-RAN.

4.
[Conditional] If NG-RAN received a paging message from AMF, NG-RAN perform paging.

5.
[Conditional ] If the UE receives paging message, it responds with service request.

7.
The AMF creates a DL NAS transport message with the received PDU session ID and the small data (container type is set to data transfer). The AMF ciphers and integrity protects the NAS transport message

8.
The AMF sends the DL NAS transport message to NG-RAN.
9.
NG-RAN delivers the NAS payload over RRC to the UE.

10.
While the RRC connection is established further uplink and downlink data can be exchanged. In order to send uplink data, the UE sends an integrity protected NAS PDU as RRC uplink data. The NAS PDU carries encrypted uplink data as payload and a PDU session ID.
11.
NG-RAN forwards the NAS PDU to the AMF.

12.
AMF checks the integrity of the incoming NAS PDU and decrypts the data it contains.
13.
AMF forwards the data to the (V-)SMF handling the PDU session identified by the PDU session ID contained in the NAS transport message.

Editor's note:
Whether a new or an existing service operation of SMF should be invoked in this step is FFS.
14.
The (V-)SMF decompresses the header if header compression applies to the PDU session. The V-SMF forwards the data to the UPF. (In the home-routed roaming case, the UPF may forward the data to a different UPF in the HPLMN via N9.) The UPF forwards the data to the DN, In case of unstructured data, tunneling may be applied according to clause 5.6.10.3 in TS 23.501 [5].

15.
[Conditional]
If no further NAS PDU activity is detected by NG-RAN, then NG-RAN triggers the AN release procedure.

16.
The UE's logical NG-AP signaling connection and RRC signaling connection are released according to TS 23.502 [7] clause 4.2.6.
NOTE:
How the UE is released based on Release Assistance Information is covered in clause 6.1.2.

Editor's note:
The exact NGAP messages to be used for this procedure are expected to be discussed with RAN3.

6.1.5
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.

6.1.6
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

**************************************End of changes*******************************************
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