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Abstract of the contribution: Evaluation of solution 5.
1. Background
Solution 5 proposes to use a HASH value to identify UE Radio Capabilities. The UE calculates a HASH value of the UE Radio Capabilities and sends the HASH value to network and the network will determinate if corresponding UE Radio Capabilities is already available. If the corresponding UE Radio Capability is not available then it needs to be retrieved from the UE. When the network receives the actual UE Radio Capabilities from the UE, RAN needs to calculate the HASH value in order to validate that the HASH value corresponds to the uploaded UE Radio Capabilities before accepting them.

The issue is that such solution does not accommodate for collisions and how the network will be able to detect them. For instance if the 64Kbyte radio capabilities of UE A produce after HASH a UE-Capability-1 of 128 bits, but UE B with different set of radio capabilities produce after HASH UE-Capability-1 the network will not be able to detect this collision. 

One way that this can be alleviated is that the hash value of the UE-Capability-1 is also accompanied by another fixed identifier e.g. TAC or manufacturer-ID. This would allow potentially the network to detect collisions. It is though futile since if manufacturer-ID is provided we can get away with that alone e.g. as proposed in Solution 1.

2. Conclusion
It it proposed to not pursue any further solution 5. 
>>>Start Changes<<<
6.3
Solution #3: Solution using Hash-based Identification of UE radio capabilities

6.3.1.
Introduction

This solution addresses Key Issue 1: "How are the UE Radio Capabilities identified?"

6.3.2
Functional Description

The following solution proposes to use a HASH value to identify UE Radio Capabilities. The UE calculates a HASH value of the UE Radio Capabilities and sends the HASH value to network and the network will determinate if corresponding UE Radio Capabilities is already available. If the corresponding UE Radio Capability is not available then it needs to be retrieved from the UE. When the network receives the UE Radio Capabilities, RAN needs to calculate the HASH value in order to validate that the HASH value corresponds to the uploaded UE Radio Capabilities before accepting them.

The RRC Protocol defines how to signal the UE Radio Capability in TS 38.331 [5] for NR.

The HASH value is calculated of the ASN.1 coded representation of the UE radio capabilities using SHA (Secure Hash Algorithm) algorithm. The HASH value is used as UE Capability ID.

Editor's note:
Which one of the different SHA families (SHA-2 or SHA-3) to use and which function within the hash family is FFS. The different versions differ in size of the hash and how secure it is calculated. For example, if 128 bit hash is used, which fits into current protocols, the probability for conflicts is very low. This needs to be evaluated with RAN and SA WG3.

The solution on Key Issue 2 will cover how the HASH value (UE Capability ID) is signalled between the UE and network. Solution on Key Issue 2 will also cover procedure how to signal the corresponding UE Radio Capability information from the UE to RAN if it is not available in the network.

NOTE:
Different UE implementations may store the UE Radio Capability in different orders. UE's from different vendors, with the same radio capability, may have different hashes if the order of the capabilities is different.

6.3.3
Procedures

Solutions to Key Issue 2 will define procedures on how the HASH value (UE capability ID) is used in relevant procedures and how RAN will retrieve UE Radio Capability from the UE.

The only addition in this solution is that after RAN has retrieved the UE Radio Capabilities then RAN needs to calculate the same HASH value to validate that the retrieved UE Radio Capabilities corresponds to the HASH value (UE Capability ID) before accepting it.

6.3.4
Impacts on existing entities and interfaces

Solutions to Key Issues 2 will explain how the UE capability ID impacts existing entities and interfaces. The only additional impact is that the UE and RAN needs to calculate the HASH value from the UE Radio Capability.

6.3.5
Evaluation


This solution does not accommodate for collisions especially about the network will be able to detect them. For instance if the 64Kbyte radio capabilities of UE A produce after HASH a UE-Capability-1 of 128 bits, but UE B with different set of radio capabilities produce after HASH UE-Capability-1 the network will not be able to detect this collision without additional information. Even if such occurrence is rare, any occurence can lead impacted UEs being in continuous misoperation or no service.
One way that this can be alleviated is that the hash value of the UE-Capability-1 is also accompanied by another fixed identifier e.g. TAC or manufacturer-ID. This would allow potentially the network to detect collisions. It is though unnecessary since if manufacturer-ID is provided we can use it as a standalone solution as proposed in Solution 1.
It is proposed to not pursue this solution in the normative phase.
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