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Abstract of the contribution: SA3 replied to the SA LS on “Guidance on initial NAS message protection” indicating and this DP discusses the SA LS and the SA3 reply and proposes a way forward.
Introduction

This paper includes both security aspects, slicing aspects and IW to EPC aspects. The slicing aspects are kept in a separate clause to possibly enabling that part of the paper to be separately discussed in agenda item 6.5.1, if required. The IW to EPS aspects are kept in a separate clause to enable it to be discussed in agenda item 6.5.9, if required.
Discussion
The SA3 LS reply states:
“There was guidance from SA to cipher everything except for UE identity, e.g. GUTI/SUCI. However, to retrieve security context and/or establish security, the following IEs have to be sent in clear in addition to UE identity:

Message information (
Extended Protocol discriminator, Security header type, Spare half octet, Message identity and Registration type information (similar information for other messages)), ngKSI, UE security capabilities, 4G TAU IE, Indication that UE is moving from EPC ”

That is, the principles taken from SA3 is to protect everything that is not required for the procedure to work.

Slicing aspects

In relation to slicing, SA3 proposes in the LS that:
“SA3 interpret the guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.

The implication of the above is that the information will not be sent until the relevant layer of security has been activated. In particular for NAS layer, this means that the Registered S-NSSAI will not be available at the reception of the Registration Request when there is no NAS security context (and some failure cases).”

SA2 has defined the use of the Requested NSSAI as input to AMF Selection (NAS Node Selection) in 5G-AN as (copied from TS 23.501 clause 5.15.5.2.1):
“When a UE registers with a PLMN, if for this PLMN the UE has not included a Requested NSSAI nor a GUAMI while establishing the connection to the (R)AN, the (R)AN shall route all NAS signalling from/to this UE to/from a default AMF. When receiving from the UE a Requested NSSAI and a 5G-S-TMSI or a GUAMI in RRC Connection Establishment or in the establishment of connection to N3IWF, if the 5G-AN can reach an AMF corresponding to the 5G-S-TMSI or GUAMI, then 5G-AN forwards the request to this AMF. Otherwise, the 5G-AN selects a suitable AMF based on the Requested NSSAI provided by the UE and forwards the request to the selected AMF. If the 5G-AN is not able to select an AMF based on the Requested NSSAI, then the request is sent to a default AMF.”

The above-mentioned default AMF selection, is in TS 23.502 described as:

“If the (R)AN cannot select an appropriate AMF, it forwards the Registration Request to an AMF which has been configured, in (R)AN, to perform AMF selection.”

Further details of the selection logic are described in TS 23.501 clause 6.3.5 “AMF discovery and selection”.

OBSERVATION 1: Excluding Requested NSSAI in 5G-AN signalling causes a default AMF to be selected in case 5G-S-TMSI or GUAMI is not provided.

OBSERVATION 2: The relevant procedures possibly excluding (or providing not useful) 5G-S-TMSI or GUAMI are when the UE triggers Initial Registration and Mobility Registration procedures from CM-IDLE.
The default AMF is an AMF that will apply further actions to enable the selection of appropriate AMF and Network Slice(s) as e.g. described in TS 23.501 clause 5.15.5.2.1 and in TS 23.502 clause 4.2.2.2.3 “Registration with AMF re-allocation” (the procedure is described in figure below, with step 4-9a copied from clause 4.2.2.2.2 while maintaining step numbering).
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As can be seen in the figure, the initial AMF (default AMF) performs a number of steps e.g. optionally initiating security, and then a possible re-allocation of an AMF (target AMF) is done at the end of the procedure with two options A (via 5G-AN) and B (directly within 5GC) for how the re-allocation is done. After that re-allocation the target AMF continues and completes the Registration procedure.
OBSERVATION 3: Excluding Requested NSSAI in 5G-AN signalling is already supported in SA2 procedures i.e. the procedures still functionally work, but it may cause additional signalling and processing to complete the procedures.

SA2 is not able to judge the importance of protecting the NSSAI, i.e. SA2 should not be the WG deciding whether NSSAI is to be possible to be used by 5G-AN for AMF Selection (and Network Slice selection) to enable more efficient procedures, but rather SA2 should report back to SA that excluding NSSAI in non-protected 5G-AN signalling is functionally feasible and already supported by SA2 specifications but it causes more signalling and processing for the cases when the 5G-S-TMSI or GUAMI is not available.
PROPOSAL 1: Reply to SA and SA3 that excluding NSSAI in non-protected 5G-AN signalling is functionally feasible and already supported by SA2 specifications, but it causes more signalling and processing for the cases when the 5G-S-TMSI or GUAMI is not available.

If the consequences are that the UE shall not include Requested NSSAI in clear text, then the SA2 specifications needs to be updated such that the UE does not provide Requested NSSAI in 5G-AN signalling initiated from CM-IDLE. 
However, also a NAS Initial Registration may need to be sent in clear text in cases when the UE has no stored security context for the PLMN.

Sending a Registration message without Requested NSSAI is already supported by the SA2 specifications. The lack of Requested NSSAI will trigger the AMF/NSSF to provide an Allowed NSSAI based on the default subscribed S-NSSAI(s) and a Configured NSSAI for the serving PLMN. When the UE gets the Configured NSSAI the UE will issue a Registration with an appropriate Requested NSSAI.
OBSERVATION 4: Excluding Requested NSSAI in the NAS Registration is already supported by the SA2 specifications.
What could be added is that lack of ability to protect the NAS message is an additional trigger to send an empty Requested NSSAI.
CRs for the above aspects for TS 23.501 and TS 23.502 have been drafted in S2-1810249 and S2-1810250.
PROPOSAL 2: Discuss and approve the CRs to TS 23.501 and TS 23.502.
There is a related open discussion related to sending NSSAI in RRC Connection establishment when UE issuing Service Request from CM-IDLE. If the way forward is to acknowledge the security agreements by SA3 and approving the CRs to TS 23.501 and TS 23.502, then the related discussion can be kept short and concluded i.e. there is no need to discuss it further….
PROPOSAL 3: Conclude on whether Requested NSSAI shall not be sent in clear before we progress the open issue on NSSAI in RRC for SR topic in agenda item 6.5.1.
Indication moving from EPC
The SA3 LS states the following:
“SA3 assumes that the Indication that UE is moving from EPC is needed to fetch the MM context from the MME. If it is not needed, then SA3 prefers to have it sent ciphered. Could SA2 and CT1 confirm whether Indication that UE is moving from EPC is needed to fetch the MM context.”

In RRC, the indication is rather sent as a GUAMI-type to allow separation of MME and AMF address space. Therefore, the GUAMI-type should be seen as being part of the UE Identity and be possible to be sent in clear in RRC.
The indication in NAS that the UE is moving from EPC is needed to enable the AMF to use the appropriate procedure to look-up the address of the MME or AMF (see TS 29.303). 
PROPOSAL 4: The GUAMI-type in RRC and “UE is moving from EPS” in NAS shall be possible to be sent in clear.
Proposals
PROPOSAL 1: Reply to SA and SA3 that excluding NSSAI in non-protected 5G-AN signalling is functionally feasible and already supported by SA2 specifications, but it causes more signalling and processing for the cases when the 5G-S-TMSI or GUAMI is not available.

PROPOSAL 2: Discuss and approve the CRs to TS 23.501 and TS 23.502 in S2-1810249 and S2-1810250.

PROPOSAL 3: Conclude on whether Requested NSSAI shall not be sent in clear before we progress the open issue on NSSAI in RRC for SR topic in agenda item 6.5.1.
PROPOSAL 4: The GUAMI-type in RRC and “UE is moving from EPS” in NAS shall be possible to be sent in clear.
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2. Optionally steps 4-9a of figure 4.2.2.2.2-1.
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