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6.9
1 Introduction

This revision addresses the comments given during the SA2 #129bis meeting and it imports parts of document S2-1811946 in order to provide a joint revision that merges the agreed parts of contributions on Solution 35. 

5G CIoT user plane solutions need to offer the T8 API support via NEF. Solution 35 is proposed to be cleaned up to show the general standalone deployment case, but with the understanding that any combination of specified logical nodes is a valid deployment option as long as the requirements of all external interfaces are respected. However, such combined deployment option need not be specified, unless there are architectural requirements that differ from the combined node. 
The N6n interface between the UPF and NEF is very much like the external interface N6, and it transports the same user data. Only public user identifiers can be used at N6, but also 3GPP system internal user identifiers can be used at internal N6n interface, if necessary. 
Due to N6n being just an N6-like tunnel, the SMF needs to do the PCO negotiation of the RDS capability and APN Rate Control parameters. For the sake of modular design, the small data delivery support is shared between multiple nodes. The SMF selects the UPF that can support N6n and the NEF also needs to support the tunnelling over N6n. These elements together support the small data delivery. 
NIMF is not properly introduced, so it’s better to avoid dependency on it in this solution. 

Small data service is not provided by a single node that supports SDS function, but it’s a service that can be provided by all system nodes in their own role. 
Terminology between different 3GPP protocol stacks of UEs supporting either EPS or 5GS or both and dual-stack IP is clarified in the text. 

Clarification of DNN association with NEF. 

Connection establishment and MO data transfer are split to separate sub-clauses. 

N6n is for tunnelling of N6 data, so to UPF it looks just like N6 that is configured towards NEF for NIDD tunnelling, i.e. requiring nothing special from the UPF. 

In EPS CIoT, the SCEF and P-GW control the use of RDS for their part. However, in 5G architecture, the PDU session terminates in SMF-UPF, and following this solution, NEF sits behind the SMF and UPF (as seen from the UE side). Consequently, the RDS control must be handled by those same entities. Since N6n is only tunnelling NIDD, the SMF negotiates the RDS parameters on behalf of NEF.
NEF already supports small data delivery function, so it’s not a new requirement for NEF in clause 6.35.5.

T8 API supports only Non-IP data (NIDD), so IP type small data is removed from the N6n related call flows. 

Interworking via re-using the already specified 5GS – EPS interworking principles is added in clause 6.35.3. 

Editor’s notes related with this solution are resolved. 

This contribution clarifies also several details in the solution.
2 Proposal
It is proposed to agree the following changes on TR 23.724. 
6.35
Solution 35: Small data delivery
6.35.1
Introduction

This solution addresses key issue #1, Infrequent Small data communication, key issue #2, Frequent Small data communication, and key issue #9 Support of common north-bound APIs for EPC-5GC Interworking. This solution enables the NEF to support the same NIDD API for both UP and CP data. If the 3rd party Application Server has to select different NEFs just because the small data is routed over the UP or the CP path to the UE, the route inside the 3GPP network would not be transparent to the Application Server.

6.35.2
Functional Description

6.35.2.1
Architecture

The 5GS is assumed to support functions for small data communication corresponding to EPS. These EPS functions are aka "NIDD procedures" and involves transmission either using the T8 API (see TS 23.682 [6], clause 5.13) or directly over the SGi (see TS 23.401 [4], clause 4.3.17.8.3.3).

To support small data communication using an API corresponding to T8 NIDD API, this solution uses NEF which supports the T8 NIDD API and a UPF. The UPF supports small data delivery via user plane connectivity to NEF. Optionally the UPF can be co-located with a NEF. The NEF supports an NIDD API, common for EPC CIoT and 5G CIoT, on the northbound interface.

The figure 1 below shows two approaches to support frequent small data communication with the SCS/AS, either:

-
using T8 NIDD API; or

-
directly over N6.

The former refers to the NIDD API over T8 interface specified in TS 23.682 [6].

Roaming is supported by using UPF in VPLMN and in HPLMN connected with N9 interface as shown in figures 6.35.2.1-2 below.

This solution includes the connectivity between UPF and NEF for Small Data Communication using T8, and meets the following architecture requirements:

-
KI 1 and KI 2 architecture requirements of both IP-based and Non-IP based small data communication. The 5G User Plane is designed to handle IP communication and Non-IP/Unstructured communication.

-
Both infrequent and frequent small data communication can be supported with API access for SCS/AS.

-
The SMF manages connectivity between UPF and NEF for Small Data Communication using T8.









Figure 6.35.2.1-1 shows the non-roaming case. In this case, small data is tunnelled between the UPF and NEF via N6n. 
Roaming is supported as shown in Figure 6.35.2.1-2 below. For roaming case, UPF in VPLMN connects to UPF in HPLMN via N9 interface which has connectivity via N6n with NEF in HPLMN. 
The N6n reference point is between UPF and NEF for support of small data transmission using UP transport. From UPF viewpoint, N6n is like N6 but using tunnelling between UPF and NEF in the same PLMN e.g. based on IP encapsulation/decapsulation as shown below in figure 6.35.2.1-1.
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Figure 6.35.2.1-1: 5G non-roaming architecture reference model
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Figure 6.35.2.1-2: Roaming 5G System architecture 

6.35.2.2
Small data delivery 
The Small data delivery enables UE – SCS/AS communication. The Small data delivery is supported by a NEF which supports the NIDD API and a UPF. The UPF may be dedicated for small data delivery which support N6n connectivity to NEF. 
The UPF-NEF interface for small data communication is assumed to be inside the operator domain:

Northbound NEF interface:

-
API for NIDD related procedures as specified in the TS 29.122 [9] clause 4.4.5.


-
The Common API Framework (CAPIF).

Southbound NEF interface:

-
N6n interface.

-
Forwarding NIDD received over T8 NIDD API to the UE via user plane. 
-
The southbound interface has a PDU session layer which support PDU Sessions of different types. IPv6 and IPv4 PDU session type shall be supported. PDU Sessions of Unstructured PDU session type (aka "Non-IP") are also supported.
-
All types of data (IP data and Unstructured data) should be tunnelled over N6n. NEF is located within the operator network and its interfaces should not be directly exposed to UEs for security reasons. 
-
Higher layer IoT protocols can be used towards the UE on top of the PDU Session layer, but those protocols are outside of the scope of 3GPP. 

The UPF N4 interface:

-
PFCP Session Establishment and N6n tunnelling establishment.

-
SMF support for UDM interaction at NIDD Configuration and NIDD Authorization Update (see TS 23.682 [6]). Stage 3 decision if new UP(CP message are used or if the existing PFCP Session Modification message is used.


The NEF supports store-and-forward of small data. The northbound API is terminated in the NEF. 

NOTE 3:
Additional application layer functionality of the NEF is beyond the scope of 3GPP.






The following principles apply in addition: 

Southbound as part of the NEF:
-
N6n tunnelling establishment by Nnef service operation.  NEF supports N6n tunnels between UPF and NEF. 
-
The NEF supports Functionalities for Unstructured PDU Session Type data transfer, i.e. IP encapsulation for downlink data and IP decapsulation for uplink data. 
-
The NEF stores its NEF ID in the UDM during NIDD Configuration. 

-
Reliable Data Service between UE and NEF is supported when requested and authorised. The UE indicates its capability of supporting RDS to the network using PCO and the SMF indicates NEF support for RDS to the UE in the PCO..

SMF:

-
The SMF retrieves the NEF ID from the UDM during PDU Session establishment procedure, and the SMF provides the N6 PtP tunnel information (toward NEF) to the UPF or the UE.

-
The SMF allocates UPF N6n PtP tunnel information or uses N4 services with UPF to allocate UPF N6n PtP tunnel information (if UPF is used to allocate the end points). 

-
The SMF uses Nnef services to provide the UPF N6n PtP tunnel information (the IPv6 address and the UDP port of the tunnel end at the UPF) to the NEF and to request NEF to allocate a NEF N6n PtP tunnel information.
-
The SMF uses Nnef services to negotiate support of RDS and maps this information with RDS support indication in PCO .
-
The SMF provides the NEF N6n PtP tunnel information to the UPF, as a separate N4 service or using the same N4 service as the RAN N3 Tunnel information is provided to the UPF (i.e. the PFCP Session Establishment Request).
6.35.3
Support of EPC interworkings


Interworking could be supported via explicit 5GS and EPS specifications, but it is proposed to re-use the already specified 5GS – EPS interworking principles.
It is proposed to not add in the EPS specifications the PGW – SCEF interface corresponding to UPF-NEF interface in 5GC, but the already agreed 5GS – EPS interworking principles can be re-used to provide interoperability between EPS and 5GS. TS 23.502 clause 4.11.0a.4 specifies that combined SMF+PGW-C can be assigned to a UE that is indicating 5G NAS capability. The combined SMF+PGW-C can then select a combined UPF+PGW-U node, as shown in TS 23.501 clause 4.3.
The N6n interface is proposed for Rel-16 5GC only, so interoperability requires network support for combined SCEF+NEF node. For UE moving between 5GC and EPC, connectivity options supported by UE and combined SCEF+NEF node may differ. 
Editor’s note:
Maintenance of RDS context in the mobility between EPC and 5GC is FFS.
The capability of tunnelling User Plane small data from UPF to NEF provides thus the same capability for User Plane small data over the combined UPF+PGW-U and combined SCEF+NEF (as specified in solution 13) also when the 5GS + EPS capable UE is served by EPS. 
Editor’s note: How to determine whether APN corresponds to N6 or N6n DNN after mobility to 5GS is FFS.
Since DNN intended for small data over the user plane is configured in the network to be associated with NEF supporting T8 services, there is no need to indicate small data over user plane in the PDU Session or PDN Connection establishment and the EPS – 5GS mobility does not introduce any additional requirements on the UE context transfer.
6.35.4
Procedures















6.35.4.1
Connection establishment for UPF and NEF

Figure 6.35.4.1-1 shows connection setup procedure for user plane small data delivery using T8 NIDD API . Transport of small data over IP (IPv4, IPv6) and Unstructured PDU session types are supported. Small data is tunnelled over the N6n interface, the tunnel is configured at connection establishment. 
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Figure 6.35.4.1-1: NIDD configuration and small data transfer path setup procedure
It is assumed that NIDD configuration between NEF and AF has been performed already (step 0). During NIDD configuration, the NEF stores NIDD configuration parameters along with NEF’s routing information (e.g., IPv6 address, port number, etc) to the UE’s SM subscription data. The data path to the NEF is established by the UE performing PDU Session Establishment procedure. 

The PDU Session Establishment Procedure is performed as defined in TS 23.502 [7] with the following additions:

1.
The UE includes in PDU Session Establishment Request a specific DNN per URSP. This DNN is configured in the network to be associated with NEF supporting T8 NIDD API services.
2.
The AMF selects a SMF based on the specific DNN requested by the UE along with the other parameters as specified in TS 23.502 [7].

4.
The SMF determines that the PDU Session requires the involvement of a NEF (i.e. for  the T8 NIDD API). The SMF retrieves NEF information from the UE’s subscription data in the UDM, i.e. NEF ID.

5.
The SMF selects UPF. The SMF allocates UPF N6n Tunnel information and UPF N3/N9 Tunnel information. If the UE requests IP PDU session type (e.g., IPv4, IPv6), the SMF allocates an IP address/prefix for the PDU Session as described in TS 23.501 [5] clause 5.8.1. If the UE requests Unstructured PDU session type, the SMF allocates an IPv6 prefix for the PDU Session without involving the UE.

6.
The SMF provides the NEF with the UPF N6n Tunnel information, the PDU Session Type and optionally the allocated IP address/prefix for the UE for the N6n UPF-NEF tunnel and with NIDD configuration parameters, e.g., External Identifier, AF ID (i.e., T8 destination address), and DNN as retrieved in Step 4. The NEF associates the NIDD configuration for the UE with the UPF N6n Tunnel information and the allocated IP address/prefix for the UE for the PDU Session. The NEF stores the N6n Tunnel information in order to route the DL small data towards the UE on PDU session determined based on DNN associated with the NIDD configuration and the user identity. 



The NEF responds to the SMF including the NEF N6n Tunnel information. New Nnef service operations that supports the above parameters is used for the N6n tunnel configuration.

If the UE indicated in the PCO its willingness to support RDS, the SMF negotiates RDS with the NEF during that step.
7.
SMF includes the APN Rate Control parameters in the PCO. If RDS has been successfully negotiated with the NEF, the SMF sends a RDS indication to the UE in PCO;
8-9.
Same as the PDU Session Establishment Procedure defined in TS 23.502 [7]
10.
SMF updates the UPF using N4 Session Modification Request with the NEF N6n Tunnel information and the RAN N3 Tunnel Information. 

6.35.4.2
MO small data transfer
Figure 6.35.4.2-1 shows  delivery over user plane procedure.

[image: image7.emf]UE (R)AN

UPF

NEF

AF

1. uplink data transfer

3. uplink data transfer

4. IP decapsulation

5. NIDD API for UL data

1. NIDD API for DL data

2. IP encapsulation

3. downlink data transfer

5. downlink data transfer

2. IP encapsulation

4. IP decapsulation


Figure 6.35.4.2-1: Small Data delivery over User Plane using T8 NIDD API
For uplink data:

1.
The UE sends uplink data via user plane. 
2-3.
The UL PDU is encapsulated and forwarded on the N6n tunnel. 

4.
The NEF receives the small data over the N6n connection and determines target AF. The NEF performs IP decapsulation (i.e. removes the IP header). 

5.
NEF forwards the received small data as NIDD to the AF via T8 NIDD API using public user identity.

For downlink data:

1.
NEF receives the NIDD from the AF via T8 NIDD API targeted for public user identity.

2.
The NEF resolves the 3GPP user identities, determines if UP or CP shall be used for the received DL packet , and determines target N6n Tunnel and the UE IP address (if any). The NEF performs IP encapsulation based on the N6n Tunnelling information. 

3-4.
The NEF transfers downlink data to the UPF. The UPF acting as PDU Session Anchor performs IP decapsulation for the received data (i.e. removes the N6n tunnelling headers) and determines the PDU Session for the UE to deliver the data.

5.
The UPF forwards the small data to the UE.

6.35.5
Impacts on existing entities and interfaces

Impacts on SMF: establishment of a N6n tunnel between UPF and NEF.

Impacts on UDM to support UDM Services equivalent to the NIDD Configuration and NIDD Authorization Update procedures in TS 23.682 [6]. Provision of NEF ID to the SMF.

The NEF supports tunnelling of small data over N6n with a UPF and new Nnef service operation needed for the point-to-point tunnel management between UPF and NEF.
NOTE:
In this solution IP tunnelling at N6n is assumed, but the tunnel type is expected to be specified as part of stage 3.
Impacts on UPF to support N6n Tunnelling with NEF including encapsulation/decapsulation.

6.35.6
Evaluation


In addition to small data over N6, this solution can support as a new feature also small data via NEF over user plane. 
This solution enables the 5GC to use the same NEF and NIDD API for both UP and CP data. A 3rd party Application Server can use T8 NIDD API towards the UE whether the UE supports UP data or CP data for its small data transmission. That is, the route inside the 3GPP network is transparent to the Application Server, and the T8 NIDD API is available also for UEs supporting UP data. 
The solution supports UPF and NEF inter-connected via N6n reference point.
This solution can be deployed via combined node that supports UPF and NEF functionality in a single node. 
�Removed for now after on comment from Farooq (?)


�Given that both IP and Unstructured small data should be tunneled (to not expose NEF internal interfaces to UE) the paragraph above should be valid for both IP and Unstructured  
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