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Abstract of the contribution: This contribution proposes changes for Solution #4 to support scenarios that the NPN subscription of a UE is managed by the UDM in the NPN and the PLMN subscription of a UE is managed by the UDM in the PLMN. Editor’s notes for Solution #4 are also clarified.
1.
Discussion
This contribution is to resolve two Editor’s notes identified for Solution #4, and proposes additional changes to support the procedure in which a UE accessing a non-public network (NPN) is authorized using a UDM in a non-public network and the non-public network is managed by the UE’s public PLMN operator.
1) Editor’s Note on PLMN ID assignment:
Editor's note:
Whether it can be assumed that PLMN ID will be assigned for non-public network isolated from PLMN by regulatory for each country is FFS.
The last SA2 meeting had a discussion on the issue and made a general consensus that we would allow the use of both a standardized and a locally defined (by a regulatory, an operator, etc) PLMN value for a standalone NPN. It is proposed that the current text should be updated to clarify the use of these values for indication of a standalone NPN. 
2) Editor’s Note on support of UEs belonging to a different PLMN operator
Editor's note: It is FFS whether or how to handle the case that PLMN which manages the NPN is different from the PLMN which manages the UE subscription/credential. 
This scenario is for the case that operators for a public and a non-public PLMNs are different from each other. Since, in respect of a non-public network and a UE, the non-public network identified by a different PLMN ID (i.e., not the same as the UE’s public PLMN) should be treated as a standalone NPN, the scenario can be served by the network discovery and selection procedure defined for a standalone NPN. Thus, no change is necessary.
3) Support for authorization of NPN services using a local UDM 
In a non-public network which is administrated by a public PLMN operator, the public PLMN operator can have options for managing UE’s subscription data. That is, the subscription data for the NPN can be unified with the UE’s PLMN subscription data and stored in a UDM in a public PLMN, which enables a unified UE authentication and service authorization for the non-public network and public PLMN. Alternatively, the subscription data for the NPN can be stored in a separate UDM in the NPN while the subscription data for the public PLMN is stored in a central UDM in the PLMN, which allows more flexibility in managing the UE’s subscription for the non-public network. To address these options, a revised procedure is proposed in the contribution. In the procedure, the UE is authenticated and authorized for PLMN offered services using a UDM in the public PLMN, and authorized for non-public network offered services using a UDM in the non-public network (if additional authorization by the non-public network is required).
1st revision:  
· standalone NPN only - related description is marked by memo for understanding.
· The solution update in S2-1812390(NTT Docomo) is merged.

· Solution evaluation part is added.
· cellReservedForOtherUse bit is introduced to block the legacy or normal UEs which are not authorized to access non-public networks.
2nd revision:

· the following editor’s note is added:
Editor's note: how to support that source NG-RAN shall not hand over the UE in CM-CONNECTED state to a target NG-RAN node if the target is a cell not supporting its NPN is FFS.
3rd revision: Remove the NOTE in the procedure subsection.
2.
Text Proposal

The following changes are proposed to TR 23.734.
*** Start of the change ***
6.4
Solution #4: Identification for non-public network
6.4.1
Description

To address the key issue #2 ("Network Identification for non-public networks"), the solution is based on the following principles:
-
A non-public network is uniquely identified by the combination of a PLMN ID and a non-public network ID.
-
For a non-public network isolated from a PLMN (i.e., standalone non-public network), a reserved dedicated PLMN ID, which is assigned globally (e.g., MCC=999 and MNC=3GPP specified value) or within a country (e.g., special MCC and MNC values specified by a local regulatory) is used. 

      For a non-public network deployed as part of a PLMN, the PLMN ID of the PLMN operator is used.
- A non-public network ID may be managed by the local regulation or assigned in un-managed manner by individual network operators, per policy of the local regulation in a given region.
-
A non-public network is distinguished from a public network by the presence of a non-public network ID which is broadcast together with its PLMN ID as system information. 
-
A non-public network is distinguishable by the PLMN ID whether the non-public network is isolated from PLMN or not.
To address the key issue #1 ("Network discovery & selection and access for non-public networks "), the solution is based on the following principles:

-
NG-RAN nodes supporting access to non-public networks broadcast in SIB one or more tuples of PLMN ID and NPN ID to indicate to UEs the non-public networks they support.
-
In automatic network selection mode when a UE discovers available networks, the UE would select the highest priority available network out of the preferred network selection list, which indicates the preference on UE's network selection among public networks and non-public networks, which RAT type can be considered together.  How to define or use the preferred network selection list will be decided by CT1 WG. 

-
The UEs which have subscription for a non-public network are authorized to register with the non-public network. The UEs are configured with their UE identity (e.g. SUPI, or NAI
) and credentials for the subscribed non-public networks.
-
legacy or normal UEs which are not authorized to a non-public network access, may access the NG-RAN which supports non-public network because if they have no capability to distinguish between public network and non-public network. To solve the problem, we may use the cellReservedForOtherUse indication, e.g. the NG-RAN node broadcasts both the cellReservedForOtherUse and the non-public network indication as not barred.
-
Depending on the UE’s subscription to a public PLMN and whether the public PLMN is accessible through the non-public network, (i.e. AMF in the non-public network can access UDM/AUSF in the public PLMN. Or AMF resides in the public PLMN
), the UE identity and its corresponding credential used in the non-public network are determined as follows:

-
For UEs in a non-public network which is allowed to access the public PLMNs of the UEs:

-
UE ID (i.e. SUPI) which is assigned by the public PLMN is used for the non-public network as well as the public PLMN. And UE authentication can be performed by the public PLMN's AUSF/UDM.

-
UE subscription data for the non-public network is stored in the non-public network's UDM(This UDM can reside in the public PLMN)
. So UE authorization for non-public network is performed by the non-public network's UDM.
NOTE:
This secondary authorization aspect can be enhanced following the conclusion of FS_eNS.

-
For UEs in a non-public network which is not allowed to access the public PLMNs of the UEs (e.g. the non-public network which is managed by a different PLMN operator or isolated from any PLMN):

-
UE ID (i.e. NAI) is assigned in the non-public network, where the realm part of the NAI should include non-public network identification (e.g. NPN-dedicated PLMN ID+NPN ID).

-
UE subscription data for the non-public network is stored in the non-public network's UDM only. So UE authentication and authorization is performed by the AUSF/UDM in the non-public network.

-
A UE includes the non-public network Identification (e.g. PLMN ID+NPN ID) in the RRC message to indicate that the UE intends to access the non-public network.
-
A UE indicates to the AMF identification information of the non-public network (e.g. by including the non-public network Identification in the registration request message ).

-
On receiving the registration request message, the AMF may perform for UE authentication in the non-public network:
-
UE authentication procedure in the public PLMN based on the SUPI or SUCI if the public PLMN of the UE is accessible via the non-public network; and

-
UE authentication procedure in the non-public network if the non-public network is not allowed to access the public PLMN of the UE or isolated from any public PLMN
.
-
Source NG-RAN shall not hand over the UE to a target NG-RAN node if the target is a cell not supporting its NPN. 
Editor's note: how to support  in detail that source NG-RAN shall not hand over the UE in CM-CONNECTED state to a target NG-RAN node if the target is a cell not supporting its NPN is FFS.
6.4.2
Procedures


The Figure 6.4.2-1 shows the UE Registration procedure in a non-public network which is allowed to access the public PLMN for UE credentials(i.e. non-standalone NPN case):
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Figure 6.4.2-1: UE Registration procedure in a non-public network  (public PLMN credential)
0.
A new SIB provided by 5G-RAN indicates non-public network(s) which it supports (i.e. combination of NPN ID and PLMN ID is broadcast in the SIB). UE discovers and select the non-public network which the UE has subscription to.

1.
UE to RAN: AN message (AN parameters, Registration Request (Registration type, SUCI or 5G-GUTI, etc), where the AN parameters include the selected NPN ID.

2.
The RAN selects an AMF which is in the non-public network as described in TS 23.501 [3], clause 6.3.5.

3.
RAN to AMF: N2 message (N2 parameters, Registration Request), where the N2 parameters include the selected NPN ID.
4.
[conditional] the new AMF retrieves the UE context from the old AMF which the UE indicates by 5G-GUTI included in the Registration Request.

5.
The AMF may decide to initiate UE authentication for the non-public network by invoking an AUSF. In that case, the AMF selects an AUSF in the hPLMN if the UE Identity in the Registration Request message from the UE is SUPI or SUCI or 5G-GUTI.

6.
If authentication is required, the AMF requests it from the AUSF, which is in the hPLMN. NAS/AS Security contexts are shared between UE and non-public network.

7.
The AMF selects a UDM to retrieve the UE subscription data for the non-public network and register UE context, based on the SUPI and NPN ID. Depending on the network deployment, a UDM in the public PLMN or a UDM in a non-public network can be selected for the UE subscription data.

         - If UE subscription data for NPN is managed in the public PLMN, the AMF selects the UDM in the public PLMN to retrieve the UE subscription data for the public PLMN and the NPN. 
         - If UE subscription data for the NPN is managed in the NPN, the AMF selects a UDM in the PLMN to retrieve the UE subscription data for the public PLMN and an additional UDM in the NPN to retrieve the UE subscription data for the NPN.
8.
The AMF registers with the UDM(s), which is(are) selected for the PLMN and the non-public network in step 7, using Nudm_UECM_Registration and subscribes to be notified when the UDM deregisters this AMF, and retrieves the Access and Mobility Subscription data, SMF Selection Subscription data and UE context in SMF data using Nudm_SDM_Get. 

9.
Based on the subscription data for the public PLMN and the NPN, the AMF sends a Registration Accept message to the UE indicating that the result of the Registration Request  for the public PLMN and the NPN. 

10.
The UE completes the Registration procedure.
The Figure 6.4..2-2 shows the UE Registration procedure in a non-public network for the isolated NPN case:
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Figure 6.4.2-2: UE Registration procedure in a non-public network (NPN credential)
0.
A new SIB provided by 5G-RAN indicates non-public network(s) which it supports (i.e. combination of NPN ID and PLMN ID is broadcast in the SIB). UE discovers and select the non-public network which the UE has subscription to.

1.
UE to RAN: AN message (AN parameters, Registration Request (Registration type, NAI or 5G-GUTI, etc), where the AN parameters include the selected NPN ID.

2.
The RAN selects an AMF which is in the non-public network as described in TS 23.501 [3], clause 6.3.5.

3.
RAN to AMF: N2 message (N2 parameters, Registration Request), where the N2 parameters include the selected NPN ID.
4.
[conditional] the new AMF retrieves the UE context from the old AMF which the UE indicates by 5G-GUTI included in the Registration Request.

5.
The AMF may decide to initiate UE authentication for the non-public network by invoking an AUSF. The AMF selects an AUSF in the NPN if the UE Identity in the Registration Request message from the UE is an NPN UE ID.

6.
If authentication is required, the AMF requests it from the AUSF in the NPN. NAS/AS Security contexts are shared between UE and non-public network.

7.
The AMF selects a UDM in the NPN to retrieve the UE subscription data and register UE context, based on the NAI and the NPN ID.

8.
The AMF registers with the UDM, which is selected for the non-public network in step 7, using Nudm_UECM_Registration and subscribes to be notified when the UDM deregisters this AMF, and retrieves the Access and Mobility Subscription data, SMF Selection Subscription data and UE context in SMF data using Nudm_SDM_Get. 

9.
Based on the subscription data for the non-public network, for the authorized UE the AMF sends a Registration Accept message to the UE indicating that the Registration Request has been accepted. 

10.
The UE completes the Registration procedure.

6.4.3
Impacts on Existing Nodes and Functionality

UE

-
enhancement for NPN discovery and selection based on PLMN ID and NPN ID
RAN

-
enhancement for broadcasting NPN information in SIB (PLMN ID, NPN ID)

-
enhancement for selection of AMF based on NPN information from a UE
AMF

-
enhancement for handling UE subscription data for an NPN
-
enhancement for support of a UDM managed in an NPN
UDM

-
enhancements for NPN subscription (NPN UE ID, allowed NPN list)
6.4.4
Solution Evaluation

Solution 4 enables network discovery, selection and identification for non-stand-alone non-public networks by broadcasting the list of non-public network IDs that a given cell provides access to, where network discovery and selection is performed based on available PLMN ID+ NPN ID, which is same as for standalone non-public networks. The UE selects and attempts to register with a non-public network the UE has a subscription for. UE authentication can be performed by the public PLMN's AUSF/UDM. And UE authorization for non-public network is performed by the non-public network's UDM or the public PLMN’s UDM per operator’s deployment scenario on where the UE subscription for non-public network is stored. 

*** End of the change ***
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