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Abstract of the contribution: This contribution propose to evaluate and conclude the 2 solutions for Key Issue 8: performance improvement and supervision of mIoT terminals.
1 Introduction

There are 2 solutions for the Key Issue 8: performance improvement and supervision of mIoT terminals:
Table 1: Solution review for Key Issue 8: NWDAF-Assisted mIoT terminals monitoring
	
	Current Techniques

	
	How NWDAF awareness of expected UE behaviour parameters
	How 5GC NFs (e.g. AMF, SMF) report data to NWDAF
	How NWDAF recognize the misused or hijacked IoT terminals

	Solution 8
	- learned by NWDAF itself

 
	In step 2:
5GC NF should firstly determine whether a UE's behavioural information matches its expected UE behaviour parameters.

If not, the UE is regarded as an exception UE, and then the NFs reports the UE's behavioural information to the NWDAF.
	- NWDAF determine if UE(s) is/are misused or hijacked based on UE’s behavioral information from 5GC NFs.

	Solution 21
	- configured by network operator in UDM

- directly provided by AF

- learned by NWDAF itself
	In step 5:

5GC NFs reports the UE's behavioural information to the NWDAF unconditionally.
	- NWDAF determine if UE(s) is/are misused or hijacked based on UE’s run time data from 5GC NFs.

	Comparison
	- Solution 21 is missing the details for how NWDAF learn the expected UE behavior parameters, which is depicted in solution 8.

- The initial configured expected UE behavior parameters may be inaccurate and need be updated by the NWDAF if the expected UE behavior parameters is initially configured in OAM.

- Operator have to fully trust the AF provided expected UE behavior parameters, esp. AF belongs to 3rd party.
	Solution 21:

Unconditional 5GC NFs reporting UE’s behavioral information to NWDAF (which may lead to signaling storm to the network) 

Solution 8: 

Conditional 5GC NFs reporting.
	Solution 8 is aligned with Solution 21.

	Solution update proposal
	- Update the Solution 8 to focus on how NWDAF learns the expected UE behavior parameters, and stores or updates the initially configured expected UE behavior parameters by network operator.

- Update the Solution 21 to focus on the expected UE behavior parameters is directly provided by AF.
	- In order to avoid signaling storm to the network, in solution 21, 5GC NF should also initially determine if the UE’s behavioral information could be reported to the NWDAF.

- Move the Solution 21 that the procedure for 5GC NF should also initially determine if the UE’s behavioral information could be reported to the NWDAF to Solution 8.
Solution 21 refers to solution 8 for this part.
	- move the solution 21 that the procedure for how NWDAF/5GC NF handles/ the misused or hijacked IoT terminals to Solution 8.

Solution 21 refers to solution 8 for this part.


It is proposed to choose the solution 8 and solution 21:

- Solution 21: When expected UE behavior parameters could be provided by AF, then it could be received from AF；
- Solution 8: When expected UE behavior parameters could not be provided by AF, then it could be learned by NWDAF itself.

2 Proposal 

It is proposed to agree the following P-CR to TR 23.791.
* * * Start of Changes * * * *

7
Overall Evaluation


7.x
Key Issue 8: Performance improvement and supervision of mIoT terminals 
There are two alternative solutions on how misused or hijacked applications running in IoT devices are recognized by using data analysis.



Solution 8 requires AMF/SMF to identify IoT devices with unexpected behaviour first by comparing runtime UE behaviours with expected UE behaviours provided by UDM or NWDAF and optionally to take actions locally. The NWDAF will make further analysis on the result provided by the AMF/SMF to determine the misused or hijacked applications running in IoT devices. The analytic result from the NWDAF can be sent to 5G NFs or AF to trigger corresponding actions.
Solution 21 relies on the NWDAF to identify the misused or hijacked applications running in IoT devices by itself. The NWDAF needs to collect runtime data of IoT devices from the 5GC and compare the UE runtime behaviour with expected UE behaviours which may be obtained from AF or UDM, or learned by the NWDAF itself. The analytic result from the NWDAF is also sent to 5G NFs or AF to trigger corresponding actions.
8
Conclusions


8.x
Key Issue 8: Performance improvement and supervision of mIoT terminals 
It is concluded that Solution 8 and Solution 21 are used as the basis for normative work on how misused or hijacked applications running in IoT devices are recognized.
* * * End of Changes * * * *
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