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Abstract of the contribution: This paper would like to update the solution 21 and make an overall evaluation for key issue 8.
1.	Discussion
This document proposes to update the solution 21 and make an overall evaluation for key issue 8. 

* * * Start of Changes * * * 
[bookmark: _Toc529000966]6.21	Solution 21: Supervision of IoT devices for risk precaution
[bookmark: _Toc529000967]6.21.1	Description
Editor's note:	Describe the solutions. Sub-clause(s) may be added to capture details, procedural flow, etc.
[bookmark: _Toc529000968]6.21.1.1	General
In the key issue 8, it is mentioned that the IoT devices may be misused or hijacked, and hence brings security issues to the 3GPP system or application layer services. This solution proposes that, first, the NWDAF analysis is relied to detect the misbehaviours of IoT UE(s) and evaluate the risk brought by the misbehaviour UE(s). The NWDAF can perform analysis such as:
-	Detect out of the ordinary behaviour of a specific UE from within a group of mIoT UEs over a period of time. This can help identify a misbehaving UE, a theft of service from a UE or a hijacked UE.
-	Detect out of the ordinary behaviour for set of UEs in a group within a short term to identify sudden change in behaviour that may indicate hijacking of multiple UEs, denial of service attacks, etc.
Once the NWDAF deems that any risk brought by the misused or hijacked UEs is serious enough to notify or alert the subscribers, the NWDAF notifies the related subscribers (could be network functions or service providers) about the suspicious events or risk, so that the 3GPP system or service provider can adopt an appropriate action(s) for the risk. 
[bookmark: _GoBack]NOTE:	The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which are under malicious use.
[bookmark: _Toc529000969]6.21.1.2	Identifying misbehaving UE(s)
When the network operator or IoT service provider asks the NWDAF for supervision of a specific or a group of IoT devices, the NWDAF performs data analysis on such devices based on the collected information from the application server and the 3GPP network to identify rogue behaviour for a single or multiple UEs. In order to identify misbehaving UEs, the NWDAF compare the UE runtime data with expected UE behaviours.
NWDAF becomes aware of UE IDs belonging to a group of mIoT UEs via consulting the UDM for subscriber information. The expected behaviour for a group of mIoT UEs can be:
-	Provisioned into the UDM by the network operator based on for example its expectation about the behaviour, SLAs with IoT service providers managing groups of UEs, etc.;
-	Identified by application server and provided directly to the NWDAF; or
-	learned by the NWDAF itself via collection of historical data for that group.
The following table 6.21.1.2-1 gives an example of the expected UE behaviour parameters.
Table 6.21.1.2-1: An example of expected UE behavioural information
	Information
	Presence
	Description

	Stationary indication
	O
	Identifies whether the UE group is stationary or mobile, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	Periodic communication indicator
	O
	Identifies whether the UE group communicates periodically or not, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	Communication duration time
	O
	Duration interval time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).
Example: 5 minutes

	Periodic time
	O
	Interval Time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).
Example: every hour

	Scheduled communication time
	O
	Time zone and Day of the week when the UE is available for communication (TS 23.682 [5], clause 5.10.1).
Example: Time: 13:00-20:00, Day: Monday

	Maximum Latency
	O
	Indicating maximum delay acceptable for downlink data transfers (TS 23.682 [5], clause 4.5.21).

	Maximum Response Time
	O
	Indicating the time for which the UE stays reachable to allow the AF to reliably deliver the required downlink data (TS 23.682 [5], clause 4.5.21).

	Suggested Number of Downlink Packets
	O
	Indicating the number of packets that the UPF shall buffer in case the UE is not reachable (TS 23.682 [5], clause 4.5.21).



In order to collect some runtime data like UE current location, data rate etc., the NWDAF may request the 3GPP network to start monitoring the UE states, i.e. the NWDAF sends monitoring request to the NFs to collect the required network data, e.g., as reported by monitoring events listed in table 6.21.1.2-2.
The information for the support of Performance improvement and supervision of mIoT terminals could also additionally be the information listed in Table 6.8.1.1-1.
Table 6.21.1.2-2: Examples of monitoring events
	Event
	Description
	Which NF detects the event

	Location Reporting
	As specified in the table 4.15.3.1-1 in TS 23.502 [3]
	As specified in the table 4.15.3.1-1 in TS 23.502 [3]

	Change of SUPI-PEI association
	
	

	Roaming status
	
	

	Communication failure
	
	

	Availability after DNN failure
	
	

	Number of UEs present in a geographical area
	
	

	UL or DL Packet Latency
	Indicating the delay for uplink or downlink packets transfers for the UE
	SMF

	UL or DL data rate
	Indicating the bit rate for uplink or downlink packets transfers for the UE
	SMF



[bookmark: _Toc529000970]6.21.1.3	Solving the risk brought by misbehaving UE(s)
After the NWDAF completes the data analysis and detects some UEs with serious misbehaviours, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF determines whether to notify or alert the related 5GC NFs or application layer based on the subscriptions from these 5GC NFs.
If PCF subscribes the notification, the NWDAF sends the PCF a notification about the risk or suspicious events, which triggers the PCF to update the AM/SM policies. The NWDAF can also send the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF can, based on operator policies, adopt pre-defined anti-risk mechanisms. The following table gives examples of policies and actions for risk solving. The exact policies and actions to solve specific risks depend on operator’s configurations.
Editor's note:	What exact policies and actions should be adopted to solve specific risks is FFS.
Table 6.21.1.3-1: Examples of policies and actions for risk solving
	Risk description
	AM/SM policy
	Actions of NFs

	Unexpected UE location
	Add the area of current UE location into mobility restriction
	AMF Applies mobility restriction

	Unexpected elephant flows
	Decrease the MBR for the related QoS flow
	SMF updates the QoS rule

	Unexpected wakeup
	Apply MM back-off timer to the UE
	AMF applies MM back-off timer to the UE

	Suspicion of DDoS attack
	Release the PDU session and Apply SM back-off timer
	SMF releases the PDU session and applies SM back-off timer

	Wrong destination address
	Update the packet filter of the related QoS flow to block the wrong SDF
	SMF updates the packet filter of the related QoS flow and configures the UPF



Based on the subscription of the application server, the NWDAF sends the notification/alert to the application server, which may trigger application layer to activate some risk precaution methods.
[bookmark: _Toc529000971]6.21.1.4	Procedures
The procedure of using NWDAF to identify the misbehaviour IoT devices and trigger risk precaution for such IoT devices is shown in the Figure below.




Figure 6.21.1.4-1: Procedure of using NWDAF to supervise IoT devices and enable risk precaution
0.	When an IoT UE is registering to the network, the network decides whether to subscribe risk analytic report from the NWDAF. NWDAF becomes aware of the mIoT UE group that the UE belongs to and the expected behaviour for that group based mechanisms described in clause 6.21.1.2. During the registration procedure, UDM provides the expected UE behaviour parameters together with a UE group ID to the AMF/SMF.
1a.	The AMF/SMF serving the UE may subscribe risk analytic report from the NWDAF for a specific UE. In the subscription message, the AMF/SMF may include expected UE behaviour parameters retrieved from the UDM.
1b.	The PCF may subscribe risk analytic report from the NWDAF for a specific UE or a group of UEs. In the subscription message, the PC may include expected UE behaviour parameters for the UE or the UE group.
1c.	The application layer SCS/AS may subscribe the risk analytic report from the NWDAF, where the subscription message may contain expected UE behaviour parameters identified on the application layer. The subscription message can be UE specific or UE group specific.
2.	The NWDAF starts the data analysis for the UEs indicated in the subscription message.
3-4.	The NWDAF may collect some runtime data of the UE(s) by sending monitoring request to the related NFs. The monitoring request may be sent to the NFs directly or via NEF based on operator's configuration.
5.	Same steps as step 2c - step 10 described in the Figure 6.8.1.2-1.The 5GC NFs (e.g. AMF, SMF) send event reports to the NWDAF based on the report requirements received in the monitoring request.
NOTE:	The detailed monitoring procedures via NEF refer to clause 4.15.3 in TS 23.502 [3].6.	The NWDAF analyses the collected data for the IoT devices, and may detect some suspicious events which may be a risk, e.g., unexpected UE location, abnormal traffic pattern, wrong destination address. Based on the risk type and operator policies, The NWDAF determines whether to send a notification or alert to the application layer and the 3GPP network.
7.	The notification or alert sent to the application layer indicates an exception ID, which is used by the SCS/AS to choose appropriate security precaution methods, e.g. isolating the misbehaviour UE, locking the account etc.
8.	The notification or alert may be sent to the PCF, so that the PCF can promptly adjust the related AM/SM policies (e.g. as described in the Table 6.21.1.3-1) to prevent the deterioration of the security issue.
9.	The updated AM/SM policies are provisioned to the AMF/SMF via PCF service Npcf_AM/SMPolicycontrol_Update Notify.
10.	The AMF/SMF enforce the updated policies.
11. The notification or alert containing the exception ID may be sent to the related 5GC NFs directly, e.g. AMF or SMF.
12.	Once the AMF or SMF receives the exception ID, based on the operator policies, it adopts appropriate actions (e.g. as described in the Table 6.21.1.3-1) to relieve the risk.
[bookmark: _Toc529000972]6.21.2	Impacts on Existing Nodes and Functionality
Editor's note:	Capture impacts on existing 3GPP nodes and functional elements.
AMF:
-	Subscribes risk report from the NWDAF;
-	Collects network data and sends data report to NWDAF if collecting network data was requested;
-	Determines and enforces anti-risk mechanism if receiving an Exception ID from the NWDAF.
SMF:
-	Subscribes risk report from the NWDAF;
-	Collects network data and sends data report to NWDAF if collecting network data was requested;
-	Determines and enforces anti-risk mechanism if receiving an Exception ID from the NWDAF.
PCF:
-	Subscribes risk report from the NWDAF;
-	Defines anti-risk policies based on received Exception IDs.
NEF:
-	Receives monitoring request from the NWDAF and forwards monitoring report to the NWDAF if needed.
NWDAF:
-	Collects network data from 5G NFs and/or SCS/AS;
-	Sends monitoring request to the NEF if it supports;
-	Performs data analysis to identify misbehaving UEs and risks;
-	Notifies 5G NFs or SCS/AS about the identified risks and related UEs based on subscriptions.

[bookmark: _Toc529000973]6.21.3	Solution Evaluation
Editor's note:	Use this section for evaluation at solution level.
This solution relies on the NWDAF to identify misbehaving UEs and the risk(s) brought by such UEs. If the NWDAF identifies any risk, based on operator’s policies, it sends notification or alert to subscribers who are interested in the risk report.  A risk is indicated by an Event/Exception ID, if the PCF receives the Exception ID, it may define some anti-risk policies, e.g. adjusting MM/SM policies; if the AMF/SMF receives the Exception ID, it determines the anti-risk mechanism if needed, and then enforces the anti-risk mechanism.
This solution allows the network to automatically identify misbehaving UEs, evaluate the risk(s) brought by such UEs, and solve the risk(s), which is useful to improve the efficiency of network management and strengthen the network capability of resisting risk, especially for the network serving massive IoT devices.
* * * End of Changes * * * 
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