SA WG2 Temporary Document

Page 1

SA WG2 Meeting #S2-129BIS
S2-1812501
26 – 30 November 2018, West Palm Beach, USA
(revision of S2-1811990)
Source:
Ericsson, Nokia, Nokia Shanghai Bell
Title:
Updates on solution #28 - Line Id Transfer to and usage within 5GC
Document for:
Approval
Agenda Item:
6.7
Work Item / Release:
FS_5WWC / Rel-16
Abstract of the contribution: This contribution proposes various minor updates to solution #28 to keep it open until normative phase on how SUCI needs to be re-defined to carry Line ID.
Discussion
The solution #28 “Line Id Transfer to and usage within 5GC” provides very good information on how Line ID can be used in 5GC and one feature is that the solution enables that SUPI can be both Line ID (NAI format) or IMSI based.

The solution also provides details on how N1 should be enhanced to carry the Line ID (in SUCI) and that UDM should potentially translate the Line ID to IMSI. For this part, Ericsson thinks further investigations and protocol work are needed to determine the appropriate solution, but it is proposed that it can be handled during normative phase.

The SUCI is currently defined to carry a concealed SUPI, so if SUCI is used to carry the Line ID, then the SUPI should be based on Line ID as well. However, the option to translate Line ID in SUCI to IMSI-based SUPI should also be covered. Now the AGF will not really know what is used inside the 5GC (whether IMSI or Line ID based SUPI is used) so the definition of SUCI need to be changed. 

The solution is also updated based on BBF LS in S2-1811672

Q3#2: There are several references for line ID encoding. These are:

· DHCPv4 option 82 exchange (TR-101i2 Annex B, original specification 2006)

· PPPoE Circuit and Remote ID AVP insertion (TR-101i2 Annex A/8.3, original specification 2006)

· DHCPv6 use of option 18 via LDRA functionality in the access node (TR-177  corr 1 R-7, original specification 2010)

· Use of the Line ID Option (LIO) in RS messaging (TR-177 corr1 R-16, original specification 2010). Also documented in RFC 6788

We request that 3GPP notes that RFC 6788 differs slightly from the BBF encodings. We would also observe that a line ID is administered by the network operator, and therefore is not guaranteed to be unique across multiple operators. This would be a consideration when the line ID is used as a component of FN-RG support or as a globally unique location for both 5G-RGs and FN-RGs. In order to make this information globally unique, it would need to be combined with a globally administered operator ID to produce a globally unique tuple that could be used for subscriber identification.  We expect to be able to define a solution during the normative phase of work.
Proposal
It is proposed to update TR 23.716 as follows

***** First Change *****
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6.28
Solution #28 -Line Id Transfer to and usage within 5GC
6.28.1
Overview
Current BBF service and customer management is centred around using the Line Id (e.g. added by the AN in DHCP Option 82) to identify the RG and the associated subscription.

This solution studies how 5GC is made aware of the Line Id and can use Line Id.

This solution is meant to apply to 5G-RG (connected over Wireline access) and FN-RG collectively called "RG" in this solution; the solution is specific to Wireline access and does not apply to FWA. For FN-RG case this solution is a complement of solution 22

NOTE1:
How the AGF gets the Line Id as well as the format of a Line Id is determined by BBF. The Line Id format is further documented in sub-clause 6.28.2.3
The Line ID is not guaranteed to be unique across multiple operators. Since a 5GC may be connected to multiple wireline access networks using overlapping Line ID values, the Line ID needs to be combined with an ID of the operator administrating the Line ID value in order to make it unique within 5GC. 

6.28.2
Description of the solution

6.28.2.1
Usage of the Line Id as ULI

In case of 5G-RG (connected over Wireline access) and FN-RG, the AGF provides the Line Id as ULI (User Location Information) in any N2 message where, as any 5G-AN, it needs to send ULI to AMF (e.g. in the initial UE message).

It is expected that for both 5G RG and FN RG the AGF can provide ULI including when transferring the first NAS signalling message (register) from (5G RG) or about (FN RG) a RG.

6.28.2.2
Usage of the Line Id to identify the FN RG

 In case of FN-RG the AGF provides the Line Id (together with an operator Id of the operator administrating the Line ID value) within the SUCI put in the NAS registration request it builds on behalf of the RG and it sends to the AMF. This solution assumes that the AGF ensures that the Line Id information it provides to the AMF is accurate

NOTE 1:
Further security impacts of FN RG (e.g. related with NAS and UP security) are to be defined as part of another solution. e.g. the 5GC is assumed to trust the AGF and the SUCI information provided by the AGF, Where needed Network Domain Security applies between the AGF and the AMF  More details are also provided in solution 23

When it has received a SUCI made up to include a Line Id (together with an operator Id of the operator administrating the Line ID value) from an AGF, the AMF selects an AUSF based on information received in the SUCI and asks for authentication from the AUSF. The SUCI made up to include a Line Id (together with an operator Id of the operator administrating the Line ID value) is provided to the AUSF that fetches the corresponding SUPI from the UDM and provides back the SUPI to the AMF.  More details are provided in solution 23;
The AGF would also need to include a Home Network Identifier in the SUCI. In non-roaming cases, the AGF could be configured with the same Home Network Identifier for all FN-RGs. 
If roaming architecture is applicable, e.g. to support wholesale scenarios using the roaming architecture, SUCI needs to include the Home Network Identifier of the operator owning the subscription for the FN-RG. To support this, the Home Network Identifier of the FN-RG needs to be known by the AGF. This information is assumed to be available as part of setting up a wholesale arrangement between the access (visited) operator and the home network operator.
NOTE: 
Whether the roaming architecture is applicable for wholesale and whether AGF can know the home operator ID of an FN-RG needs to be confirmed by BBF. Alternatively, it is assumed that only non-roaming architecture is applicable. 
The Line Id may be used as the SUPI in UDM (also within SUCI) and then continue managing the RG using the Line Id (in PCF policies, in CDR, etc…) or the Line Id in SUCI may be used as a pseudonym of the SUPI to map it to a SUPI corresponding to an IMSI in UDM. Depending on SA3 requirements, Line ID in SUCI can still be concealed.
When Line ID is used as pseudonym identity in SUCI and UDM does a mapping of Line Id to IMSI, then the definition of SUCI need to be updated since it is currently defined to carry a concealed version of SUPI. In this case, the SUCI will contain a pseudonym identity (Line ID) that should be mapped by UDM into a SUPI. 
Wireline LI may use the Line Id to identify Wireline subscribers to intercept. Wireline charging may use the Line Id to identify Wireline subscribers that need to be billed.

The AMF uses the SUPI to fetch the subscription data using procedures already defined in TS 23.502 [3]. The only difference due to the usage of a line ID in the SUPI is in the UDM selection procedure.

The AMF then uses the ULI = Line Id to check the Registration restriction of the RG (FN-RG in the case of this solution);

NOTE 2:
The control of registration restriction for RG(s) to be defined by another solution.

As defined in R15, both the SUPI and the Line Id (as ULI) are provided by the AMF to the SMF over N11 (e.g. when issuing a Nsmf_PDUSession_CreateSMContext Request), by the SMF to the PCF over N7 (e.g. when performing an SM Policy Association Establishment procedure as defined in TS 23.502 [3] clause 4.16.4), by the AMF to the SMSF.

The SUPI is used by SMF, SMSF, PCF, etc… to fetch subscription data from UDM/UDR using procedures already defined in TS 23.502 [3]. The only difference due to the usage of a line ID in the SUPI is in the UDM (and PCF/CHF) selection procedure.

6.28.2.3
Format of the Line Id 
NOTE 1:
The Line ID format is to be defined by BBF; the content of this sub-clause comes from BBF LS in S2-1811672. 
Different operators / different Access Networks may use different format of the Line ID e.g.:
· DHCPv4 option 82 exchange (TR-101i2 [10] Annex B, original specification 2006)

· PPPoE Circuit and Remote ID AVP insertion (TR-101i2 [10] Annex A/8.3, original specification 2006)

· DHCPv6 use of option 18 via LDRA (Lightweight DHCPv6 Relay Agent) functionality in the access node (TR-177 [xx] R-07)
· Use of the Line ID Option (LIO) in RS messaging (TR-177 [xx] corr1 R-16, original specification 2010). The LIO option is also documented in RFC 6788 [yy].
NOTE 2:
RFC 6788 [yy] encoding differs slightly from the BBF encodings. 



6.28.3
Impacts on existing Functions

In case of FN-RG and 5G-RG served by Wireline access:

-
Any NF that uses the content of the ULI is impacted (for example the SMF when it considers the ULI to select an UPF)

In case of FN-RG:

-
Need to add the possibility for SUCI derived from a Line Id in the SUCI definition/format. Need to define proper AUSF and UDM discovery based on a SUCI derived from a Line Id.

-
The UDM is modified to translate a SUCI based on a Line Id into a SUPI (that based on operator configuration may either correspond to an IMSI or to the Line Id).

-
SUPI/SUCI format change in order to include a Line ID

-
When the SUCI or SUPI corresponds to a Line Id, the UDM selection functionality is modified to select the UDM based on the Line Id and not based on an IMSI)

-
PCF discovery is modified when the SUPI including a Line Id)

NOTE:
Apart from the UDM (and from UDM/PCF/CHF selection by AMF, SMF, SMSF, PCF) no 5GC NF needs to know whether the SUPI corresponds to a Line Id or to an IMSI.

***** End of Changes *****
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