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It is proposed to update TS 23.716 as follows.
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6.16
Solution #16- Subscription control for the Support of a range of IP address/Prefixes in a PDU Session

6.16.1
Overview

This solution addresses KI # 4 (SMF subscription data) and # 15 (SM support).

This solution is meant to apply to 5G-RG (connected over FWA and/or via a Wireline access) and/or to FN RG called collectively "UE (RG)" in this solution; the IP address allocation mechanisms described in this solution could also apply to other kind of UE.

Some deployments (e.g. for corporate access) may require to associate one or more ranges of IPv4 address / IPv6 Prefixes to a PDU Session (the PDU session is associated with one or more 'subnets'). These ranges of IPv4 address / IPv6 Prefixes correspond to subnets reachable via the UE(RG) and that should from DL packet forwarding perspective be associated with the PDU Session.

The actual ranges of IPv4 address / IPv6 Prefixes may be defined in the subscription data (received by SMF from UDM) or may be provided to the SMF by the DN-AAA server as part of PDU Session Establishment authentication/authorization by a DN-AAA server (as defined in TS 23.501 [2] clause 5.6.6).

The IPv4 address / IPv6 Prefix allocated to the UE as part of the PDU Session establishment (e.g. delivered in NAS PDU Session Establishment Accept) may belong to one of the ranges (static IPv4 address / IPv6 Prefix provided by the UDM in Session Management Subscription data) or may be dynamically allocated. In the latter case the IPv4 address / IPv6 Prefix allocated to the UE as part of the PDU Session establishment and does not correspond to any ranges of IPv4 address / IPv6 Prefix associated with the PDU Session.

6.16.2
Description of the solution

N10 subscription data is modified as described in italics in the table below:

Table 6.16.2-1: N10 subscription data
	Session Management Subscription data (data needed for PDU
	GPSI List
	List of the GPSI (Generic Public Subscription Identifier) used both inside and outside of the 3GPP system to address a 3GPP subscription.

	Session Establishment)
	Internal Group ID-list
	List of the subscribed internal group(s) that the UE belongs to.

	
	Session Management Subscription data contains one or more S-NSSAI level subscription data:

	
	S-NSSAI
	Indicates the value of the S-NSSAI.

	
	Subscribed DNN list
	List of the subscribed DNNs for the S-NSSAI (NOTE 1).

	
	For each DNN in S-NSSAI level subscription data:

	
	UE Address
	Indicates the subscribed static IP address(es) for the IPv4 or IPv6 or IPv4v6 type PDU Sessions accessing the DNN, S-NSSAI.

	
	Frame (IPV6) Route(s)
	Set of Frame (IPV6) Route information that each refers to a range of IPv4 address / IPv6 Prefix to associate with a PDU Session established on this (DNN, S-NSSAI)



	
	Allowed PDU Session Types
	Indicates the allowed PDU Session Types (IPv4, IPv6, IPv4v6, Ethernet, and Unstructured) for the DNN, S-NSSAI.

	
	Default PDU Session Type
	Indicates the default PDU Session Type for the DNN, S-NSSAI.

	
	Allowed SSC modes
	Indicates the allowed SSC modes for the DNN, S-NSSAI.

	
	Default SSC mode
	Indicate the default SSC mode for the DNN, S-NSSAI.

	
	5GS Subscribed QoS profile
	The QoS Flow level QoS parameter values (5QI and ARP) for the DNN, S-NSSAI (see clause 5.7.2.7 of TS 23.501 [2]).

	
	Charging Characteristics
	This information is defined in TS 32.240 [39]; it may e.g. contain information on how to contact the Charging Function. This information, when provided shall override any corresponding predefined information at the SMF

	
	Subscribed-Session-AMBR
	The maximum aggregated uplink and downlink MBRs to be shared across all Non-GBR QoS Flows in each PDU Session, which are established for the DNN, S-NSSAI.

	
	Static IP address/prefix
	Indicate the static IP address/prefix for the DNN, S-NSSAI.

	
	User Plane Security Policy
	Indicates the security policy for integrity protection and encryption for the user plane.


NOTE:
Frame (IPV6) Route(s) information will be defined by 3GPP (CT) while the corresponding concept relate to IETF RFC 2865 [30], and IETF RFC 3162 [31].

The Subscribed-Session-AMBR and User Plane Security Policy apply to all traffic of the PDU Session regardless of the Frame (IPV6) Route(s) associated to the PDU Session.

When as part of PDU Session Establishment authentication/authorization by a DN-AAA server (TS 23.502 [3] Figure 4.3.2.3-1) the DN-AAA server confirms the successful authentication/authorization of a PDU Session, the DN-AAA server may also provide one or more Frame (IPV6) Route(s) to apply to the PDU Session. In that case the SMF cross checks the validity of the Frame (IPV6) Route(s) received from the DN-AAA server wrt local policies associated with the (DNN, S-NSSAI).

It is up to the subscription management (Management of subscription data) and/or to the DN-AAA server to ensure that PDU Sessions of 2 UE are not associated with overlapping Frame (IPV6) Route(s).

The SMF ensures that an UE does not simultaneously establish multiple PDU Session to a (DNN, S-NSSAI) when the corresponding subscription is associated with Frame (IPV6) Route(s),

NOTE:
This is to ensure that the UPF does not receive conflicting forwarding rules on multiple N4 Sessions associated with the same Frame (IPV6) Route(s),

The SMF notifies the PCF with the Frame (IPV6) Route(s) being associated with the PDU Session; PCF policies may associate different Frame (IPV6) Route(s) with different QoS and Charging levels.

The SMF provides the Frame (IPV6) Route(s) to the UPF in order that DL (N6) traffic targeting any IP address/Prefix identified by the Frame (IPV6) Route(s) can be:

-
properly forwarded to the relevant PDU Session.
-
provided proper QoS.
-
monitored.

This reuses existing N4 mechanisms (usage of PDR, FAR, URR and QER). It is nevertheless expected that the definition of PDR will be updated to support the association of a PDR with one or multiple Frame (IPV6) Route(s).

The Frame (IPV6) Route(s) associated with a PDU Session is stored in CDR and provides as part of LI information associated with the PDU Session.
The following figure shows the message flow for a PDU Session establishment (copied from 23.502 Figure 4.3.2.2.1-1: "UE-requested PDU Session Establishment for non-roaming and roaming with local breakout"). The changes to the R15 procedure introduced for the support of the solution are highlighted in dark red in the figure and are described in the text below the figure while otherwise the PDU Session Establishment proceeds as described in R15 specifications.
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Figure 6.16.2-1: impacts of Frame Route to 23.502 Figure 4.3.2.2.1-1: UE-requested PDU Session Establishment for non-roaming and roaming with local breakout

In step 4, Session Management Subscription data that the SMF retrieves using Nudm_SDM_Get (SUPI, Session Management Subscription data, DNN, S-NSSAI) may contain Frame Route information.

In step 6, in case the SMF triggers the PDU Session establishment authentication/authorization as described in TS 23.502 [3] clause 4.3.2.3, when in step 4 of TS 23.502 [3] Figure 4.3.2.3-1 the DN-AAA server confirms the successful authentication/authorization of the PDU Session, the DN-AAA server may indicate Frame Route information in the authorization information it provides to the SMF.

NOTE 1:
This aspect is already supported by Rel15 specifications

If in step 7b, the SMF performs an SM Policy Association Establishment procedure as defined in TS 23.502 [3] clause 4.16.4, the SMF may provide Frame Route information to the PCF; the PCF may take this Frame Route information into account for its policy decisions.

NOTE 2:
As within an IP Packet Filter Set (defined in TS 23.501 [2] clause 5.7.6.2) an IP address or Prefix may be combined with a prefix mask, PCC rules do not need to be modified.

Step 10 a: when provides Packet detection, enforcement and reporting rules to be installed on the UPF for this PDU Session, Packet Detection Rules may contain Frame Route information.

NOTE 3:
both UL and DL Packet Detection Rules may contain Frame Route information. UL Packet Detection Rules may contain Frame Route information to ensure proper charging or specific forwarding of the corresponding traffic

NOTE 4:
This aspect is already supported by Rel15 specifications

6.16.3
Impacts on existing Functions

The following impacts have been identified:

-
UDM/UDR subscription data (sent to SMF) is updated to support Frame (IPV6) Route(s)

-
SMF / CHF / Nchf impacts to associate Frame (IPV6) Route(s) with charging data. The SMF notifies the CHF with the Frame (IPV6) Route(s) being associated with the PDU Session.
-
SMF / PCF impacts to associate Frame (IPV6) Route(s) with a SM Policy Association. The SMF notifies the PCF with the Frame (IPV6) Route(s) being associated with the PDU Session.
No N4 impact is expected to associate Frame (IPV6) Route(s) with DL traffic forwarding.
* * * Change * * * *
* * * Change * * * *
* * * Change * * * *
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