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Abstract of the contribution: 
This document proposes a Solution corresponding to Key Issue #4.2, especially to enable discovery of 5GLANs using Provisioning Domains as defined in IETF.
Discussion
This proposal addresses aspects of Key Issue #4.2, especially to enable discovery of 5GLAN services. The proposal describes how Provisioning Domains (PvDs) can be used to provide the UE with information regarding the availability of 5GLAN Services and related parameters. In particular, PvDs can help provide network discovery information, and enable proper selection of 5GLANs.
Background on Provisional Domains
Today IP hosts can access the Internet and other networks through different network interfaces, tunnels, or next-hop routers. The concept of Provisioning Domain (PvD) was defined in RFC 7556 in 2015 to represent the set of network configurations associated with each access method. Another specification draft is currently being defined in the IETF to describe how PvD names and related data can be conveyed over IPv6 router advertisements (RA), and how additional attributes can be conveyed in a JSON document served at a well-known URI.
In short, PvDs offer a flexible discovery and selection mechanism, which can support dynamic discovery of 5GLANs, multiple 5GLANs per PDU sessions and multiple 5G slices per 5GLAN.

Proposal

* * * * Start of Change * * * * 

[bookmark: _Toc435670433][bookmark: _Toc436124703][bookmark: _Toc509905226][bookmark: _Toc519346059][bookmark: _Toc519346112]6.x	Solution #X: Network discovery and selection of 5GLAN networks using Provisioning Domains
[bookmark: _Toc435670434][bookmark: _Toc436124704][bookmark: _Toc509905227][bookmark: _Toc519346060][bookmark: _Toc519346113]6.x.1	Overview
This proposal addresses aspects of Key Issue #4.2, especially to enable discovery of 5GLAN services enabling simultaneous communication with multiple 5GLANs. It leverages Provisioning Domains (PvDs) defines in IETF. 
PvDs offer a general standard way to discover and select network access. The present document proposes 3 different usages for them:
· PvDs can be used to dynamically discover available 5GLANs in a particular location, using an existing PDU session to do so. Especially, this can be used to provide detailed attributes for 5GLANs, which may further help the UE in deciding which 5GLAN to connect to.
· In this solution, Router Advertisements (RA) sent by SMF to UE (e.g. at the end of PDU session establishment) can use the RA PvD ID option to carry information about each 5GLAN available to the UE. The UE may need to establish a new PDU session to access such a 5GLAN, unless it is available over the PDU session that was used for the RA.
· An advantage of this method is to enable dynamically discover new 5GLAN groups as they become available (and to remove 5GLANs as they become unavailable, e.g. due to UE mobility). Moreover, a rich set of detailed parameters may be associated with each 5GLAN, if need be, to facilitate selection by the UE.
· While some proposed 5GLAN architectures are restricted to use a single 5GLAN per PDU session, these architectures could make use of PvDs to support multiple 5GLAN simultaneously over a given PDU session.
· In this solution, Router Advertisements (RA) sent by SMF to UE (e.g. at the end of PDU session establishment) can use the RA PvD ID option to carry information about each 5GLAN available to the UE over this given PDU session.
· This mechanism therefore applies to cases where multiple 5GLANs can be accessed over a single PDU session. For example, it can be used to enable multiple 5GLANs per PDU session. This mechanism also shares advantages of the previous case (dynamic discovery and rich set of parameters).
· [bookmark: _Hlk528315448]Finally, PvDs can make it possible for a UE used as a gateway to enable detecting and selecting one or more 5GLANs by other devices locally attached to the UE.

6.x.2. Procedures
6.x.2.1. Discovering 5GLANs over a PDU Session
This procedure uses provisioning domain (PvD) ID option in router advertisements (RA) sent by SMF through an PSA once a PDU Session is established. The RA can carry different PvD IDs associated with one or more 5GLAN network names and other parameters associated to the 5GLAN service such as TAI, S-NSSAI, IPv6 prefixes, IPv4 subnets amongst other. The UE internally maintains those sets of information associated with each PvD. The UE may later initiate a new PDU session establishment to communicate over a given 5GLAN. Fig. 6.x.2.1-1 illustrates this procedure


Figure 6.X.2.1-1: Procedure to Discover and Select Multiple 5GLANs
1) The UE request the establishment of a PDU Session as per TS 23.502 steps 1 to 13 
2) Upon successful PDU Session Establishment, the SMF may generate one or more router advertisements (RA) and send them to the UE via the PSA. Each RA includes a PvD ID option that identifies explicitly a 5GLAN that may be accessed by this UE, along with usual attributes such as 5GLAN name, and other attributes further identifying a 5GLAN and its characteristics.
a. When the 5GLANs can be accessed through the existing PDU session, the PDU Session ID is included as one of the attributes associated to the PvD
b. When the  5GLAN accessed through multiple slices, multiple PvD IDs are advertised by the SMF, each referring to the same 5GLAN, but including a different S-NSSAI ttributes, e.g. PvD IDs “pvd1.operator.com” including attributes “s-nssai” set to “<s-nssai1>” and “5glan-id” set to “<5glan-A>” and “pvd2.operator.com” including attributes “s-nssai” set to “<s-nssai2>” and “5glan-id” set to “<5glan-B>”.
3) The UE may retrieve additional attributes related to one or more PvDs as signal through a flag present in RA
a. As defined in draft, attributes related to each PvD specified in JSON document located at the well-known URL https:/<pvd-id>//.well-known/pvd may be fetched by the UE. The UE uses the flag present in the RA to determine when these attributes should be fetched. Note that 3GPP-specific attributes such as 5GLAN network ID, PDU session ID, S-NSSAI may be defined in IETF, using a 3GPP specific private namespace
b. Alternatively, the PCO can be used to request PvD attributes
4) UE stores per-PvD attributes acquired using any of the two alternatives specified in step 3
5) When an application associated to the a 5GLAN group is launched (e.g., 5GLAN group associated to this application through policy or based on other characteristics such as the destination IP address) the UE requests the establishment of a PDU Session, e.g., using procedures specified in 6.23

6.x.2.2	Connecting to Multiple 5GLANs over a PDU Session
For IPv6, different IPv6 prefixes can be provided in RA, each associated with a given 5GLAN (and with a PvD ID). The UE internally maintains this information associated with each PvD and configures itself with IP addresses derived from these IPv6 prefixes. Late, when the application traffic is generated, the Network may use the Source IP address of the traffic generated by the UE, along with other parameters such as the DNN, to identify the 5GLAN group the UE wants to direct this traffic to.
6.x.2.2.1. Using PvDs over Router Advertisements



Figure 6.X.2.1-2: Procedure to Connect to and Select among Multiple 5GLANs per PDU Session

1) The UE request the establishment of a PDU Session as per TS 23.502 steps 1 to 13 
2) Upon successful PDU Session Establishment, the SMF may generate one or more router advertisements (RA) and send them to the UE via the PSA. Each RA includes a PvD ID option that identifies explicitly a 5GLAN that may be accessed by this UE, along with usual attributes such as 5GLAN name, and other attributes further identifying a 5GLAN and its characteristics.
a. Multiple 5GLANs can be advertised and later accessed over this PDU session, e.g. PvD IDs “pvd1.operator.com” including attribute “5glan-id” set to “<5glan-A>” and “pvd2.operator.com” including attribute “5glan-id” set to “<5glan-B>” may be carried over the same PDU session
3) The UE may retrieve additional attributes related to one or more PvDs as signal through a flag present in RA
a. Attributes related to each PvD specified in JSON document located at the well-known URL https:/<pvd-id>//.well-known/pvd may be fetched by the UE. The UE uses the flag present in the RA to determine when these attributes should be fetched. Note that 3GPP-specific attributes such as 5GLAN network ID, PDU session ID, S-NSSAI may be defined in IETF, using a 3GPP specific private namespace
4) The UE stores per-PvD attributes acquired using any of the two alternatives specified in step 3 and it configures a local IP address for each PvD associated to a 5GLAN group accessible through this PDU session, using the IPv6 prefix information present in each selected PvD
5) When an application associated to the a 5GLAN group is launched (e.g., 5GLAN group associated to this application through policy or based on other characteristics such as the destination IP address) the UE directs the traffic over the established PDU Session using the Source IP associated to the 5GLAN group it wants to access, as defined in the associated PvD. The UPF can then use the source IP address to select the appropriate 5GLAN, and further forward 5GLAN traffic

6.x.2.2.2. Support for IPv4 and Ethernet using PDU Session Accept
While IPv6 prefixes are conveyed over Router Advertisements as described in 6.x2.1.1, according to 23.502, IPv4 addresses allocated by the network are conveyed over the PDU Session Establishment accept message. Therefore, for the IPv4 case, the PDU Session Establishment Accept message can be used to carry PvD-like information; e.g., for each 5GLAN supported by the PDU session, a PvD ID, a MAC or IPv4 IP address, a 5GLAN network name. In addition, detailed PvD information elements may be carried either in the PDU session accept message or may be delivered as a JSON document as specified in 6.x.2.2.1.
To support Ethernet-Layer 5GLANs over an Ethernet PDU session, in replacement of step 2, the PDU session accept message should be modified in the same fashion, replacing the IPv4 address with a MAC address for the UE. In step 5, the UE will select the appropriate MAC address to use as source address, based on the desired 5GLAN. In step 6, the UPF will match the source MAC address with the appropriate 5GLAN.
Note: it is still FFS whether a single MAC address on the UE can be associated with a given 5GLAN. If UE uses the same MAC address to access multiple 5GLANs, other means such as VLANs may be used instead (e.g. a VLAN ID may therefore be carried in the PDU session accept message in this case and used in step 5 and 6).
6.x.2.3	Connecting Devices to Multiple 5GLANs through a UE


Figure 6.X.2.3-1: Procedure to Connect external devices to a Multiple 5GLANs through a UE 
1) UE obtains information on available 5GLAN services using procedures defined in 6.x.2.1 and 6.x.2.2
2) The UE relays on or more RA(s) to external devices containing PvD information for applicable 5GLAN Services
3) External device configures a local IP address for each PvD it plans to use
4) External device starts sending traffic over a given 5GLAN, e.g. using as source IP address an address configured using the IPv6 prefix advertised for the PvD with the corresponding “5glan-id” attribute.
5) UE matches the source IP address of traffic with the appropriate PvD.
a. If the PvD has a PDU session ID attribute, UE forwards traffic over this PDU session
b. Otherwise, UE initiates a new PDU session establishment for the desired 5GLAN network, to carry this traffic.

* * * End of Change * * * *
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1. The UE requests the establishment of a PDU Session as per TS 23.502, clause 4.3.2.2.1 (steps 1 to 13)
4. UE stores per-PvD attributes
5. When an application associated to 5GLAN advertised in step 2 is launched the UE requests the establishment of a new PDU Session to access to this 5GLAN using e.g., using procedures described in 6.23
2. SMF sends one or more router advertisements (RA) through UPF to the UE. Each RA includes a PvD ID option that identifies a 5GLAN
3. The UE may retrieve additional attributes related to one or more PvDs at a well known URL, or alternatively using PCO
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1. The UE requests the establishment of a PDU Session as per TS 23.502, clause 4.3.2.2.1 (steps 1 to 13)
4. UE stores per-PvD attributes and it configures a local IP address associated to each PvD
5. When an application associated to 5GLAN advertised in step 2 is launched the UE uses the established PDU Session to access to this 5GLAN groups associated to the provided Source IP Address
2. SMF sends one or more router advertisements (RA) through UPF to the UE. Each RA includes a PvD ID option that identifies a 5GLAN that can be accessed through the current PDU Session
3. The UE may retrieve additional attributes related to one or more PvDs at a well known URL or alternatively using PCO
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Device
3. External device stores per-PvD attributes, and configures a local IP address for each PvD it plans to use over the PDU session.
5. UE matches the source IP address of traffic with the appropriate PvD, forwards traffic over existing  PDU session or it requests a new PDU Session
4. Traffic associated to a 5GLAN group generated using source IP corresponding to selected 5GLAN group defined in associated PvD
2. UE sends one or more router advertisements (RA). Each RA includes a PvD ID option that identifies explicitly the 5GLAN to access, along with related attributes



