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Abstract of the contribution: This contribution proposes to update solution 15 to enhance ARP&ND proxying mechanism in order to solve flooding and paging storm issue.
1	Introduction
UE can request an Ethernet type PDU Session to access a 5G LAN-VN, which supports interworking with the Ethernet network in data network. In case many UEs of this 5G LAN-VN are in idle state, when the Anchor UPF receives ARP/ND requests within this 5G LAN-VN, the Anchor UPF will trigger RAN paging for these UEs in idle state. This would result in flooding the radio network and paging storm. 
Similar issues exist in EVPN case. There is an RFC (https://tools.ietf.org/html/rfc7432) which talks about it and there they specify the following in section 10:
“The IP Address field in the MAC/IP Advertisement route may optionally carry one of the IP addresses associated with the MAC address. This provides an option that can be used to minimize the flooding of ARP or Neighbor Discovery (ND) messages over the MPLS network and to remote CEs. This option also minimizes ARP (or ND) message processing on end-stations/hosts connected to the EVPN network. A PE may learn the IP address associated with a MAC address in the control or management plane between the CE and the PE.  Or, it may learn this binding by snooping certain messages to or from a CE. When a PE learns the IP address associated with a MAC address of a locally connected CE, it may advertise this address to other PEs by including it in the MAC/IP Advertisement route.”
In R15, based on operator configuration the SMF may request the UPF acting as the PDU Session Anchor to proxy ARP/IPv6 Neighbour Solicitation or to redirect the ARP traffic from the UPF to the SMF. The SMF or UPF responds to the ARP and / or the IPv6 Neighbour Solicitation Request by providing the MAC address corresponding to the IP address sent in the request.
R15 ARP/ND proxying mechanism can be re-used to solve the issue on flooding the radio network and paging storm. However R15 assumes the devices behind the UE acquire their IP address via in-band mechanisms that the SMF/UPF can detect, so ARP/ND proxying mechanism is only applicable to Case 1, inapplicable to other cases. These cases are listed as following:
· Case 1: Devices or UEs obtain their IP address via in-band mechanisms, such as DHCP, IPv6 SLAAC, etc.
· Case 2: Devices or UEs obtain their IP address from static configuration or by ways out of 3GPP scope.
· Case 3: Devices or UEs obtain their IP address via NAS message.
· Case 4: For devices in Ethernet LAN, their DHCP or SLAAC messages will not transfer to Anchor UPF.


The SMF/UPF using R15 ARP/ND proxying mechanism can’t learn the <MAC, IP> mapping for devices or UEs in Case 2, Case 3, Case 4. Even though in Case 1, the SMF/UPF using R15 ARP/ND proxying mechanism can’t learn the <MAC, IP> mapping until they see the very first packet for a particular MAC address. Before the SMF/UPF learns and stores the <MAC, IP> mapping, the SMF/UPF may receive any ARP / IPv6 ND request, this would still result in flooding the radio network and paging storm.
In case SMF has instructed UPF that the SMF is doing the ARP proxying, then UPF has to put a duplicate action to UPF for duplicating / mirroring every Ethernet packet it sees to the SMF so that SMF can build the ARP cache. It is wasteful for the UPF to mirror every packet to SMF in this case.
In order to solve this issue, this contributions proposes the following:
· For the UEs or devices whose IP address is statically configured or assigned by ways out of 3GPP scope, they register the <MAC, IP> mapping to SMF via N1 NAS SM, SMF updates <MAC, IP> mapping in UPF 
· For the UEs or devices whose IP address is assigned via NAS message，SMF gets the <MAC, IP> mapping locally, or from DHCP/DN-AAA, SMF updates <MAC, IP> mapping in UPF
· For the clients in DN, the SMF is informed of the <MAC, IP> mapping by AF (e.g., DHCP) via NEF/PCF based on NDD/S-NSSAI, SMF updates <MAC, IP> mapping in UPF
· For the devices or UEs whose IP address is obtained via in-band mechanisms, keep the R15 mechanism and optionally use the above ways

2	Proposal
It is proposed to approve the changes to TR23.734 listed below.
*** Start of changes ***
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This solution addresses Key Issue #4: Support of 5G LAN-type service and Key Issue #5: Support of 5GLAN communication. It focuses on scenarios where 5G LAN-type service is dynamically requested and proposes basic architecture for supporting such dynamic 5G LAN-type service and 5GLAN communication.
A 5GLAN Group may be managed (i.e. created, modified, and removed) based on AF request or UE request. A UE that belongs to the 5GLAN Group can access the 5G LAN-type service corresponding to the 5GLAN Group. 5GLAN Groups are isolated from each other, that is, communication between 5GLAN Groups is not supported.
Editor's note:	It is FFS what information is provided by UE or AMF for management of the 5GLAN Group.
The UE can access the 5G LAN-type service by establishing a PDU Session. During establishment of the PDU Session, the UE is authenticated/authorized for accessing the 5G LAN-type service. The 5G LAN-type service supports 5GLAN communication within the 5GLAN Group by coordinating PDU Sessions of the UEs, e.g. traffic routing between PDU sessions takes place within the 5GS.
Editor's note:	It is FFS how the network identifies that the PDU Session requested by UE is related to access to 5GLAN.
The 5GS offers the 5G LAN-type service by establishing a user plane composed of one UPF or multiple interconnected UPFs. When the UEs within the 5GLAN Group need to communicate with a physical LAN in the DN for some data services, the Ethernet transport service is associated with the DN and supports connecting the UEs to the physical LAN in the DN.
Editor's note:	It is FFS whether for specific 5GLAN Group there is any user plane pre-established before the first UE requests PDU Session for access to this 5GLAN Group.
The user plane of a 5G LAN-type service has two parts, the Access UP and the Backbone UP:
-	The Access UP contains the UP paths of PDU Sessions.
-	The Backbone UP contains UPFs and Nx connections in between, or Backbone UP bridges the UP paths in the Access UP and the physical LAN (if it exists) in the DN. The Nx connections in the Backbone UP are managed by the 5GC. Traffic routing over Nx in the Backbone UP is configured at the 5G LAN-type service level (i.e. per hop).
NOTE 1:	The UPF(s) in the Backbone UP functions as a router or switch and treats the user plane path of the PDU Session as the cable connecting the UE to one port/interface on the router or switch.
NOTE 2:	The topology of the Backbone UP is implementation specific.
Editor's note:	It is FFS what functionality needs to be supported in the UPF for 5GLAN service of Ethernet and IP type.
The Access UP and the Backbone UP intersect at UPFs, which are PSA UPFs from the access part point of view and BUAP (Backbone UP Access Point) UPFs from the backbone part point of view. Figure 6.15.1-1 shows the user plane architecture of 5GLAN communication framework.


Figure 6.15.1-1: The user plane architecture of 5GLAN communication framework
To enable 5G LAN-type service, the 5GC is enhanced with the following functions/functionalities in the control plane:
-	Group Management Function (GMF): The GMF is responsible for 5GLAN Group management, including creating, modifying or removing a 5GLAN Group, according to authorised request from the UE or the AF. The GMF is also responsible for authentication/authorization of UEs for accessing 5G LAN-type service.
-	Path Management Function (PMF): The PMF is responsible for managing the UP path to support 5GLAN communication within a 5GLAN group and to ensure desired isolation. During the UP management, the PMF takes into account UE location information, and DNAI information (if available). PMF retrieves the UE PDU session information from the SMF.
-	SMF enhancements: Perform 5GLAN group authentication and authorization with GMF during PDU Session establishment/modification procedure; configure packet handling rules (e.g. packet routing & forwarding rules, packet marking rules) in the UPF to support 5GLAN communication. SMF interacts with PMF in order for the UP path management of 5G LAN-type service.
Editor's note:	It is FFS whether other new functions/functionalities are needed.
Editor's note:	It is FFS the signaling flows between GMF, PMF and SMF.
Editor's note:	It is FFS the configuration for 5G LAN-type service, if any.
Editor's note:	The role of PMF and whether it can be part of SMF are FFS.
Figure 6.15.1-2 depicts the enhanced 5GS architecture for non-roaming scenario.


Figure 6.15.1-2: The 5G LAN-type service architecture with SBI presentation


Figure 6.15.1-3: The 5G LAN-type service architecture with PtP presentation
[bookmark: _Toc528512512][bookmark: _Toc528512677][bookmark: _Toc528513259][bookmark: _Toc528513436][bookmark: _Toc528514572][bookmark: _Toc528668473][bookmark: _Toc528761409]6.15.1.1	PDU session establishment for 5G LAN-type service
After added into a 5GLAN group, a UE accesses 5G LAN-type service by establishing a PDU Session targeting the 5GLAN group. The PDU session establishment request message is sent from UE to the SMF, as defined in release 15. During establishment of the PDU Session, SMF contacts the GMF in order to authenticate and authorize the UE for accessing 5G LAN-type service to the intended 5GLAN group. The authentication/authorization information provided by the UE maps to the 5GLAN Group. The mapping is maintained by the GMF as part of the 5GLAN Group context and is provisioned by an AF or a UE during management of the 5GLAN Group (e.g. creation of the 5GLAN Group)
The SMF discovers the GMF based on local configuration, e.g. assuming a PLMN only has one GMF, or by querying the NRF with 5GLAN group ID.
During PDU session establishment, the SMF also contacts the PMF for the sake of user plane path establishment of the PDU session. SMF discovers the PMF using the same approach as finding the GMF. PMF responds SMF with the UP path selection decision for the PDU Session taking into account other PDU Sessions accessing the 5GLAN service (if any exists). The UP path of the PDU Session terminates at a UPF in the Backbone UP.
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In order to minimize the flooding of ARP or ND messages over the radio network and alleviate the paging storm in a 5G LAN-VN, the UPF shall perform ARP/ND proxying as instructed by SMF. In addition to R15 ARP/ND proxying mechanism, the SMF shall inform UPF of the mapping between IP address and MAC address applicable in the 5G LAN-VN. The SMF obtains the mapping between IP address and MAC address for the members in the 5G LAN-VN or for the devices in the Ethernet LAN that interwork with the 5G LAN-VN as following: 
· For the UEs or devices whose IP address is statically configured or assigned by ways out of 3GPP scope, they register the <MAC, IP> address mapping to SMF via N1 NAS SM
· For the UEs or devices whose IP address is assigned via NAS message, SMF gets the <MAC, IP> address mapping locally, or from DHCP/DN-AAA
· For the devices in the Ethernet LAN, the SMF is informed of the <MAC, IP> address mapping by AF (e.g., DHCP) via NEF/PCF based on DNN/S-NSSAI/5GLAN group ID, etc.
· For the devices or UEs whose IP address is obtained via in-band mechanisms, e.g., DHCP, IPv6 SLAAC, SMF gets the <MAC, IP> address mapping using the above three ways if the SMF or UPF receive the ARP/ND requests before they learn the mapping with R15 mechanism.
Upon receiving the ARP/ND messages within the 5G LAN-VN, the UPF responds to the ARP and / or the IPv6 Neighbour Solicitation Request by providing the MAC address corresponding to the IP address sent in the request according to the stored <MAC, IP> address mapping that provided by SMF or learned via R15 mechanism.
6.15.2	Procedures
Editor's note:	This clause describes services and related procedures for the solution.
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Figure 6.15.2.X-1 depicts the procedure on performing ARP/ND proxying.


Figure 6.15.2.X-1: Procedure of ARP/ND proxying
With R15 mechanism, the SMF/UPF can learn and store the <MAC, IP> address mapping for the UEs or devices that obtain their addresses using in-band mechanism, e.g., e.g., DHCP, IPv6 SLAAC. In addition to this:
1. 	The SMF obtains the mapping between IP address and MAC address for the other members in the 5G LAN-VN or for the devices in the Ethernet LAN that interwork with the 5G LAN-VN in the way as specified in 6.15.1.X.
2.	The SMF informs UPF of the mapping between IP address and MAC address applicable for the 5G LAN-VN. 
3. 	Upon receiving the ARP/ND messages within the 5G LAN-VN, the UPF responds to the ARP and / or the IPv6 Neighbor Solicitation Request by providing the MAC address corresponding to the IP address sent in the request according to the stored <MAC, IP> address mapping that provided by SMF or learned via R15 mechanism.
*** End of changes ***
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