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1. Discussion
This document discusses some aspects of "trusted" non-3GPP accesses and proposes conclusions for these aspects.
1.1 Considerations about "trusted" and "untrusted"
1. The same non-3GPP access network can be "trusted" by some PLMNs and can be "untrusted" by other PLMNs. Hence, the "trusted" and "untrusted" property of a non-3GPP access network has meaning only with reference to a particular PLMN. For example, in Fig. 1.1-1 the non-3GPP access network 1 is trusted by PLMN-a, but it is untrusted by PLMN-c and PLMN-d.
2. When a non-3GPP access network is a WLAN access network, which is "trusted" by a PLMN, then the non-3GPP access network may support one or more types of "trusted connectivity" to this PLMN. For example, the non-3GPP access network 1 (WLAN) in Fig. 1.1-1 supports two types of trusted connectivity to PLMN-a: "5G connectivity" and "5G connectivity without NAS". 
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Fig. 1.1-1

3. In general, a trusted WLAN access network can support:

a. 
"5G connectivity" with a PLMN, when it deploys a TNGF function that can connect with an AMF function and an UPF function in this PLMN via N2 and N3 interfaces, respectively;
b. 
"5G connectivity without NAS" with a PLMN, when it deploys a TWIF function that can connect with an AMF function and an UPF function in this PLMN via N2 and N3 interfaces, respectively; 

c. 
"S2a connectivity" with a PLMN, when it deploys a TWAG function that can connect with a PGW in this PLMN, via an S2a interface (and also a AAA Proxy that supports the STa interface, as specified in TS 23.402, clause 16).
4. A non-3GPP access network advertises (e.g. with ANQP) the PLMNs with which it can support "trusted connectivity" and the types of supported "trusted connectivity". For example, in Fig. 1.1-1 the non-3GPP access network 1 (WLAN) advertises that it supports:

a. PLMN-a: 5G connectivity

b. PLMN-a: 5G connectivity without NAS

c. PLMN-b: S2a connectivity (this is already defined in TS 23.402 and TS 24.302)
5. The UE can select a particular non-3GPP access network and use either a "trusted connectivity" procedure or the "untrusted connectivity" procedure to connect to a PLMN via this access network. For example, in Fig. 1.1-1 the UE can select the non-3GPP access network 2 and connect to PLMN-d by using either

a. 
the "5G connectivity" procedure (specified in clause 7.1.3.3) via the TNGF; or
b. 
the "untrusted connectivity" procedure (specified in TS 23.502) via the N3IWF.

c. 
If the UE attempts first the "5G connectivity" procedure but this procedure fails, then the UE may attempt to connect to PLMN-d by using the "untrusted connectivity" procedure.
Similarly, the UE in Fig. 1.1-1 can select the non-3GPP access network 1 and connect to PLMN-a by using either

a. 
a "5G connectivity without NAS" procedure (specified in clauses 7.3 and 7.4), if the UE does not support NAS over non-3GPP access; or 
b. 
the "5G connectivity" procedure (specified in clause 7.1.3.3), if the UE supports NAS over non-3GPP access.
6. A UE that supports NAS over non-3GPP access can select a PLMN and a non-3GPP access network to connect to this PLMN with a "trusted connectivity" procedure, as specified in clause 7.5. Similarly, a UE that does not support NAS over non-3GPP access can select a PLMN and a non-3GPP access network to connect to this PLMN, as specified in clause 7.6 (this is a new clause introduced with S2-1811836). 

7. There is no need for the UE to receive a "trusted indication" (TRUST_IND) from the HPLMN during the EAP authentication (as specified in TS 23.402). This is because, in 5G, when the EAP authentication is executed to register to 5GC, the UE has already initiated a "trusted" or "untrusted" connectivity procedure. So, the EAP indication is unnecessary.
1.2 Selection of "trusted connectivity" type

When the UE decides to access to a WLAN access network in order to establish "trusted connectivity" to a PLMN (e.g. "5G connectivity" or "5G connectivity without NAS"), the UE shall indicate the requested type of "trusted connectivity" by formatting its NAI appropriately, as shown in the Fig. 1.2-1.

More specifically:

a)
When the UE wants to access the WLAN access network in order to connect to EPC of the PLMN, the UE shall format its NAI as specified in TS 23.002:

NAI = "6<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"

b)
When the UE wants to access the WLAN access network in order to connect to 5GC of the PLMN, and the UE supports NAS over WLAN access, the UE shall format its NAI as follows:

NAI = "<SUCI>@nai.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"

c)
When the UE wants to access the WLAN access network in order to connect to 5GC of the PLMN, and the UE does not support NAS over WLAN access, the UE shall format its NAI as follows:

NAI = "<username>@nai.5gc-nn.mnc<MNC>.mcc<MCC>.3gppnetwork.org", in case the UE requests no S-NSSAI; or
NAI = "<username>@sd<SD>.sst<SST>.snssai.5gc-nn.mnc<MNC>.mcc<MCC>.3gppnetwork.org", in case the UE requests a specific S-NSSAI. As specified in S2-1811836, a TNAN may advertise the supported PLMNs and the S-NSSAIs in each PLMN.

NOTE 1: 
A UE that supports NAS over WLAN access can include the requested S-NSSAI in an EAP-5G message (see AN-Params in clause 7.1.3.3), hence, it does not need to include it in the NAI. A NAI that includes an S-NSSAI may only be provided by a UE that does not support NAS over WLAN access.
NOTE 2: 
If the UE has a USIM, then the <username> could be <SUCI>.

NOTE 3: 
The "5gc-nn" means "5GC-No NAS".
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Fig. 1.2-1
1.3 Mobility Considerations

The mobility considerations in this clause apply to WLAN access networks. 

WLAN access networks support two primary mechanisms for fast mobility (see Fig. 1.3-1):

1. Fast BSS Transition (FT), also known as Fast Roaming

a. 
Initially specified in IEEE 802.11r and now incorporated into IEEE 802.11-2016.

b. 
Enables fast authentication and roaming between APs within an Extended Service Set (ESS).

c. 
When the UE wants to move to a target AP within the ESS, can re-authenticate with the target AP while it is still on the source AP, and can be transferred to the target AP only after having established a security context with this AP.
d. 
FT is part of the "Wi-Fi CERTIFIED Agile Multiband" program of Wi-Fi Alliance

2. Fast Initial Link Setup (FILS)

a. 
Specified in IEEE 802.11ai

b. 
The first time the UE authenticates with 5GC, the regular "full EAP" authentication is conducted with the AUSF. However, a pairwise shared key, known as the re-authentication root key (rRK) is also derived in the AUSF and in the UE, in accordance with the RFC 6696, "EAP Extensions for the EAP Re-authentication Protocol (ERP)".
c. 
In other words, FILS requires the support of EAP Re-authentication. 

d. 
FILS is part of the "Wi-Fi CERTIFIED Optimized Connectivity" program of Wi-Fi Alliance
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Fig. 1.3-1
FILS shares some similarities with FT, however, the scope and use cases for the two mechanisms are somewhat different. The scope of FT is for fast authentication when moving within an ESS, for example, between TNAPs advertising the same SSID and the same mobility domain. The FT keys can be passed between TNAPs via the TNGF. Once the UE has associated with the WLAN network, transitions to new TNAPs do not require any interaction with the authentication server in 5GC. On the other hand, the scope of FILS is for fast authentication to TNAPs advertising the same FILS Realm. These TNAPs may be part of multiple, independent ESSs - the only requirement is that all TNAPs allow authentication by the authentication server (AUSF). No direct exchanges are required between the TNAPs, as in case of FT. As long as a valid rRK key remains stored, the UE can use FILS authentication not only when moving to a new TNAP, but also when performing an initial association with a TNAN.

Based on the above considerations, it is proposed that:

· In order to provide fast mobility features, a TNAN shall be able to support EAP Re-authentication, as specified in RFC 6696 [28]. In the special case of a trusted WLAN access network, the EAP Re-authentication enables the support of Fast Initial Link Setup (FILS), specified in IEEE 802.11ai. To accomplish this, the TNGF shall implement the functionality of an ERP server and the "Intra-TNGF Mobility" procedure specified in clause 7.1.3.5.1 shall be supported.
NOTE: 
There is currently an EN in clause 7.1.3.5.1 suggesting that the ERP might not be needed and could possibly be substituted with a 3GPP-specific technology. However, we believe it is better to rely on existing technologies for optimized TNAN mobility support (such as Fast BSS Transition, FILS, ERP, etc.), than defining new 3GPP-specific technologies. This is because several Wi-Fi Alliance certification programs require these technologies and, thus, many WLAN devices (UEs and APs) start supporting them. It is proposed, therefore, to delete the EN in clause 7.1.3.5.1 and to maintain support of ERP. Recall that ERP is already supported in EPC; see TS 23.402 clause 4.9.3, "Support for EAP Re-Authentication".
· The Tn interface is an optional interface between TNGFs that can enable fast mobility when the UE moves between different TNGFs without the need for a full EAP authentication. The mobility based on the Tn interface is an optional feature and, when supported, it shall be based on the procedure specified in clause 7.1.3.5.2, "Inter-TNGF Mobility".
· The mobility between TNAPs belongs to different TNGFs (or FILS realms) cannot be supported by FILS or any other existing and widely deployed technology. For this reason, this kind of mobility can be supported with the inter-TNGF mobility procedure specified in clause 7.1.3.5.2.
2. Proposal

Based on the above discussion, the following changes and conclusions are proposed.
* * * Start of Changes * * * 

7.1
Solution #1: Support of Trusted Non-3GPP Access

7.1.1
General Concepts

The solution specified in this clause is applicable when the UE supports NAS over non-3GPP access. When the UE does not support NAS over non-3GPP access, then the solutions specified in clauses 7.3 and 7.4 are applicable.
A Trusted Non-3GPP Access Network (TNAN) is considered an access network that:

(a)
Employs an access technology not specified by 3GPP (e.g. WLAN);

(b)
Can connect to 5GC by exposing north-bound interfaces compliant with N2/N3; and

(c)
Is deployed and managed either (a) by a 5G mobile operator or (b) by a third-party who is trusted by the 5G mobile operator. How trust is established between a third-party and a 5G mobile operator is currently not considered in this document.

From a functional point of view, a TNAN is composed of at least two types of network functions (see Figure 7.1.1-1):

(i)
A Trusted Non-3GPP Access Point (TNAP): The TNAP enables UEs to access the TNAN by using a non-3GPP wireless or wired access technology. In case of an IEEE 802.11 [27] WLAN, the TNAP corresponds to a WLAN access point. A TNAP terminates the UE's IEEE 802.11 [27] link defined in IEEE Std 802.11 [27].

(ii)
A Trusted Non-3GPP Gateway Function (TNGF): The TNGF exposes the N2/N3 interfaces and enables the UE to connect to 5GC over a non-3GPP access technology. The TNGF is functionally split into a control-plane function, referred to as TNGF-CP, and to a user-plane function, referred to as TNGF-UP. The interface between these functions is not defined.
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Figure 7.1.1-1: Network functions in a TNAN

NOTE 1: 
When the TNAN is a trusted WLAN access network, it may also include additional network functions, such as a Trusted WLAN Interworking Function (TWIF), defined in clause 7.3 and in clause 7.4, and/or a Trusted WLAN AAA Proxy and a Trusted WLAN Access Gateway (TWAG), defined in TS 23.402 [43], clause 16.
Physical TNAN deployments may contain multiple TNAP instances and multiple TNGF instances, as shown in the figure below. Each TNAP connects to one or multiple TNGFs but the details of this connection are outside the scope of 3GPP. Each TNGF exposes N2/N3 interfaces that enable connection with 5GC. Also, a TNGF may support a Tn interface for communication with other TNGFs. Such communication enables direct inter-TNGF mobility. Inter-TNGF mobility may also be supported via 5GC by using the N2/N3 interfaces.
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Figure 7.1.1-2: A TNAN with multiple TNAP and TNGF instances

7.1.2
Reference Architecture

The architecture diagrams in this clause are based on the architecture diagrams in TS 23.501 [2] and show the main network functions required to support trusted non-3GPP access networks in 5GS. Other network functions are not shown for simplicity.
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Figure 7.1.2-1: Non-roaming and LBO Roaming Architecture for TNAN
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Figure 7.1.2-2: Home-routed Roaming Architecture for TNAN
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Figure 7.1.2-3: Roaming Architecture - different PLMNs for TNAN and 3GPP access

7.1.2.1
Network Functions
Trusted Non-3GPP Access Point (TNAP): This is the function that provides UE-access to the TNAN. For instance, it can be a WLAN access point, an Ethernet switch, etc. This function is outside the scope of 3GPP but it is shown in the figures for completeness.
Trusted Non-3GPP Gateway Function (TNGF): This is the gateway function that enables connectivity with 5GC. The TNGF supports the following functions:

-
Terminates the N2 and N3 interfaces (at the TNGF-CP and at the TNGF-UP respectively).

-
Terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN (see the registration flow in clause 7.1.3.3).

-
Implements the AMF selection procedures specified in TS 23.501 [2].

-
Transparently relays NAS messages between the UE and the AMF.

-
Handles SM signalling with SMF (relayed by AMF) for supporting PDU sessions and QoS.

-
Transparently relays PDU data units between the UE and a UPF in 5GC.

-
Implements a local mobility anchor within the TNAN.

-
Supports inter-TNAN mobility by using signalling over the Tn interface.

-
Implements a local EAP Re-authentication (ER) server (as per RFC 6696 [28]) to facilitate intra-TNGF and inter-TNGF mobility.

The TNGF can be implemented as a standalone function or as a function inside another network element, e.g. inside a WLAN access controller or even inside a WLAN access point.

7.1.2.2
Reference Points

The following new reference points are introduced:

Yt
A reference point between the UE and the TNAN that depends on technology applied by the TNAN and is outside the scope of 3GPP. In case the TNAN is a WLAN, the Yt reference point transports IEEE 802.11 [27] messages.

NWt
A reference point between the UE and the TNGF. As shown in figure below, this reference point implements two interfaces: A control-plane interface referred to as NWt-cp, which terminates at the TNGF-CP, and a user-plane interface referred to as NWt-up, which terminates at the TNGF-UP. The NWt-cp interface is used to transfer NAS signalling. The TNGF transparently relays NAS messages between an NWt-cp interface and the associated N2 connection. The NWt-up interface is used to transfer user-plane PDU data between the UE and the TNGF. The TNGF transparently relays PDU data between an NWt-up interface and the associated N3 connection.
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Figure 7.1.2.2-1: NWt supports a control-plane interface (NWt-cp) and a user-plane interface (NWt-up)

Tn
A reference point between two TNGFs, which is used to facilitate UE mobility between different TNGFs (inter-TNGF mobility). The interface used on this reference point is in the scope of 3GPP.

N2
The N2 reference point specified in TS 23.501 [2] with possible additions.

N3
The N2 reference point specified in TS 23.501 [2] with possible additions.


Potential additions/enhancements to N2/N3 reference points are discussed in subsequent clauses.
Editor's note: It is FFS if there is need for an interface between the TNGF and the NG-RAN. Such interface may be used is to enable mobility between a TNAN and NG-RAN.

7.1.3
Procedures

7.1.3.1
TNAN Selection

When a UE wants to register to 5GC via a TNAN, the UE discovers all non-3GPP access networks available at its present location and determines which of these access networks support "5G connectivity" to one or more PLMNs. A TNAN supports "5G connectivity" to a PLMN when the TNAN has a TNGF that interfaces with the PLMN via the N2/N3 interfaces. Each TNAN advertises, e.g. with ANQP, the PLMNs with which it can support "5G connectivity".
The steps executed by the UE for selecting a TNAN, as well as a PLMN for connecting via the TNAN, are specified in Solution #5: "Access Network Selection for Trusted Non-3GPP Access", clause 7.5.2.









7.1.3.2
Selection of "trusted connectivity" type

When the non-3GPP access network is a WLAN access network, which is trusted by a PLMN, then the non-3GPP access network may support one or more types of "trusted connectivity" to this PLMN, such as "5G connectivity", "5G connectivity without NAS" and "S2a connectivity" (see also clause 7.5 and clause 7.6).

When the UE decides to access a WLAN access network in order to establish "trusted connectivity" to a PLMN, the UE shall indicate the requested type of "trusted connectivity" by formatting its NAI appropriately. More specifically:

a)
When the UE wants to access the WLAN access network in order to connect to EPC of the PLMN, the UE shall format its NAI as specified in TS 23.002:

NAI = "6<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"

b)
When the UE wants to access the WLAN access network in order to connect to 5GC of the PLMN, and the UE supports NAS over WLAN access, the UE shall format its NAI as follows:

NAI = "<SUCI>@nai.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"

c)
When the UE wants to access the WLAN access network in order to connect to 5GC of the PLMN, and the UE does not support NAS over WLAN access, the UE shall format its NAI as follows:

NAI = "<username>@nai.5gc-nn.mnc<MNC>.mcc<MCC>.3gppnetwork.org", in case the UE requests no S-NSSAI; or

NAI = "<username>@sd<SD>.sst<SST>.snssai.5gc-nn.mnc<MNC>.mcc<MCC>.3gppnetwork.org", in case the UE requests a specific S-NSSAI. As specified in clause 7.6, a TNAN may advertise the supported PLMNs and the S-NSSAIs in each PLMN.

NOTE 1: 
A UE that supports NAS over WLAN access can include the requested S-NSSAI in an EAP-5G message (see AN-Params in clause 7.1.3.3), hence, it does not need to include it in the NAI. A NAI that includes an S-NSSAI may only be provided by a UE that does not support NAS over WLAN access.

NOTE 2: 
If the UE has a USIM, then the <username> could be <SUCI>.

NOTE 3: 
The "5gc-nn" means "5GC-No NAS".
7.1.3.3
5GC Registration and TNAN Access Authentication

The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-based procedure shown in the figure below. This procedure is essentially the same with the registration procedure for untrusted non-3GPP access in TS 23.502 [3], clause 4.12.2.2. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation, e.g. PPP, PANA (RFC 5191[34]), Ethernet, IEEE 802.3, IEEE 802.11 [27], etc. The interface between the TNAP and TNGF-CP is an AAA interface.
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Figure 7.1.3.3-1: 5GC Registration and TNAN access authentication

1.
A layer-2 connection is established between the UE and the TNAP. In case of IEEE 802.11 [27], this step corresponds to an 802.11 [27] Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.

2-3. An EAP authentication procedure is initiated. EAP messages are encapsulated into layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc. The UE provides a special NAI that triggers the TNAP to send an AAA request to a TNGF-CP, which operates as an AAA proxy. Between the TNAP and TNGF-CP the EAP packets are encapsulated into AAA messages.

4-10. An EAP-5G procedure is executed as specified in TS 23.402 [43], clause 4.12.2.2 with the following modifications:

-
A TNGF key (instead of an N3IWF key) is created in the UE and in the AMF after the successful authentication. The TNGF key is transferred from the AMF to TNGF-CP in step 10a (within the N2 Initial Context Setup Request) . From the TNGF key, the TNGF-CP derives a TNAP key, which depends on the non-3GPP access technology used. For example, in case of IEEE 802.11 [27], the TNAP key is a Pairwise Master Key (PMK). and then The TNAP is transferred from and then from TNGF-CP to TNAP in step 10b (within an AAA message). The UE derives the TNGF key and the TNAP key after the successful authentication in step 8.
-
In step 9b the UE receives the "TNGF Contact Info" which includes (a) the IP Address of TNGF-CP to which NAS signalling should be sent and (b) optionally more information that may be used for NAS signalling transport (e.g. a TCP port number, if NAS signalling is transferred over TCP). Alternatively, the "TNGF Contact Info" may be retrieved by the UE in step 12, e.g. via DHCP.


If, in step 4, the UE does not receive an EAP-Request/5G-Start packet, then the UE determines that the non-3GPP access network cannot support registration to 5GC. Then, it is up to the UE implementation to continue or stop the access authentication procedure.

11.
The common TNAP key is used to establish layer-2 security between the UE and TNAP. In case of IEEE 802.11 [27], the TNAP key is used to derive an IEEE 802.11 [27] Pairwise Master Key (PMK) and a 4-way handshake is executed (see IEEE 802.11 [27]) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air.

12.
The UE receives IP configuration from the TNAN, e.g. with DHCP.

13.
At this point the UE has successfully connected to the TNAN and has obtained IP configuration. The UE uses one of the options defined in clause 7.1.3.4.1 to establish an NWt-cp connection, i.e. a connection with the TNGF-CP for transporting NAS signalling. When IKEv2/IPsec is used over NWt (as in Option 1 in clause 7.1.3.4.1), then step 13 includes an IKE_INIT exchange, followed by an IKE_AUTH exchange that applies the TNGF key as a shared key for mutual authentication.
14.
After the NWt-cp connection is successfully established, the TNGF responds to AMF with an N2 Initial Context Setup Response message.

15.
Finally, the NAS Registration Accept message is sent by the AMF and is forwarded to UE via the established NWt-cp connection. Now the UE can use the TNAN (a) to transfer non-seamless offload traffic and (b) to establish one or more PDU sessions.

How the NWt-cp connection is established between the UE and TNGF for NAS transport (in step 13) and how PDU sessions are established after the completion of the above procedure, are in discussed in the next clause.

7.1.3.4
NAS transport and User-Plane Aspects

7.1.3.4.1
General

This clause specifies (a) how NAS messages are transported between the UE and TNGF-CP and (b) how user-plane (UP) data is transported between the UE and TNGF-UP.

For creating NWt-cp and NWt-up connections between the UE and TNGF for NAS transport and UP data transport respectively, a certain protocol is required on the NWt reference point. This is schematically shown in the figure below. Note that non-seamless offload traffic (i.e. UP traffic carried outside of a PDU session) does not need to be tunnelled to the TNGF.
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Figure 7.1.3.4.1-1: NWt connections for NAS transport and UP data transport

Various mechanisms can be applied to establish NWt-cp and NWt-up connections for NAS transport and UP data transport respectively. The following options are considered below. These options should be evaluated and the best option should be selected.

-
Option 1: IKEv2 and IPsec with NULL encryption.

-
Option 2: NWt protocol between the UE and TNGF.

-
Option 3: IP protocol between the UE and TNGF.


Several existing tunnelling protocols could be used between the UE and TNGF, including L2TP, PPTP, etc., but none of these protocols is sufficient to meet the requirements of trusted non-3GPP access operation and specifically the mobility requirements.
* * * Next Changes * * * 

7.1.3.5
Mobility Aspects

7.1.3.5.1
Intra-TNGF Mobility

To enable efficient intra-TNGF mobility, e.g. when the UE moves from a source TNAP (TNAP-s) to a target TNAP (TNAP-t) within the area of the same TNGF, the EAP Re-authentication Protocol (ERP) can be used, as specified in RFC 6696 [28]. The use of ERP avoids the need to perform a full authentication when the UE moves to TNAP-t and makes the mobility event transparent to 5GC.


NOTE 1:
It is expected that SA3 will define all security-related aspects of the procedure below, such as how the re-authentication root key (rRK) is created and if the existing TNGF key can be re-used.
The figure below illustrates how intra-TNGF mobility can be executed by applying EAP Re-authentication. In this case, the TNGF-CP operates also as a local EAP Re-authentication (ER) server. Note that before the intra-TNGF mobility (steps 20-27), the executed 5GC registration procedure (steps 1-15) should enable ERP implicit bootstrapping (see RFC 6696 [28]). In order to support intra-TNGF mobility with the ERP, the 5GC registration procedure needs to be enhanced, as shown in the figure below (steps 1-9).
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Figure 7.1.3.5.1-1: Intra-TNGF mobility with EAP Re-authentication

1-15. The same steps as in the 5GC Registration procedure in Figure 7.1.3.3-1 but with one addition: A re-authentication root key (rRK) is created in the UE and in the AUSF, as specified in RFC 6696 [28], which is used to create an EAP re-authentication context in the UE and in the TNGF. More specifically:
-
In step 6b, the TNGF includes an ERP Request, which indicates that an EAP re-authentication root key (rRK) is needed. If necessary, the ERP Request may also contain a domain name, in which case, a domain-specific rook key (DSRK) is requested (see RFC 6696 [28]). In step 8a, the ERP Request is sent to the AUSF.

-
After the successful authentication in step 8b, the AUSF creates an EAP re-authentication root key (rRK) from the Extended Master Session Key (EMSK) by applying the procedures in RFC 5295 [29]. If a domain name was received in step 8a, then a DSRK is created instead.

-
In step 8c, the AUSF sends an ERP Response, which contains the created EAP re-authentication root key (e.g. rRK or DSRK) along with other information, such as the root key lifetime and an EMSKname, as specified in RFC 6696 [28]. The ERP Response is forwarded to TNGF in step 9a.

-
In step 9e, the TNGF uses the received EAP re-authentication root key to derive other EAP re-authentication keys, such as a re-authentication integrity key (rIK). These keys are stored in the TNGF and are used later when an EAP re-authentication procedure is executed (as in steps 22-26 below).

20-26. The UE moves to a new TNAP (TNAP-t), which belongs to the same ERP domain as the domain of TNAP-s, and an EAP re-authentication procedure is initiated as per RFC 6696 [28]. In step 23, the UE derives the same EAP re-authentication keys as those derived by TNGF in step 9e. The EAP-Initiate/Re-auth in step 24 and the EAP-Finish/Re-auth in step 25 are integrity protected using the re-authentication integrity keys created independently in the UE and in the TNGF, respectively. If these integrity keys are the same, the EAP re-authentication procedure is successful and the re-authentication MSK (rMSK) key is used to establish security between the UE and TNAP-t.

27.
It is assumed that an intra-TNGF mobility does not change the IP address allocated to UE by the TNAN. Therefore, the UE can use the same IP address to resume communication with the TNGF over the existing NWt-cp and NWt-up connections.

In the special case where the trusted non-3GPP access network is a WLAN and both the UE and the WLAN support Fast Initial Link Setup (FILS), as specified in IEEE 802.11ai, then the transition to the TNAP-t can be executed as shown in the figure below. This procedure is outside the scope of 3GPP (it is provided for information only) but it requires again the 5GC Registration to enable EAP re-authentication bootstrapping, as shown in Figure 7.1.3.5.1-1, steps 1-15. Note that the DHCP server in step 25 is required only when a new IP address should be allocated to UE.


[image: image13.emf]20. UE tries to 

connect to 

another TNAP

22. AAA (EAP-Initiate/

Re-auth)

23. AAA (rMSK, 

EAP-Finish/

Re-auth)

21. Derive EAP re-

authentication keys

TNGF-CP

(ER Server)

UE

TNAP-t

Trusted Non-3GPP 

Access Network (TNAN)

23. 802.11 Authentication Res.

EAP-Finish/Re-auth

22. 802.11 Authentication Req.

FILS session, FILS id, EAP-

Initiate/Re-auth, ...

26. 802.11 Association Res.

FILS session, 

IP address, ...

24. 802.11 Association Req.

FILS session, ...

25

DHCP

server

27. Resume NWt-cp and NWt-up communication


Figure 7.1.3.5.1-2: Intra-TNGF mobility with Fast Initial Link Setup (FILS)

NOTE 1:
The EAP Re-authentication Protocol (ERP) provides an access-agnostic mechanism that can be used over any type of non-3GPP access network. However, additional mechanisms may exist that can also be used to enable efficient intra-TNGF mobility, such as the Fast BSS Transition, specified in IEEE 802.11 [27] (formerly known as IEEE 802.11r). The Fast BSS Transition however is specific to WLANs and cannot be considered as a general mobility mechanism that can be applied over a wide range of different non-3GPP access networks.

7.1.3.5.2
Inter-TNGF Mobility

When the UE transitions to a target TNAP (TNAP-t), which cannot communicate directly with the TNGP-CP previously used by the UE (the source TNGF-CP), then the following mobility procedure is executed to transfer the UE context and the NWt connections to a new TNFG-CP (the target TNGF-CP). Before this mobility procedure is executed, it is assumed that the UE has registered with 5GC as shown in Figure 7.1.3.5.1-1, steps 1-15. In other words, the 5GC registration with ERP implicit bootstrapping has been executed and the source TNGF-CP holds the EAP re-authentication context of the UE.

NOTE 1:
An inter-TNGF mobility may be required in large TNAN deployments where a single TNGF cannot serve all TNAPs and/or all UEs, e.g. due to resource limitations.
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Figure 7.1.3.5.2-1: Inter-TNGF mobility with EAP Re-authentication

20-22. The UE associates with TNAP-t and the EAP re-authentication procedure is initiated.

23-24. The UE uses the EMSK derived from the previous full EAP authentication and creates an EAP re-authentication root key, an EAP re-authentication integrity key, an rMSK and an EMSKname, as specified in RFC 5295 [29]. The UE sends an EAP-Initiate/Re-auth message including its NAI identity (EMSKname@Domain). The EMSKname is used as a username that identifies the UE to the ER server and the Domain identifies the ER server that holds the EAP re-authentication context for this UE. The TNAP-t forwards the EAP-Initiate/Re-auth message to the target TNGF-CP. Note that the TNAP-t cannot communicate directly with the source TNGF-CP.

25.
The target TNGF-CP determines from the Domain the ER server that holds the EAP re-authentication context for this UE. In this case, it is the source TNGF-CP.

26.
The target TNGF-CP retrieves from the source TNGF-CP the UE context over the Tn interface. The UE context includes the GUAMI of the serving AMF, the EAP re-authentication root key, information about the established PDU sessions, etc.

27.
The target TNGF-CP uses the received EAP re-authentication root key to derive the EAP re-authentication integrity key (rIK) and utilizes this key to verify the integrity of the received EAP-Initiate/Re-auth message.

28.
If the integrity verification is successful, the target TNGF-CP derives an EAP re-authentication MSK (rMSK) and sends this rMSK together with an EAP-Finish/Re-auth message to TNAP-t. The EAP-Finish/Re-auth message is sent to UE, which also verifies the integrity of this message by using its own EAP re-authentication integrity key (rIK).

29.
Using the common rMSK, the UE and the TNAP-t establish a security context to protect all subsequent communication. In case of a WLAN access, this corresponds to a 4-way handshake procedure (see IEEE 802.11 [27]). Optionally, the UE may receive new IP configuration data, e.g. via DHCP.

30.
The NWt-cp and the NWt-up connections are re-established between the UE and the target TNGF-CP. This is needed in case the UE changed IP address. When IKEv2/IPsec is used for the NWt-cp and NWt-up connections, as specified in clause 7.1.3.4.2 (Option 1: IKEv2 and IPsec with NULL Encryption), the re-establishment of these connections is executed by using MOBIKE, as specified in RFC 4555 (IKEv2 Mobility and Multihoming Protocol).

31-33. The target TNGF-CP sends an NGAP Patch Switch Request to the serving AMF. This triggers the update of the PDU session(s) in the SMF and the update of the corresponding N4 session(s), as specified in TS 23.502 [3], clause 4.9.1.2, "Xn based inter NG-RAN handover". Further downlink traffic is sent to the target TNGF.

In the special case where the trusted non-3GPP access network is a WLAN and both the UE and the WLAN support Fast Initial Link Setup (FILS), as specified in IEEE 802.11ai, then the signalling between the UE and TNAP-t can be the signalling shown in the figure 7.1.3.5.1-2 above.
* * * Next Change * * * 

8.1
Interim Conclusions on Trusted Non-3GPP Access

The following list summarizes the interim conclusions regarding the support of trusted non-3GPP access:

-
The 5GC registration over trusted non-3GPP access (as required by Key Issue #1 in clause 5.3.1) will be based on the procedure specified in clause 7.1.3.3.

-
Over the NWt reference point between the UE and TNGF, the IKEv2/IPsec protocols will be used, as specified in clause 7.1.3.4.2, "Option 1: IKEv2 and IPsec with NULL Encryption". SA WG3 will specify all security details, including whether NULL encryption is sufficient and what type of security protection is generally required for NAS transport and User Plane transport between the UE and the TNGF.
-
A WLAN access network advertises (e.g. with ANQP) the PLMNs with which it can support "trusted connectivity" and the types of supported "trusted connectivity". A type of "trusted connectivity" can be:

- 
"5G connectivity", defined in clause 7.5; or
-
"5G connectivity without NAS", defined in clause 7.6; or 
-
"S2a connectivity", defined in TS 23.402 [43].
-
A UE that supports NAS over non-3GPP access shall select a PLMN and a non-3GPP access network to connect to this PLMN with a "trusted connectivity" procedure, as specified in clause 7.5. Similarly, a UE that does not support NAS over non-3GPP access shall select a PLMN and a non-3GPP access network to connect to this PLMN, as specified in clause 7.6.
-
When the UE decides to access to a WLAN access network in order to establish "trusted connectivity" to a PLMN, the UE shall indicate the requested type of "trusted connectivity" by formatting its NAI, as defined in clause 7.1.3.2.
-
There is no interface between the TNGF and the NG-RAN in Release 16. Such interface may be considered in a later release of the specifications.
-
In order to provide fast mobility features, a TNAN shall be able to support EAP Re-authentication, as specified in RFC 6696 [28]. In the special case of a trusted WLAN access network, the EAP Re-authentication enables the support of Fast Initial Link Setup (FILS), specified in IEEE 802.11ai. To accomplish this, the TNGF shall implement the functionality of an ERP server and the "Intra-TNGF Mobility" procedure specified in clause 7.1.3.5.1 shall be supported.

-
The Tn interface is an optional interface between TNGFs that can enable fast mobility when the UE moves between different TNGFs without the need for a full EAP authentication. The mobility based on the Tn interface is an optional feature and, when supported, it shall be based on the procedure specified in clause 7.1.3.5.2, "Inter-TNGF Mobility".
* * * End of Changes * * * 
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