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Abstract of the contribution: This contribution propose to evaluate and conclude the 2 solutions for Key Issue 8: performance improvement and supervision of mIoT terminals.
1 Introduction
There are 2 solutions for the Key Issue 8: performance improvement and supervision of mIoT terminals:
Table 1: Solution review for Key Issue 8: NWDAF-Assisted mIoT terminals monitoring
	
	Current Techniques

	
	How NWDAF awareness of expected UE behaviour parameters
	How 5GC NFs (e.g. AMF, SMF) report data to NWDAF
	How NWDAF recognize the misused or hijacked IoT terminals

	Solution 8
	- learned by NWDAF itself
 
	In step 2:
5GC NF should firstly determine whether a UE's behavioural information matches its expected UE behaviour parameters.
If not, the UE is regarded as an exception UE, and then the NFs reports the UE's behavioural information to the NWDAF.
	- NWDAF determine if UE(s) is/are misused or hijacked based on UE’s behavioral information from 5GC NFs.

	Solution 21
	- configured by network operator in UDM
- directly provided by AF
- learned by NWDAF itself
	In step 5:
5GC NFs reports the UE's behavioural information to the NWDAF unconditionally.
	- NWDAF determine if UE(s) is/are misused or hijacked based on UE’s run time data from 5GC NFs.

	Comparison
	- Solution 21 is missing the details for how NWDAF learn the expected UE behavior parameters, which is depicted in solution 8.
- The initial configured expected UE behavior parameters may be inaccurate and need be updated by the NWDAF if the expected UE behavior parameters is initially configured in OAM.
- Operator have to fully trust the AF provided expected UE behavior parameters, esp. AF belongs to 3rd party.
	Solution 21:
Unconditional 5GC NFs reporting UE’s behavioral information to NWDAF (which may lead to signaling storm to the network) 
Solution 8: 
Conditional 5GC NFs reporting.
	Solution 8 is aligned with Solution 21.

	Solution update proposal
	- Update the Solution 8 to focus on how NWDAF learns the expected UE behavior parameters, and stores or updates the initially configured expected UE behavior parameters by network operator.
- Update the Solution 21 to focus on the expected UE behavior parameters is directly provided by AF.
	- In order to avoid signaling storm to the network, in solution 21, 5GC NF should also initially determine if the UE’s behavioral information could be reported to the NWDAF.
- Move the Solution 21 that the procedure for 5GC NF should also initially determine if the UE’s behavioral information could be reported to the NWDAF to Solution 8.
Solution 21 refers to solution 8 for this part.
	- move the solution 21 that the procedure for how NWDAF/5GC NF handles/ the misused or hijacked IoT terminals to Solution 8.
Solution 21 refers to solution 8 for this part.



It is proposed to choose the solution 8 and solution 21:
- Solution 21: When expected UE behavior parameters could be provided by AF, then it could be received from AF；
- Solution 8: When expected UE behavior parameters could not be provided by AF, then it could be learned by NWDAF itself.
2 Proposal 
It is proposed to agree the following P-CR to TR 23.791.
[bookmark: _Toc517103917][bookmark: _Toc523985075]* * * Start of Changes * * * *
[bookmark: _Toc528436079][bookmark: _Toc528569823][bookmark: _Toc528576667][bookmark: _Toc528673616][bookmark: _Toc528675401]6.8	Solution 8: Performance improvement and supervision of mIoT terminals
[bookmark: _Toc528436080][bookmark: _Toc528569824][bookmark: _Toc528576668][bookmark: _Toc528673617][bookmark: _Toc528675402]6.8.1	Description
This solution is for Key Issue 8: Performance improvement and supervision of mIoT terminals.
The expected behaviour for a group of mIoT UEs can be:
- Provisioned into the UDM by the network operator based on for example its expectation about the behaviour, SLAs with IoT service providers managing groups of UEs etc.
- Identified by application server and provided directly to the NWDAF or indirectly from UDM to NWDAF; or
- learned by the NWDAF itself via collection of historical data for that group.
This solution focus on the first and third scenarios that when the expected behaviour for a group of mIoT UEs is not provided by application server i.e: 
1) The expected UE behaviour parameters per UE group could be initially configured in the UDM by the network operator;
2) NWDAF learns the expected UE behaviour parameters;
3) NWDAF provides the expected UE behaviour for a group of mIoT UEs to UDM, which is taken into account to update the initially configured expected UE behaviour information.
[bookmark: _Toc528436081][bookmark: _Toc528569825][bookmark: _Toc528576669][bookmark: _Toc528673618][bookmark: _Toc528675403]6.8.1.1	Information for the support of Performance improvement and supervision of mIoT terminals
The UE behavioural information from 5GC NFs for performance improvement and supervision of mIoT terminals is defined in Table 6.8.1.1-1.
The information for the support of Performance improvement and supervision of mIoT terminals could also be collected by the events listed in Table 6.21.1.2-2.
Table 6.8.1.1-1: UE behavioural information collected from 5GC NF(s)
	Information
	Presence
	Source
	Description

	UE ID
	M
	AMF/SMF
	Could be e.g. SUPI, which is used by NWDAF to correlate the UE behavioural information from different 5GC NFs.

	Location info
	
	
	

	>Timestamp
	O
	AMF
	The timing for the UE

	>Location 
	O
	AMF
	The location info for the UE e.g. Cell ID or TA ID

	Communication Pattern Info
	
	
	

	>Communication start time
	O
	SMF
	Start time when the UE is available for communication

	>Communication end time
	O
	SMF
	End time when the UE is unavailable for communication

	Network Configuration Info
	
	
	

	>UL or DL Packet Latency
	O
	SMF
	Indicating the delay for uplink or downlink packets transfers for the UE



[bookmark: _Toc528436082][bookmark: _Toc528569826][bookmark: _Toc528576670][bookmark: _Toc528673619][bookmark: _Toc528675404]6.8.1.2	Procedure for expected UE behavioural information provisioning
Based on large amount of UE behavioural information from 5GC NF(s) corresponding to UEs in a SUPI list, NWDAF could clusters the UEs into one or more UE groups, where each UE group has an expected UE behavioural information, as defined in Table 6.8.1.2-1.
Table 6.8.1.2-1: Expected UE behavioural information for a UE group provided by the NWDAF
	Information
	Presence
	Description

	Stationary indication
	O
	Identifies whether the UE is stationary or mobile, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	UE Moving Trajectory
	O
	Identifies the UE's expected geographical movement (TS 23.502 [3], clause 4.15.6).
Example: A planned path of movement

	Periodic communication indicator
	O
	Identifies whether the UE communicates periodically or not, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	Communication duration time
	O
	Duration interval time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).
Example: 5 minutes

	Periodic time
	O
	Interval Time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).
Example: every hour

	Scheduled communication time
	O
	Time zone and Day of the week when the UE is available for communication (TS 23.682 [5], clause 5.10.1).
Example: Time: 13:00-20:00, Day: Monday

	Maximum Latency
	O
	Indicating maximum delay acceptable for downlink data transfers (TS 23.682 [5], clause 4.5.21).

	Maximum Response Time
	O
	Indicating the time for which the UE stays reachable to allow the AF to reliably deliver the required downlink data (TS 23.682 [5], clause 4.5.21).

	Suggested Number of Downlink Packets
	O
	Indicating the number of packets that the UPF shall buffer in case the UE is not reachable (TS 23.682 [5], clause 4.5.21).





Figure 6.8.1.2-1: Procedure for expected UE behavioural information provisioning
0. The network operator may initially configure expected UE behavioural information in the UDM.
1.	The UDM may subscribe expected UE behavioural information to the NWDAF by invoking Nnwdaf_EventsSubscription_Subscribe service operation. The input for the service operation should be:
-	Event ID.
-	Event Filter Information: SUPI List.
-	Target (list of SUPI, any UE)
2.	Based on analytical result for large amount of UE behavioural information from 5GC NF(s) as defined in Table 6.8.1.1-1, NWDAF clusters the UE behavioural information into one or more UE groups in which each UE group has an expected UE behavioural information.
3.	The NWDAF notifies the expected UE behavioural information as defined in Table 6.8.1.2-1 and UE group ID to the UDM by invoking the Nnwdaf_EventsSubscription_Notify service operation. The UDM stores or updates the initially configured expected UE behavioural information as part of the subscription data for the corresponding UE(s).
[bookmark: _Toc528436083][bookmark: _Toc528569827][bookmark: _Toc528576671][bookmark: _Toc528673620][bookmark: _Toc528675405]6.8.1.3	Procedure for mIoT terminals misused or hijacked Recognition



Figure 6.8.1.3-1: Procedure for Massive UE are misused or hijacked Recognition
0.	As specified in clause 6.8.1.2-1, the NWDAF provides the expected UE behavioural information as defined in Table 6.8.1.2-1 for each UE to the UDM. Considering the received expected UE behavioural information, the UDM may store the expected UE behavioural information as part of the subscription data for the corresponding UE. This contains also NWDAF subscription onto NF(s) about the Event ID = Deviation from UE behaviour.
1.	UDM/UDR notifies the updated subscriber data i.e. the expected UE behavioural information and UE group ID to the corresponding 5GC NFs (e.g., AMF, SMF)
2a. The NWDAF may collect some runtime data of the UE(s) by sending monitoring request (UE group ID) to the related NFs. The monitoring request may be sent to the NFs directly or via NEF based on operator’s configuration. 
2b.	During a UE communicates with the 5GC, NF e.g. AMF, the NF may determines whether the UE's behavioural information matches its expected UE behavioural information, if not, the UE is regarded as an exception UE, then the NF triggers the event reports to the NWDAFshould notify the NWDAF per the subscription received in step 1.
2c. The 5GC NFs (e.g. AMF, SMF) send event reports to the NWDAF based on the report requirements received in the monitoring request.
NOTE 1:	The subscription-notification service operation for UE behavioural information collection are aligned with the conclusions of Key Issue 3 and Key Issue 4.
NOTE 2:	The subscription-notification service operation may be invoked via NEF between the 5GC NFs and the NWDAF.
NOTE 3:	The events for UE behavioural information collection are listed in e.g. Table 6.21.1.2-2.
3.	The NWDAF may perform further data analysis on certain UE exception UE behavioural information and find that does not match the expected UE behavioural information, then abnormal behaviour e.g., unexpected UE location, abnormal traffic pattern, wrong destination address could be expected e.g. be UE misused or hijacked. Based on the risk type and operator policies, the NWDAF determines whether to send a notification or alert to the application layer and the 3GPP network.
4.	Based on analytical result, the NWDAF notifies exception UE ID list, corresponding Exception ID, corresponding Exception level to the AF according to the subscription to such notification. Based on these information, the AF may e.g.
- adjust e.g. recommended TCP Window Size, recommended Service Start and End time (e.g. for background data transfer), etc. 
- Or choose appropriate security precaution methods, e.g. isolating the misbehaviour UE, locking the account etc.
For the untrusted AFs, the message can be send via the NEF.
5.1.	 According to the subscription to such notification, the NWDAF notifies exception UE ID list, corresponding Exception ID and Exception level to the relevant UDM/UDR. Taking these received information into account, the UDM/UDR may further update the UE subscription information, e.g. Supported SSC mode, default SSC mode, Subscribed S-NSSAI and periodic registration update timer. UE subscription change is sent to the registered NF (Serving AMF, serving SMF).
5.2.	According to the subscription to such notification, the NWDAF notifies exception UE ID list, corresponding Exception ID and Exception level to the relevant PCF(s). Taking these received information into account, the PCF(s) may create or update the UE policy accordingly.
[bookmark: _Toc528436084][bookmark: _Toc528569828][bookmark: _Toc528576672][bookmark: _Toc528673621][bookmark: _Toc528675406]6.	The notification or alert the exception ID, exception UE ID list and Exception level be sent to the PCF, so that the PCF can promptly adjust the related AM/SM policies (e.g. as described in the Table 6.21.1.3-1) to prevent the deterioration of the security issue.
7.	The updated AM/SM policies are provisioned to the AMF/SMF via PCF service Npcf_AM/SMPolicycontrol_Update Notify.
8.	The AMF/SMF enforce the updated policies.
9. The notification or alert containing the exception ID, exception UE ID list and Exception level may be sent to the related 5GC NFs directly, e.g. AMF or SMF. 
10.	Once the AMF or SMF receives the exception ID, based on the operator policies, it adopts appropriate actions (e.g. as described in the Table 6.21.1.3-1) to relieve the risk.
6.8.2	Impacts on Existing Nodes and Functionality
Editor's note:	Capture impacts on existing 3GPP nodes and functional elements.
[bookmark: _Toc528436085][bookmark: _Toc528569829][bookmark: _Toc528576673][bookmark: _Toc528673622][bookmark: _Toc528675407]UDM
- Network operator may initially configure expected UE behavioural information in the UDM;
- UDM subscribes and receives the expected UE behavioural information from the NWDAF;
- UDM may update the initially configured expected UE behavioural information.
NWDAF
- NWDAF collects multiple UEs’ behavioural information from 5GC NFs (e.g. AMF or SMF);
- NWDAF notifies the expected UE behavioural information from the NWDAF;
- NWDAF recognizes the misused or hijacked IoT terminals and notifies to the 5GC NFs..
5GC NFs (e.g. AMF or SMF)
- 5GC NFs (e.g. AMF or SMF) provide multiple UEs’ behavioural information to NWDAF.
6.8.3	Solution Evaluation
Editor's note:	Use this clause for evaluation at solution level.
This solution is proposed to leverage data analytic in NWDAF to help derive the expected UE behavioural information for the UDM.
* * * End of First Change * * * *
[bookmark: _Toc508717942][bookmark: _Toc528436168][bookmark: _Toc528569912][bookmark: _Toc528576756][bookmark: _Toc528673705][bookmark: _Toc528675490]6.21	Solution 21: Supervision of IoT devices for risk precaution
[bookmark: _Toc508717943][bookmark: _Toc528436169][bookmark: _Toc528569913][bookmark: _Toc528576757][bookmark: _Toc528673706][bookmark: _Toc528675491]6.21.1	Description
Editor's note:	Describe the solutions. Sub-clause(s) may be added to capture details, procedural flow, etc.
[bookmark: _Toc528436170][bookmark: _Toc528569914][bookmark: _Toc528576758][bookmark: _Toc528673707][bookmark: _Toc528675492]6.21.1.1	General
In the key issue 8, it is mentioned that the IoT devices may be misused or hijacked, and hence brings security issues to the 3GPP system or application layer services. This solution proposes that, first, the NWDAF analysis is relied to detect the misbehaviours of IoT UE(s) and evaluate the risk brought by the misbehaviour UE(s). The NWDAF can perform analysis such as;
· Detect out of the ordinary behaviour of a specific UE from within a group of mIoT UEs over a period of time. This can help identify a misbehaving UE, a theft of service from a UE or a hijacked UE.
· Detect out of the ordinary behaviour for set of UEs in a group within a short term to identify sudden change in behaviour that may indicate hijacking of multiple UEs, denial of service attacks etc.
Once the NWDAF deems that any risk brought by the misused or hijacked UEs is serious enough to notify or alert the subscribers, the NWDAF notifies the related subscribers (could be network functions or service providers) about the suspicious events or risk, so that the 3GPP system or service provider can adopt an appropriate action(s) for the risk. 
[bookmark: _Toc528436171][bookmark: _Toc528569915][bookmark: _Toc528576759][bookmark: _Toc528673708][bookmark: _Toc528675493]6.21.1.2	Identifying misbehaving UE(s)
When the network operator or IoT service provider asks the NWDAF for supervision of a specific or a group of IoT devices, the NWDAF performs data analysis on such devices based on the collected information from the application server and the 3GPP network to identify rogue behaviour for a single or multiple UEs. In order to identify misbehaving UEs, the NWDAF compare the UE runtime data with expected UE behaviours. 
NWDAF becomes aware of UE IDs belonging to a group of mIoT UEs via consulting the UDM for subscriber information. The expected behaviour for a group of mIoT UEs can be;
-	Provisioned into the UDM by the network operator based on for example its expectation about the behaviour, SLAs with IoT service providers managing groups of UEs etc;
-	Identified by application server and provided directly to the NWDAF; or
-	learned by the NWDAF itself via collection of historical data for that group.
This solution focus on the second scenario that when the expected behaviour for a group of mIoT UEs can be identified.
The following table 6.21.1.2-1 gives an example of the expected UE behaviour parameters.
Table 6.21.1.2-1: An example of expected UE behavioural information
	Information
	Presence
	Description

	Stationary indication
	O
	Identifies whether the UE group is stationary or mobile, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	Periodic communication indicator
	O
	Identifies whether the UE group communicates periodically or not, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	Communication duration time
	O
	Duration interval time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).
Example: 5 minutes

	Periodic time
	O
	Interval Time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).
Example: every hour

	Scheduled communication time
	O
	Time zone and Day of the week when the UE is available for communication (TS 23.682 [5], clause 5.10.1).
Example: Time: 13:00-20:00, Day: Monday

	Maximum Latency
	O
	Indicating maximum delay acceptable for downlink data transfers (TS 23.682 [5], clause 4.5.21).

	Maximum Response Time
	O
	Indicating the time for which the UE stays reachable to allow the AF to reliably deliver the required downlink data (TS 23.682 [5], clause 4.5.21).

	Suggested Number of Downlink Packets
	O
	Indicating the number of packets that the UPF shall buffer in case the UE is not reachable (TS 23.682 [5], clause 4.5.21).



In order to collect some runtime data like UE current location, data rate etc., the NWDAF may request the 3GPP network to start monitoring the UE states, i.e. the NWDAF sends monitoring request to the NFs to collect the required network data, e.g., as reported by monitoring events listed in table 6.21.1.2-2.
The information for the support of Performance improvement and supervision of mIoT terminals could also be the information listed in Table 6.8.1.1-1.
Table 6.21.1.2-2: Examples of monitoring events
	Event
	Description
	Which NF detects the event

	Location Reporting
	As specified in the table 4.15.3.1-1 in TS 23.502 [3]
	As specified in the table 4.15.3.1-1 in TS 23.502 [3]

	Change of SUPI-PEI association
	
	

	Roaming status
	
	

	Communication failure
	
	

	Availability after DNN failure
	
	

	Number of UEs present in a geographical area
	
	

	UL or DL Packet Latency
	Indicating the delay for uplink or downlink packets transfers for the UE
	SMF

	UL or DL data rate
	Indicating the bit rate for uplink or downlink packets transfers for the UE
	SMF



[bookmark: _Toc528436172][bookmark: _Toc528569916][bookmark: _Toc528576760][bookmark: _Toc528673709][bookmark: _Toc528675494]6.21.1.3	Solving the risk brought by misbehaving UE(s)
After the NWDAF completes the data analysis and detects some UEs with serious misbehaviours, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF determines whether to notify or alert the related 5GC NFs or application layer based on the subscriptions from these 5GC NFs. 
If PCF subscribes the notification, the NWDAF sends the PCF a notification about the risk or suspicious events, which triggers the PCF to update the AM/SM policies. The NWDAF can also send the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF can, based on operator policies, adopt pre-defined anti-risk mechanisms. The following table gives examples of policies and actions for risk solving.
Editor’s NotesNOTE:	Cooperation with SA WG3 is needed for What what exact policies and actions should be adopted to solve specific risks is FFS.
Table 6.21.1.3-1 examples of policies and actions for risk solving
	Risk description
	AM/SM policy
	Actions of NFs

	Unexpected UE location
	Add the area of current UE location into mobility restriction
	AMF Applies mobility restriction

	Unexpected elephant flows
	Decrease the MBR for the related QoS flow
	SMF updates the QoS rule

	Unexpected wakeup
	Apply MM back-off timer to the UE
	AMF applies MM back-off timer to the UE

	Suspicion of DDoS attack
	Release the PDU session and Apply SM back-off timer
	SMF releases the PDU session and applies SM back-off timer

	Wrong destination address
	Update the packet filter of the related QoS flow to block the wrong SDF
	SMF updates the packet filter of the related QoS flow and configures the UPF


Based on the subscription of the application server, the NWDAF sends the notification/alert to the application server, which may trigger application layer to activate some risk precaution methods.
[bookmark: _Toc528436173][bookmark: _Toc528569917][bookmark: _Toc528576761][bookmark: _Toc528673710][bookmark: _Toc528675495]6.21.1.4	Procedures


The procedure of using NWDAF to identify the misbehaviour IoT devices and trigger risk precaution for such IoT devices is shown in the Figure below.   
Figure 6.21.1.4-1 procedure of using NWDAF to supervise IoT devices and enable risk precaution
0.	When an IoT UE is registering to the network, the network decides whether to subscribe risk analytic report from the NWDAF. NWDAF becomes aware of the mIoT UE group that the UE belongs to and the expected behaviour for that group based mechanisms described in 6.21.1.2.
During the registration procedure, UDM provides the expected UE behaviour parameters together with a UE group ID to the AMF/SMF.
NOTE 1:	The UE group ID could be provided by the AF refer to clause 5.10.2 in TS 23.682 [5].
1a.	The AMF/SMF serving the UE may subscribe risk analytic report from the NWDAF for a specific UE. In the subscription message, the AMF/SMF may include expected UE behaviour parameters retrieved from the UDM. 
1b.	The PCF may subscribe risk analytic report from the NWDAF for a specific UE or a group of UEs. In the subscription message, the PC may include expected UE behaviour parameters for the UE or the UE group.
1c.	The application layer SCS/AS may subscribe the risk analytic report from the NWDAF, where the subscription message may contain expected UE behaviour parameters identified on the application layer. The subscription message can be UE specific or UE group specific.
2.	The NWDAF starts the data analysis for the UEs indicated in the subscription message. 
3.	The massive UE are misused or hijacked recognition procedure are the same procedure as specified in Figure 6.8.1.2-1 Step 2~Step 10.
3-4.	The NWDAF may collect some runtime data of the UE(s) by sending monitoring request to the related NFs. The monitoring request may be sent to the NFs directly or via NEF based on operator’s configuration. 
5.	The 5GC NFs (e.g. AMF, SMF) send event reports to the NWDAF based on the report requirements received in the monitoring request. 
NOTE:	The detailed monitoring procedures via NEF refer to clause 4.15.3 in TS 23.502 [3].
6. 	The NWDAF analyses the collected data for the IoT devices, and may detect some suspicious events which may be a risk, e.g., unexpected UE location, abnormal traffic pattern, wrong destination address. Based on the risk type and operator policies, The NWDAF determines whether to send a notification or alert to the application layer and the 3GPP network.
7.	The notification or alert sent to the application layer indicates an exception ID, which is used by the SCS/AS to choose appropriate security precaution methods, e.g. isolating the misbehaviour UE, locking the account etc.
8.	The notification or alert may be sent to the PCF, so that the PCF can promptly adjust the related AM/SM policies (e.g. as described in the Table 6.21.1.3-1) to prevent the deterioration of the security issue.
9.	The updated AM/SM policies are provisioned to the AMF/SMF via PCF service Npcf_AM/SMPolicycontrol_Update Notify.
10.	The AMF/SMF enforce the updated policies.
11. The notification or alert containing the exception ID may be sent to the related 5GC NFs directly, e.g. AMF or SMF. 
12.	Once the AMF or SMF receives the exception ID, based on the operator policies, it adopts appropriate actions (e.g. as described in the Table 6.21.1.3-1) to relieve the risk.
[bookmark: _Toc508717944][bookmark: _Toc528436174][bookmark: _Toc528569918][bookmark: _Toc528576762][bookmark: _Toc528673711][bookmark: _Toc528675496]6.21.2	Impacts on Existing Nodes and Functionality
Editor's note:	Capture impacts on existing 3GPP nodes and functional elements.
[bookmark: _Toc508717945][bookmark: _Toc528436175][bookmark: _Toc528569919][bookmark: _Toc528576763][bookmark: _Toc528673712][bookmark: _Toc528675497]NWDAF
- NWDAF retrieves the expected UE behavioural information from AF;
- NWDAF collects multiple UEs’ behavioural information from 5GC NFs (e.g. AMF or SMF);
- NWDAF recognizes the misused or hijacked IoT terminals and notifies to the 5GC NFs.
5GC NFs (e.g. AMF or SMF)
- 5GC NFs (e.g. AMF or SMF) provide multiple UEs’ behavioural information to NWDAF.
6.21.3	Solution Evaluation
Editor's note:	Use this section for evaluation at solution level.
This solution is proposed to leverage data analytic in NWDAF to help recognize the misused or hijacked IoT terminals.

* * * End of Second Change * * * *
[bookmark: _Toc528436215][bookmark: _Toc528569960][bookmark: _Toc528576805][bookmark: _Toc528673763][bookmark: _Toc528675548]7	Overall Evaluation
Editor's note:	This clause will provide evaluation of different solutions.
[bookmark: _Toc523913532]7.x	Key Issue 8: performance improvement and supervision of mIoT terminals 
First, there are two alternative solutions for how NWDAF awareness of the expected UE behavior parameters per UE group, i.e. 
- Solution 21: When expected UE behavior parameters could be provided by AF, then it could be received from AF；
- Solution 8: When expected UE behavior parameters could not be provided by AF, then it could be learned by NWDAF itself.
Second, there are one solution 8 for how NWDAF recognize the misused or hijacked IoT terminals.
* * * End of Third Change * * * *
[bookmark: _Toc528436216][bookmark: _Toc528569961][bookmark: _Toc528576806][bookmark: _Toc528673764][bookmark: _Toc528675549]8	Conclusions
Editor's note:	This clause is intended to list conclusions that have been agreed during the course of the study item activities. This should also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA WG2.
8.x	Key Issue 8: performance improvement and supervision of mIoT terminals 
It is recommended that Solution 8 and Solution 21 are used as the basis for normative work for different scenarios that how expected UE behavior parameters could be provided.

* * * End of Changes * * * *
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