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1. Introduction
As shown in the Editor’s note below (from the Conclusions in TR 23.793 v1.1.0), it is still undecided whether the two IP addresses required for MPTCP operation are allocated to UE or to the MPTCP proxy. 
Support of MPTCP

11.
The solution will support MPTCP as follows:

a)
During the MA-PDU session establishment, if the UE wants to use MPTCP for traffic steering, the UE provides an "MPTCP Request" indication.

b)
If the network agrees to enable MPTCP for the MA-PDU session then:

i)
The network allocates two IP addresses for the MA-PDU session. This is required, otherwise MPTCP cannot be used. As specified in RFC 6824, "... there must be multiple addresses at least at one endpoint, for MPTCP to be used".

Editor's note: Whether the two IP addresses are allocated to UE or to the MPTCP proxy is FFS.
2. Solutions for IP address allocation
2.1 General

In this clause we consider two solutions for IP address allocation, both of them enabling the UE to have two IP addresses for MPTCP operation. Additional solutions have been discussed in SA2#129 (see document S2-1810575, "IP Address Allocation for MPTCP"), which enable the UE to have a single IP address for MPTCP operation. These solutions, however, were not deemed preferable from a UE implementation point of view.
We require a solution able to fulfil the following requirements:

(a) It is desirable to have two IP addresses in the UE for MPTCP operation. This aligns very well with current MPTCP implementations, where the MPTCP client is assigned multiple IP addresses and source-based routing is performed by configuring IP rules and routing tables.

(b) On the other hand, it is also desirable to make a MA-PDU session as any other (single-access) PDU session, i.e. as a data link that connects the UE and the UPF. Although a MA-PDU session is a multi-access link, it still needs to be "one data link" and, thus, it requires only one IP address for communication via N6.
(c) The solution should be applicable to all types of non-3GPP access, including trusted, untrusted and wireline accesses.
2.2 Solution #1: Using the IPsec tunnel address
When the UE establishes a PDU session over untrusted or trusted non-3GPP access, the UE is allocated with two IP addresses: One IP address for the PDU session and another IP address for operating IPsec in tunnel mode (the so-called "inner" IP address, which is allocated by the N3IWF or TNGF). The same holds true when the UE establishes a MA-PDU session over untrusted or trusted non-3GPP access: The UE can be allocated with one IP address for the MA-PDU session and, when the IPsec tunnel over non-3GPP access is established, the UE would be allocated an additional IP address from N3IWF/TNGF. This is schematically shown in the following figure. 
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Fig. 2.2-1

As shown in the example UE implementation in figure 2.2-2, after the establishment of the MA-PDU session, the UE may instantiate two IP interfaces: the mapdu0 interface with address IP@2 (the address allocated to the MA-PDU session), and the tun0 interface with address IP@3 (the "inner" address allocated by N3IWF). The ppp0 interface is an "internal" interface for communication with the cellular modem. The ppp0 interface exists only when the user-plane resources over 3GPP access are established, and the tun0 interface exists only when the user-plane resources over non-3GPP access (i.e. the IPsec tunnel) are established. The "GRE encapsulation" and the "ESP" functions are utilized for processing the data transmitted over non-3GPP access. Note again that the figure below shows an example UE implementation and the interface names / types are used for the sake of this example.
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Fig. 2.2-2

Could the two IP addresses allocated to the UE (IP@2 and IP@3) be used for MPTCP operation between the UE and the MPTCP proxy? 
1.
From the UE point of view, yes. The UE could use these two IP addresses for creating MPTCP connections with the MPTCP proxy, as shown in the figure below.
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Fig. 2.1-3
2.
However, from the UPF point of view, there is an issue: The UPF is not aware of the "inner" IP address (IP@3) of the UE and, therefore, when the MPTCP proxy responds to UE by sending a packet to the "inner" IP (IP@3), the UPF will not be able to route this packet via the appropriate N3 tunnel. 

3.
In addition, in some cases, two UEs may be allocated the same "inner" IP address, e.g. when the UEs are connected to different N3IWFs. In this case, the UPF will also not be able to route downlink packets destined to the "inner" IP address of these UEs.
4.
Furthermore, in the cases of Wireline 5G Access and Wireline 5G Cable Access (see TR 23.716), the UE does not establish an IPsec tunnel, thus, it does not have multiple IP addresses for MPTCP operation. This means that Solution #1 is not applicable to wireline access.
We conclude, therefore, that Solution #1 is not an acceptable solution.

2.2 Solution #2: Using one "secondary" IP address
In this solution, the UE is provided with two IP addresses during the MA-PDU session establishment:
1.
The normal IP address / prefix assigned to the MA-PDU session; and

2.
Another IP address, called "secondary" address. This address may not be routable via N6. It is only used for MPTCP communication between the UE and the MPTCP proxy over non-3GPP access. The "secondary" address assigned to UE should be unique in the same UPF.
These two IP addresses are also provided to UPF during the MA-PDU session establishment and are used by UPF to route downlink packets from the MPTCP proxy to the UE via the appropriate access type.
To better explain this solution, we include the following figure, which shows an example UE model for a UE that has established a MA-PDU session over untrusted or trusted non-3GPP access. The figure shows the various IP interfaces in the UE (the names and types are not important) and how the MPTCP traffic can be routed over 3GPP and over non-3GPP access. In this example:

-
The UE creates two IP interfaces after the MA-PDU session establishment: the mapdu0 and the tun0.
-
The mapdu0 interface uses the normal IP address / prefix assigned to the MA-PDU session (IP@2).

-
The tun0 interface uses the "secondary" address (IP@4). All packets sent to this interfaces are first encapsulated with GRE and then sent to tun1 interface, which realizes the IPsec tunnel to N3IWF/TNGF.

-
The ATSSS function is configured to route all MPTCP traffic to 3GPP access only (i.e. it does not perform traffic steering for the traffic that goes to the MPTCP proxy).

-
The UPF sends downlink MPTCP traffic destined to IP@4 via the N3 tunnel associated with non-3GPP access and the MPTCP traffic destined to IP@2 via the N3 tunnel associated with 3GPP access.

-
When the traffic steering is performed by the ATSSS function (instead of the MPTCP function), the tun0 interface is not used. In this case, the ATSSS function sends traffic either directly to 3GPP access or to non-3GPP access via the GRE encapsulation function and the IPsec tunnel interface (tun1).

It is very easy to create a similar figure for a UE that has established a MA-PDU session over wireline access. In this case, the UE model is actually much simpler since there is not IPsec tunnel and GRE encapsulation. The IP interface using the "secondary" address (IP@4) simply forwards all received traffic to the wireline interface.
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Fig. 2.2-1
2.3 Solution #3: Using two "secondary" IP addresses
Instead of the MPTCP using the IP address of the MA-PDU session and the "secondary" IP address (as in Solution #2), it is possible to assign two "secondary" (dedicated) IP addresses to MPTCP, each one associated with a specific access type. Although, in this case, an additional IP address is required, the MPTCP operation is clearer.
3. Conclusions
In contrary to solution #1, which is not acceptable, solution #2 and solution #3 provide a promising way forward. They both allow the UE to use two IP addresses for MPTCP operation, and only one IP address for non-MPTCP communication via N6. The two IP addresses are used only when traffic steering is performed by the MPTCP function. When traffic steering is performed by the ATSSS function, only the normal IP address of the MA-PDU session is used.
We propose to adopt solution #3 as the way forward by implementing the following changes to TR 23.793 v1.1.0.
* * * First Change * * * 
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Conclusions

The ATSSS solution in Rel-16 shall be based on the following principles:

Editor's note: These principles below do not specify a complete ATSSS solution for Rel-16, but they provide the guidelines, which the complete solution should be based on. It is FFS how these principles can be amended or modified.

Support of MA-PDU sessions

1.
The solution shall support ATSSS with a Multi-Access PDU (MA-PDU) session, i.e. ATSSS procedures shall be applied after a MA-PDU session is established.

Editor's note: If and how ATSSS can be applied without a MA-PDU session is FFS.

2.
A MA-PDU session is established with the Separate Establishment procedure, as specified in clause 6.2.3.1, or, with the Combined Establishment procedure, as specified in clause 6.2.3.2.

Editor's note: It is FFS whether only one establishment procedure (Separate or Combined) or both will be supported.

3.
When the UE sends a NAS message to request a single-access PDU session and the UE supports MA-PDU sessions, the UE includes an "MA-PDU capability" indication in the NAS message. This indication may be used by the network to establish a multi-access PDU session, instead of the requested single-access PDU session, as specified in clause 6.2.4.

Policy for ATSSS Control

4.
During the establishment of a MA-PDU session, the PCF may create PCC rules that contain information for controlling the traffic steering across multiple accesses used by a MA-PDU session. In addition to the existing information in the PCC rule such as QoS and charging information, these rules as described in solution#13, also specify how the packets matching the service data flows template of the PCC rule should be routed across the 3GPP and non-3GPP accesses.

5.
The SMF maps the PCC rules into (a) ATSSS rules which are sent to UE via the AMF, and (b) Packet Detection Rules and other N4 rules which are sent to UPF. The ATSSS rules are used by the UE for uplink traffic steering and the N4 Rules are used by the UPF for downlink traffic steering.

6.
The ATSSS rules are sent to UE with a NAS message when the MA-PDU session is created or when they are updated by SMF/PCF. Similarly, the Packet Detection Rules are sent to UPF when the MA-PDU session is created or when they are updated by SMF/PCF.

7.
An ATSSS rule includes the following:

a)
A Precedence value, which identifies the priority of this ATSSS rule with respect to other ATSSS rules.

b)
A Traffic Descriptor, which identifies a service data flow (SDF). It may include e.g. an Application ID, IP descriptors, non-IP descriptors, etc.

c)
A Steering Mode, which identifies how the matching SDF should be steered across 3GPP and non-3GPP accesses. The following Steering Modes will be supported:

-
Active-Standby: It is used to steer a SDF on one access (the Active access), when this access is available, and to switch the SDF to the other access (the Standby access), when Active access becomes unavailable. When the Active access becomes available again, the SDF is switched back to this access. If the Standby access is not defined, then the SDF is only allowed on the Active access and cannot be transferred on another access.

-
Smallest Delay: It is used to steer a SDF to the access that is determined to have the smallest Round-Trip Time (RTT). As defined below, measurements may be conducted to determine the RTT over 3GPP access and over non-3GPP access.

-
Load-Balancing: It is used to split a SDF across both accesses. With a 50/50 load-balancing, the SDF traffic is equally split across the two accesses. With an 80/20 load-balancing, about 80% of the SDF traffic is sent on one access and 20% on the other access.

d)
A Steering Function, which identifies whether the MPTCP or the ATSSS function shown in Fig. 7-1 should be used to steer the traffic of the matching SDF. This is useful in case the UE supports multiple functions for traffic steering.

Editor's note: It is FFS (a) if additional steering modes are needed, and (b) if the structure of the ATSSS rule needs to be modified. The details of the Steering Function are also FFS.

8.
As an example, the following ATSSS rules could be provided to UE:

a)
"Traffic Descriptor: UDP, DestAddr 1.2.3.4", "Steering Mode: Active-Standby, Active=3GPP, Standby=non-3GPP"

-
This means "steer UDP traffic with destination IP address 1.2.3.4 to the active access (3GPP), if available. If the active access is not available, use the standby access (non-3GPP)".

b)
"Traffic Descriptor: TCP, DestPort 8080", "Steering Mode: Smallest Delay"

-
This means "steer TCP traffic with destination port 8080 to the access with the smallest delay". The UE needs to occasionally measure the RTT over both accesses, in order to determine which access has the smallest delay.

c)
"Traffic Descriptor: Application-1", "Steering Mode: Load-Balancing, 3GPP=20%, non-3GPP=80%", "Steering Function: MPTCP"

-
This means "send 20% of the traffic of Application-1 to 3GPP access and 80% to non-3GPP access by using MPTCP".

Support of Measurements

9.
It shall be possible for the UE and the network to measure the RTT over both accesses. Such measurements may be required only under certain conditions, e.g. only when the UE has a valid ATSSS rule using a "Smallest Delay" steering mode.

10.
Measurements between the UE and the network take place over the user-plane.

Editor's note: It is FFS if the network can provide measurement policy to UE to assist the UE in taking measurements. It is also FFS if additional measurements (other than RTT) are needed.

Support of MPTCP

11.
The solution supports MPTCP as follows:

a)
During the MA-PDU session establishment, if the UE is capable to use MPTCP for traffic steering, the UE provides an "MPTCP Request" indication.

b)
If the network agrees to enable MPTCP for the MA-PDU session then:

i)
The network allocates to UE one IP address / prefix for the MA-PDU session and two additional IP addresses, called "multipath" addresses; one associated with 3GPP access and another associated with non-3GPP access. These two IP addresses are used only by the MPTCP function in the UE. Each "multipath" address assigned to UE may not be routable via N6 but it shall be unique for every UE connected to the same UPF. The MPTCP function in the UE shall use the "multipath" addresses to establish sub-flows over non-3GPP access and over 3GPP access.

ii)
The network shall send MPTCP proxy information to UE, i.e. a single IP address, a port number and the type of the MPTCP proxy, e.g. SOCKS5 (see RFC 1928 [9]), or TCP Convert Protocol (see draft-ietf-tcpm-converters-04 [10]). The type(s) of MPTCP proxies that shall be supported, will be decided during the normative phase of the work.
iii)
The network may indicate to UE the list of applications for which MPTCP should be applied. This is achieved by using the Steering Function component of an ATSSS rule (see bullet 7d), which indicates to UE whether MPTCP should be applied for steering the traffic of one or more applications.

12. Within the same MA-PDU session, if MPTCP is enabled, it is possible to steer the MPTCP flows by using the MPTCP protocol (the MPTCP function) and, simultaneously, to steer all other flows by using a lower-layer steering functionality, called the "ATSSS function". This is schematically illustrated in Fig. 7-1, which shows an example UE model with an MPTCP function and an ATSSS function. The MPTCP flows is the traffic of the applications for which MPTCP can be applied (see bullet 11.b.iii). Note that in Fig. 7-1, the MPTCP traffic goes through the MA-PDU session but is not handled by the ATSSS function. The illustrated IP@3 corresponds to the IP address of the MA-PDU session and the IP@1 and IP@2 correspond to the "multipath" IP addresses introduced in bullet 11.b.i.
13.
The MPTCP proxy functionality is located in the UPF.
14.
The same set of ATSSS rules is applied for steering decisions by the MPTCP function and by the ATSSS function.
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Figure 7-1: An example of a UE supporting the MPTCP function and the ATSSS function
* * * End of Changes * * * 
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