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1
Introduction

Path based packet forwarding has been proposed by at least two of the solutions addressing 5GLAN communications within TR 23.734. Both Solution 15 and Solution 23 proposed the basic concept whereby two or more UEs within a 5GLAN group can be interconnected, without availing of an external data network, by determining the path between the UPF anchors that connect these UEs’ PDU Sessions.
Furthermore, Solution #23 proposes a mechanism whereby the Path Management Function (PMF) derives a pathID between two UPFs interconnecting PDU Sessions for two or more UEs to enable packet forwarding across members of a 5GLAN group. The PMF provides this pathID to the SMF(s) controlling the PDU Session interconnected by the UPFs described above and the SMF(s) further forwards this pathID to the UEs during a PDU Session that is established to avail of 5GLAN type communications.

The UE uses the pathID when forwarding packet to a specific UE or to all UEs within a 5GLAN group. As per Solution #23 when the pathID is received at the UEs PSA, the pathID is matched against the PSA’s forwarding table representing an output port toward the next hop linkIDs (i.e., the PSA ANDs each link in its forwarding table with pathID provided by the UE).
Fig.1 illustrates this procedure:
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Fig.1 Illustration of how the pathID is used to determine the next hop forwarding operation at the PSA
Once the path ID is provided to the UE, the UE can forward packets to member of the 5GLAN group by providing the pathID within the IPv6 header of a regular Ethernet frame as specified in RFC2464. The UE constructs the Ethernet frame using the same Ethernet Type (Ethertype) as that one specified in RFC2664 for IPv6, i.e., hex 86DD.
Note that depending on the implementation, the UE can write application data onto a raw IP socket or raw Ethernet sockets to populate the Ethernet frame, utilizing in both cases the 256-bit field used to carry the source and destination IPv6 address to send the pathID to the PSA as illustrated in Fig. 2
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Fig. 2 pathID placement within an Ethernet frame of IPv6 Ether type
The solution assumes that the PSA is configured to perform bitfield-based packet forwarding as describe above. Path based packet forwarding across two or more UEs within the 5GLAN group enables the use of a bitfield to determine the path across the PSA and UPF(s) along the path by simply executing a bitwise operation. In addition, utilizing a simple UE-based OR operation allows the UE to derive a path for multicast traffic to any combination of UEs without the need for explicit tunnels to exist between the respective PSAs.
Moreover, the solution can still work if the pathID provided by the SMF (and computed by the PMF) is a regular IPv6 Address. In this case, the assumption is that the PSA is configured to route regular IPv6 packets. Note that using a regular Ethernet frame with known values (e.g., an IPv6 Ethertype), ensures that switches that are programmed to identify the IPv6 packet carried in the Ethernet frame are still able to process the packet.
2
Proposal

It is proposed to adopt the following solution in TR 23.734.
* * * * First Change * * * *
6.23
Solution #23: Path-based UE to UE packet forwarding for 5GLAN Group Communication

6.23.1
Overview

This solution further addresses Key Issue #5. In particular, the solution proposes to introduce path-based UE to UE packet forwarding for 5GLAN group communication.

A UE within a 5GLAN group can communicate over a suitable L2 or L3 network, without the need to forward packets through an external Data Network. When a UE that has been configured for 5GLAN-type services registers to the network it provides its member ID, e.g., in the form of a hash of an FQDN,a hash of an IP address, a MAC address or any other identifier that allows the 5GLAN GMF to authenticate the UE to the 5GLAN group, as described in 6.23.2.1. The member ID is stored in the subscriber record within the UDM and it can be further provided to other members of 5GLAN group during the Registration procedure.

When a UE wants to access 5GLAN-type services, the UE requests a PDU Session establishment providing its member ID and possibly the member ID(s) of other 5GLAN group members.. The SMF selects a suitable PSA (as per TS 23.501, clause 6.3.3) e.g., using the private DNN and registers to the 5GLAN GMF signalled by the AMF, by providing the PSA identifier, PDU Session IDs and the UE’s member ID . In addition, if the UE has provided member IDs for other members, the SMF provides the group member ID(s) of the requested 5GLAN type group members, if available. The 5GLAN GMF returns MAC addresses of requested group members in the PDU Session Registration response. The SMF request Path computation from the PMF and it provides its own group member ID and PSA ID which the PMF stores. In addition, the SMF provides the group member IDs of target group members. The PMF computes the path to each target group member PSA and it returns it to the SMF in the PDU Path Response message. The pathID is constructed as described in 6.23.1.1

Fig 6.23.1-1 is an Ethernet packet format illustrating the use of the path information to forward packets from one UE to one or more UEs.
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Figure 6.23.1-1: Proposed Packet Frame Format
In this proposal, UE to UE packet forwarding is made possible through a routing mechanism also proposed as an extension to existing solution within TR 23.734 that assumes a Path Management Function, possibly part of the SMF, capable of computing a path toward one or multiple UEs even when these UEs are moving.

Note that the pathID and destination UE MAC address are provided to the UE upon successful PDU Session Establishment. Therefore, the specific topology and configuration of the Network entity is not compromised as this field is only interpreted by the UPF which is assumed to use a bitfield forwarding mechanism, as described in 6.23.2.3.
* * * * Second Change * * * *
6.23.2.3
Packet Forwarding


[image: image5.emf]5GLAN

UE1

(R)AN1 UPF1 UPF2

2. App forwards packet toward UE modem (e.g.,  HTTP: GET foo.com)

5GLAN 

UE2

1. App sends packet to 

5GLAN group member 

(e.g., foo.com)

(R)AN2

0. UE to UE connectivity over associated 5GLAN PDU Sessions

3. UE constructs Ethernet 

frame: by using pathID and 

dst MAC address for foo.com 

5. UPF1 executes a binary 

operation on the bitfield 

provided in the pathID and 

routes the packet to UPF2

7. UPF2 extracts MAC 

address of UE2 and it 

maps it to the PDU 

Session ID

UE1

MAC

UE2

MAC

Src IPv6/Dst IPv6

(pathID)

Payload

4. UE forwards Ethernet frame over associated PDU 

Session

6. UPF1 forwards Ethernet frame over 5GLAN backbone UP

UE1

MAC

UE2

MAC

Payload

8. UPF forwards Ethernet frame over PDU Session associated to UE2 MAC address

9. UE forwards packet towards app layer

Ethertype

Hex 86DD

Src IPv6/Dst IPv6

(pathID)

Ethertype

Hex 86DD


Figure 6.23.3-1: 5GLAN Packet Forwarding

0.
UE1 has established connectivity toward another member of the 5GLAN, using procedures described in 6.23.2.2.1.

1.
An application requiring 5GLAN type services wants to send data towards a member the 5GLAN which UE has established connectivity to. E.g., foo.com.

2.
The application forwards the packet to the UE PDU layer. E.g. HTTP: GET foo.com.

3.
The UE receives application data from higher layers (e.g., an HTTP packet) and when the PDU Type corresponds to an Ethernet PDU Type, the UE constructs an Ethernet frame, as described in 6.23.1.1.1, using the destination MAC address of UE2 and the pathID of the two PSAs linking their PDU Sessions, obtained during the 5GLAN PDU Session Establishment procedure, outlined in section 6.23.2.2.1.

4.
The UE forwards the Ethernet frame over the PDU Session associated to the relevant 5GLAN.

5.
The UPF1 receives the packet and uses the pathID to route the packet to UPF2, e.g., executing a binary operation over the bitfield provided in the pathID.

6.
UPF1 forwards the Ethernet packet over the L2 5GLAN backbone UP.

7.
Upon receipt of the Ethernet packet, UPF2 constructs the Ethernet frame that will deliver to UE2. UPF2 uses UE2 MAC address to derive the PDU Session where the Ethernet frame is delivered.

8.
UPF forwards the Ethernet frame over the PDU Session associated to UE2 MAC address.

9.
UE PDU layer forwards packet to relevant application.
6.23.1.1
Bitfield-based packet forwarding through the use of a pathID

The Path Management Function (PMF) derives pathIDs across two or more PSAs interconnecting PDU Sessions for two or more UEs to enable packet forwarding across members of a 5GLAN group. It is assumed that the PMF configures the PSA forwarding rules that associate a unique 256-bitfield to an output port. When a PDU Session is established within a 5GLAN group, the PMF establishes a binding between the group member, its PDU Session ID and the associated PSA ID. This enables the PMF to derive the path between PSAs associated to two or more group member IDs and to provide these pathIDs to the SMF(s) controlling the PDU Sessions interconnected by their associated PSAs. This is described in 6.3.1.. The SMF(s) further forwards these pathIDs to the UEs during a PDU Session that is established to avail of 5GLAN type communications, one pathID per PSA(source)-PSA(destination) linking two UE’s PDU Sessions. 

Note that these pathIDs are bidirectional, therefore when a packet destined to a target UE arrives within the 5GLAN group, the target UE simply uses the same pathID in the reverse link, thereby avoiding having to discover the pathID to the source UE.
The UE uses the pathID when forwarding packet to a specific UE or to two or more UEs within a 5GLAN group. When the pathID is received at the UE’s PSA, the pathID field is matched against the PSA’s forwarding table representing an output port toward the next hop link, i.e., the PSA performs an AND operation on each link in its forwarding table against the pathID provided by the UE as described in Fig. 6.23.1.1-1
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Fig.6.23.1.1-1 Illustration of derivation of pathID used to determine the next hop forwarding operation at the PSA

Once the path ID is provided to the UE, the UE can forward packets to member of the 5GLAN group by providing the pathID within the IPv6 header of a regular Ethernet frame as specified in RFC2464. The UE constructs the Ethernet frame using the same Ethernet Type (Ethertype) as that one specified in RFC2664 for IPv6, i.e., 0X86DD.
6.23.1.1.1 Use of Source and Destination IPv6 fields to carry pathID bitfield

In any case the UE uses the 256 bit fields used to carry the source and destination IPv6 addresses to send the pathID to the PSA as illustrated in Fig. 2
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Fig.6.23.1.1.1-1 Illustration of how the pathID is placed within an Ethernet frame of Ether type IPv6
The solution assumes that the PSA is configured to perform bitfield-based packet forwarding as described in 6.23.1.1 Note that that this solution does not preclude using a regular IPv6 address as the pathID provided by the SMF and computed by the PMF. In this case, the assumption is that the PSA is configured to route regular IPv6 packets. Using a regular Ethernet frame with known values (e.g., an IPv6 Ethertype), ensures that switches that are programmed to identify the IPv6 packet carried in the Ethernet frame are still able to process the packet.
6.23.2
Bitfield-based packet forwarding to enable multicast packet forwarding
As per section 6.23.2.2.1, a path ID is provided to the UE for every UPF(source)-UPF(destination) linking two UE’s PDU Sessions. When a packet is destined to more than one UE or all UEs within the group, the originating UE obtains the multicast address to two or more UEs by ORing the pathIDs of those individual UEs. This process is illustrated in Figure 6.23.1.2.1-1. Utilizing these simple UE-based OR operations allows for multicast traffic to any combination of UEs without the need for explicit tunnels to exist between the respective PSAs. 
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Fig.6.23.2-1 Illustration of how the pathID is used to enable multicast packet forwarding
* * * * Third Change * * * *
6.23.2.2
PDU Session Establishment procedure

6.23.2.2.1
5GLAN Service-triggered PDU Session Establishment
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Figure 6.23.2.2-2: 5GLAN Service-triggered PDU Session Establishment Procedure

0.
The Application that requires 5GLAN type services triggers the establishment of a PDU Session to. The application is configured to know the FQDN of 5GLAN group members that want to connect to (e.g., foo1.com, foo2.com and so on). It is assumed the FQDN of members the UE contacts are configured in the UE.

1.
The UE requests the establishment of a PDU Session and it provides, its own group member ID, the Private DNN (e.g., the one provided during the Registration Procedure) and the member IDs it wishes to connect to.

1a.
The AMF passes the SM Container and it provides the 5GLAN GMF address(s).

2.
The SMF selects a suitable PSA (as per TS 23.501, clause 6.3.3) e.g., using the private DNN and it registers in the 5GLAN GMF(s) signalled by the AMF, by providing the PSA identifier, the PDU Session ID of the PDU Session to be established, the originating UE group member ID and if the UE has provided member IDs for other members, it relays the 5GLAN member IDs of the target UE(s) the UE wants to connect to.

3.
The 5GLAN GMF provides the MAC address of 5GLAN member IDs the UE is allowed to connect to.
3a. [Conditional] If group members are served by a different SMF as the one serving the originating UE, the current SMF forwards the PDU Path request to the relevant group member SMF, based on the SMF ID returned by the 5GLAN GMF
4.
The SMF registers in the PMF the requesting UE member ID and the PSA ID associated to the UEs PDU Session. In addition, the SMF request from the PMF relevant paths between the 5GLAN members IDs, selected in step 3, and the requesting UE.

5.
The PMF provides the pathID to each member ID in the form of a bitfield. The PSA will use this bitfield later to route packets towards the 5GLAN members associated to the member IDs selected in step 3 as described in clause 6.23.1.1. The pathID information provided by the PMF enables forwarding of packets across two or more UEs within the 5GLAN group by using a bitwise operation across the PSA and UPF(s) along the path. In addition, sup multicast is supported by combining through a bitwise OR operation of pathID of target UEs within the 5GLAN group , aS described in clause 6.23.2.

6.
The SMF provides, in the PDU Session Establishment accept message the MAC addresses of the group members selected in step 3 and pathIDs from the UE to each selected member ID.


Editor's note:
It is FFS how pathID are updated when the PSA changes, e.g., due to mobility procedures.


* * * * End of Change * * * *
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