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Abstract of the contribution: This pCR proposes resolution of editor’s note for authentication in solutions 4 and 5
1 Proposal
Liason received from SA3 points out to having a single repository for storage of credentials and indicates necessary to avoid SQN reuse and synchronisation errors.
Despite the different options existing in the current TR will need further security analysis, this can be performed during the normative phase of UDICOM.
This pCR proposes a solution for the authentication of UEs in the different scenarios (single/dual registration) when UDM and HSS FE are split.
******************First change***********************
[bookmark: _Toc529389257][bookmark: _Toc529389231]6.4.2.1	Assumptions
It is assumed that:
-	UE 4G and 5G profiles in the common repository may be a common record for the UE or be split into different records.
-	The solution leverages EPS UDR to become the common repository for 4G and 5G subscription profiles to be accessed by means of the Ud reference point.
-	Technologies and protocols to access the data stored in the common repository are assumed to be database specific or proprietary, but exposing Ud operations to query, create, delete and update of data, as well as subscriptions/notifications to modifications of such data.
-	5G UEs are assumed to be provisioned in the repository and able to use 4G networks (with the corresponding limitations). 4G UEs are provisioned in the repository, as of today, but not assumed to be able to use 5G core services.
-	From an authentication perspective, this proposal assumes UDM to be UDM/ARPF to be a separate entity from UDM, collocated with or incorporated to the HE/AuC as specified in TS 33.401 [13], and it does not specifically address separation of ARPF logic from ARPF storage, in which case the interface would remain unspecified as it is for HE(AuC). This implies that each system will retrieve authentication data from the same subscriber credentials storage and vectors generation will be performed without SQN reuse. For handovers security with and without N26 for single and dual registration modes, the same procedures as described in TS 33.501 clause 8 are assumed. TS 33.501 [12]) and it does not assume separation of authentication logic from the UDM. For EPS authentication, the security architecture specified in TS 33.401 [13] is assumed without changes. This implies execution of any cryptographic algorithms that use the long-term security credentials for authentication in each system to be separate procedures, while the security-related part of the subscriber profiles is assumed to be stored in the common repository.
Editor's note:	The final procedure is subject to confirmation from SA WG3.
******************Next change***********************
[bookmark: _Toc529389253]6.5.2.1	Assumptions
It is assumed that:
-	Technologies and protocols to access the data stored in the 5G repository are assumed to be database specific or proprietary, but exposing operations to query, create, delete and update of data, as well as subscriptions/notifications to modifications of such data..
-	5G UEs are assumed to be provisioned in the 5G repository and able to use 4G networks (with the corresponding limitations). 4G UEs are provisioned in the EPS UDR, as of today, but not assumed to be able to use 5G core services.
-	From an authentication perspective, this proposal assumes UDM to be UDM/ARPF to be a separate entity from UDM, collocated with or incorporated to the HE/AuC specified in TS 33.401 [13], and it does not specifically address separation of ARPF logic from ARPF storage, in which case the interface would remain unspecified as it is for HE(AuC). This implies that each system will retrieve authentication data from the same subscriber credentials storage and vectors generation will be performed without SQN reuse. For handovers security with and without N26 for single and dual registration modes, the same procedures as described in TS 33.501 clause 8 are assumed.as specified in TS 33.501 [12]) and it does not assume separation of authentication logic from the UDM. For EPS authentication, the security architecture specified in TS 33.401 [13] is assumed without changes. This implies execution of any cryptographic algorithms that use the long-term security credentials for authentication in each system to be separate procedures, while the security-related part of the subscriber profiles is assumed to be stored in the 5G repository and the EPS UDR.
Editor's note: The final procedure is subject to confirmation from SA WG3.
[bookmark: _GoBack]
******************End of changes***********************
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