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Abstract of the contribution: Analysis and conclusions on identification of UE Radio Capabilities
Introduction
This discussion is related to Key Issue #1: “How are the UE Radio Capabilities identified?” It analyses a number of different approaches for how the identifier could be assigned, and draws some conclusions.
Discussion
Several methods have been suggested for assigning or determining the identifier to be used to represent the UE Radio Capabilities and this discussion examines the following:
· Assignment by the UE manufacturer
· Solution #1
· Assignment by the network operator
· Solution #8, Solution #10
· Assignment by a 3rd party
· Solution #11
Assignment by UE manufacturer
Assignment of an ID by the UE manufacturer offers the possibility that the identifier will be globally unique, whereas assignment by an individual network would seem to result in an identifier that is specific to the network that assigns it.
Unique global identifiers offer the possibility that when a UE first registers with a network the network might already have stored the association of the identifier to a set of capabilities, and so there is no need to retrieve the full capabilities from the UE. This saves signalling for this initial registration if the identifiers are in some way provisioned in all networks, or can be almost fully achieved by the “first contact” method described below.
Conclusion 1: Manufacturer-generated identifiers that are unique provide benefits at initial registration, whether distributed to networks by the manufacturer directly, or via the UE.
Distributing manufacturer-generated identifiers could be left for network operators and UE manufacturers reach bi-lateral agreements. We have proposed methods for how this distribution could be done in a standardised way, but this a KI#3 topic.
We anticipate, however, that this could be an imperfect process, such that identifiers aren’t always distributed to all networks before UEs start to use them. This means that networks would still need the capability to handle identifiers that they don’t recognise. Here’s how this might work:
1. UE sends its assigned identifier
2. The network doesn’t recognise the identifier and retrieves the full capabilities from the UE
3. The network stores the capabilities, the identifier, and the association between them
For any subsequent UEs that use the same identifier the association of identifier to capabilities will already be known by the network.
Conclusion 2: Even if manufacturers generate the identifiers, and distribute them to networks, the network needs the capability to handle unknown identifiers.
If the above approach is adopted for handling the case where an identifier is not recognised by a network then one conclusion could be that there is little need for manufacturer-assigned identifiers to be provisioned to networks since the first UE that uses an unknown identifier will cause the network to retrieve the capabilities from it and store them. In other words, identifiers are distributed to networks by the UEs themselves during “first contact”.
However, there are some risks to relying on a first contact approach to identifier distribution. The first UE to use the identifier could use it in error (using it with the wrong set of capabilities), or could maliciously use the wrong identifier with the wrong set of capabilities. The network would then use the wrong capabilities for any subsequent UEs using that identifier. There are possible ways round this problem, such as “quarantining” a new identifier until a number of different UEs have used it for the same set of capabilities.
Conclusion 3: Manufacturer-generated identifiers could be distributed to networks during “first contact”. However there are some risks associated with doing that, and these risks might need to be ameliorated. Distribution of manufacturer-generated identifiers to networks is a more secure approach.
Assignment by the Network operator
Some similar points come up when discussing the option of network operator generated identifiers. Assignment by the network operator could work in the following way:
1. The first time a UE registers with a network it sends its full capability set
2. The network generates an identifier (using a proprietary algorithm) and sends it back to the UE
3. For subsequent interactions with that network the UE uses the same identifier for the same combination of capabilities
Although this seems to work in principle, it seems less efficient than the manufacturer-generated identifier approach as all UEs would always need to send the full set of capabilities when they first register with a network. In addition the UE would need to store an identifier from each PLMN for each set of capabilities and use the correct one.
However, even if a manufacturer-generated identifier approach is used it is likely that a network needs to be able to handle unknown identifiers, and as mentioned above there are some risks with a “first contact” approach to doing that. A network-assigned identifier approach could therefore be used in conjunction with manufacturer-generated identifiers.
Conclusion 4: Although an operator-assigned approach doesn’t seem optimal on its own, it could be used in conjunction with manufacturer-generated identifiers to handle unknown identifiers received from the UE.
Assignment by a 3rd party
As with a manufacturer assigned identity, if a 3rd party (such as GSMA) is globally recognised then identifiers that it assigns could also be globally unique.
Unique global identifiers offer the possibility that when a UE first registers with a network the network might already have stored the association of the identifier to a set of capabilities, and so there is no need to retrieve the full capabilities from the UE. This clearly saves signalling for this initial registration, but there would be a need ensure identifiers are in some way provisioned in all networks.
However, it seems unlikely that the 3rd party would generate and distribute identifiers for all combinations of capabilities, but only for some common/standard combinations. UEs that want to use capabilities that do not have an identifier provided by the 3rd party would need to either have a manufacturer-generated identifier, or the network would need to generate one, so this alternative approach cannot stand alone.
There is also the issue of finding a 3rd party prepared to manage the global identifiers and distribute them.
Conclusion 5: As well as the issue of finding a 3rd party to manage the identifiers it isn’t clear that assignment by a 3rd party is a stand-alone solution.
Conclusions
Conclusion 1: Manufacturer-generated identifiers that are unique provide benefits at initial registration, whether distributed to networks by the manufacturer directly, or via the UE.
Conclusion 2: Even if manufacturers generate the identifiers, and distribute them to networks, the network needs the capability to handle unknown identifiers.
Conclusion 3: Manufacturer-generated identifiers could be distributed to networks during “first contact”. However there are some risks associated with doing that, and these risks might need to be ameliorated. Distribution of manufacturer-generated identifiers to networks is a more secure approach.
Conclusion 4: Although an operator-assigned approach doesn’t seem optimal on its own, it could be used in conjunction with manufacturer-generated identifiers to handle unknown identifiers received from the UE.
Conclusion 5: As well as the issue of finding a 3rd party to manage the identifiers it isn’t clear that assignment by a 3rd party is a stand-alone solution.
Recommendation
We recommend that SA2 adopts both the manufacturer-generated and operator-assigned solutions. In addition we recommend that manufacturer-assigned identifiers should be distributed prior to their expected use by UEs. 
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