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Abstract of the contribution: This contribution proposes a way forward for the NAS and AS protection issue.
Discussion
To summarise the current situation:
· The guidance from SA Plenary was to not send NSSAI information in the clear in NAS.
· SA3 said in an LS to SA2 that they had agreed a CR removing NSSAI from the cleartext elements.
· SA3 also said: “SA3 interpret the guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.”
· RAN2 have indicated that it is not possible to encrypt in msg5 in Rel-15
· One endorsed CR proposes network policy driven inclusion of NSSAI in AS, and one endorsed CR proposes that the NSSAI is not sent in the clear in AS
· SA3 were asked to provide feedback on the two options, and this is in S3-183659. The SA3 response seems to summarise the solutions, and leave the choice to SA2
In our view the fact that privacy is always required at the NAS level but not always required at the AS level seems contradictory, and one definite indication from SA3 (“SA3 interpret the guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.”) seems to support that. We conclude therefore that SA2 should agree the solution described in the last meeting in CR in S2-1811403.
If SA2 decide not agree the solution in S2-1811403 then we have some concerns with the alternative solution as documented in S2-1811565, and these are documented below. We saw from the previous SA Plenary that unexpected issues can be raised about privacy and security concerns. There is a possibility that such concerns could be raised again. One additional alternative, if SA Plenary agree that privacy is not a concern in AS if it is controlled by the network(s), is that such control could be applied to NAS too. In other words, there could be network control of inclusion of NSSAI in NAS and AS, with the same policy applied to both, ie either include in the clear in both, or neither.
Finally, we observe that as we go forward, the NSSAI might not be the only IE that privacy policies could be applied to. Rather than designing a solution that applies only to NSSAI, a more generic solution could be desirable. This could be investigated in Rel-16, and is an additional reason why we believe that SA2 should agree the solution described in the last meeting in CR in S2-1811403.
Analysis of S2-11565
S2-1811565 summary
· Serving PLMN controls (per access type) whether NSSAI is allowed to be included by the UE is Access Stratum when establishing a connection cause by any of these:
· Service Request
· Periodic Registration Update
· Registration to update UE capabilities
· The Serving PLMN can also tell the UE never to include NSSAI in Access Stratum, regardless of the reason for the RRC Connection to be established
· A new parameter is sent by the AMF to the UE in the Registration Accept that indicates one of these behaviours:
a. The UE includes NSSAI = Allowed NSSAI in AS Connection Establishment messages caused by Service Requests, Periodic Registration Updates or Registrations used to update UE capabilities.
b. As applicable:
· The UE includes NSSAI in AS Connection Establishment messages caused by Service Requests. The NSSAI = the S-NSSAIs of the slices related to the Service Request.
· The UE includes NSSAI = Allowed NSSAI in AS Connection Establishment messages caused by Registrations to update UE capabilities.
c. The UE shall not include NSSAI in AS Connection Establishment messages caused by Service Requests, Periodic Registration Updates or Registrations used to update UE capabilities.
d. The UE shall never include NSSAI in AS
· The modes also apply to AS Connection Establishment messages cause by Mobility Registration Update or Initial registration, but then the NSSAI = Requested NSSAI.
· For 3GPP access Mode d is the default behaviour and is applied unless a different indication has been received.
· For untrusted non-3GPP access Mode c is the default behaviour
· The UE stores the required behaviour per PLMN, per Access Type.
Conclusions on S2-1811565
· It is unclear why the content of the NSSAI needs to be mixed up with whether the NSSAI is included or not. In particular, it is unclear why for an SR the choice of sending NSSAI = Allowed NSSAI or NSSAI = S-NSSAIs of the slices should be linked to privacy policy.
Alternative ways forward
· Alternative solution 1: Modification of S2-1811565 to separate “whether to send” from “what to send”
· During the Registration procedure the AMF may provide to the UE in the Registration Accept message an NSSAI Privacy parameter. This indicates whether the NSSAI is allowed to be sent in the clear in AS and NAS.
· The description can if necessary include the description of what the NSSAI contains if it is sent by the UE
· NSSAI = Allowed NSSAI for an SR, Periodic Registration Update or Registration for UE capabilities update
· If there is an option to make the NSSAI = Allowed NSSAI or S-NSSAI’s of slices for SR, this should be a different parameter.
· Alternative solution 2: As solution 1, but applies to both NAS and AS
· During the Registration procedure the AMF may provide to the UE in the Registration Accept message an NSSAI Allowed in Cleartext Information Element.
· This determines whether the NSSAI can be sent in cleartext in both AS and NAS or in neither
· Alternative solution 3: Generalisation of allowed in cleartext indication
· During the Registration procedure the AMF may provide to the UE in the Registration Accept message an Allowed in Cleartext Information Element.
· This determines which information elements are allowed to be sent in cleartext in both AS and NAS or in neither
· In the last meeting we agreed S2-1811307 that listed the following IEs that are allowed to be sent in the clear:
· -	Registration type
· -	SUCI or 5G-GUTI or PEI
· -	Security parameters
· -	additional GUTI
· -	4G Tracking Area Update
· -	the indication that the UE is moving from EPS.
· The new Allowed in Cleartext Information Element could list all of the above, but the policies for these seem unlikely to change, and non-inclusion will have impacts on the existing procedures, so it is proposed that the new IE should only include IE’s that are allowed in addition to the list above. (Maybe the IE could be called Additional Privacy Information, or something similar.)
· Alternative solution 4: NSSAI is not sent in the clear in NAS or AS
· As described in the last meeting in S2-1811403.
Conclusion
We recommend that SA2 should agree the solution described in the last meeting in CR in S2-1811403. Further investigation into encryption or privacy control could then be carried out in Rel-16.
If instead the decision of SA2 is that a solution based on S2-1811565 should be adopted then it should be modified to separate “whether to send” from “what to send”.
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