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Abstract of the contribution: This pCR proposes to clarify how anti-spoofing is performed with the same mechanisms as described in solution #10.
Discussion
 It was stated in solution #5 that when the P-CSCF receives the IMS Register, the P-CSCF checks that the PDN connection has been established for the RLOS APN by querying the PCRF. It is proposed to add that, in the same procedure, the P-CSCF also asks the PCRF to check whether the IMSI/IMEI of the UE corresponds to the one received in the SIP message. That will ensure better anti-spoofing.
The following editor’s note 

Editor's note:
It is FFS how IP UE address spoofing is solved in case of an unauthenticated UE.

is replaced by the text in solution #10:

“UE's IP address spoofing is still possible, but IP address spoofing is always possible for unauthenticated UEs in any solution, but proposed verifications minimize the risks as described below:

-
the IP address would need to correspond to a PDN connection that corresponds to the RLOS APN.”

It is also proposed to add that the P-CSCF verifies that the UE IP address is within the range of IP addresses reserved for RLOS.

There are also corrections to IMS registration.

Proposal

It is proposed to update TS 23.715 as follows.
FIRST CHANGE
7.5
Solution #5: IMS solution with dedicated RLOS-APN and RLOS-specific P/S-CSCF

7.5.1
Functional Description

This solution is intended to solve key issues #IMS-1, #IMS-2, #IMS-3 and #IMS-4.

During the EPC attach procedure, based on the RLOS indication provided by the UE, the EPC establishes a PDN connection to a specific APN dedicated to RLOS (see solutions #2 and #4). As RLOS are always provided in the PLMN the UE is accessing, the UE needs to select a P-CSCF suitable for RLOS sessions in that PLMN. For that, the address of the suitable P-CSCF is provided in the PCO by the PGW during Attach procedure. This dedicated address enables the use of either a general-purpose P-CSCF or a RLOS-specific P-CSCF. Whether a general-purpose P-CSCF or a RLOS-specific P-CSCF is used depends on the operator wishes about IMS isolation.

In this solution, the P-CSCF may be configured with a range of IP addresses reserved for RLOS.
The UE, whatever it is unauthenticated or authenticated in limited service state, performs an IMS registration for RLOS by adding an RLOS indication in the SIP Register message (required for general-purpose P-CSCF to determine the IMS Register is for RLOS). If the UE has indicated RLOS, if the P-CSCF has been configured with a range of IP addresses reserved for RLOS, the P-CSCF verifies that the UE IP address is within that range. P-CSCF may also verify that the PDN connection has been established for the RLOS APN by querying the PCRF. If one of the above verifications fails, the IMS registration is rejected. P-CSCF skips authentication as described in TS 23.167 [8] clause K.3 for IMS emergency sessions for roaming users in deployments without IMS-level roaming interfaces.
UE's IP address spoofing is still possible, but IP address spoofing is always possible for unauthenticated UEs in any solution, but proposed verifications minimize the risks as described below:
-
the IP address would need to correspond to a PDN connection that corresponds to the RLOS APN.


When the UE is successfully IMS registered for RLOS, it can request RLOS IMS services. On receiving the SIP Invite for an UE that is IMS registered UE for RLOS, the P-CSCF shall route the SIP INVITE request to a specific RLOS-CSCF to satisfy the IMS network isolation requirement (similar principle as for emergency IMS calls, which uses a specific E-CSCF). Emergency calls are detected the same way as in a regular P-CSCF and, in this case, the SIP INVITE request is routed to the E-CSCF. If the P-CSCF has determined that it is not for an emergency service and if the RLOS-CSCF has determined that the UE SIP request if not for RLOS, the UE SIP INVITE request is rejected. 

The UE may request RLOS IMS services as long as it is IMS registered for RLOS. If the IMS registration timer expires, UE can re-register as long as it is EPC attached to the RLOS APN. However, when the UE is detached from the EPC, the PCRF shall indicate it to the P-CSCF, which then deregisters the UE from IMS i.e. it removes the P-CSCF UE context.

When provided, the network provided location information conveyed from the EPC to the P-CSCF via PCRF shall be forwarded to the RLOS-CSCF.

Charging of RLOS IMS sessions is performed by the IMS network as for a regular IMS sessions.

P-CSCF additional features for RLOS

-
The P-CSCF can be a RLOS-specific P-CSCF or a general-purpose P-CSCF.

-
The P-CSCF detects whether the IMS registration request from an UE is for RLOS from the RLOS indication provided by the UE. The P-CSCF, if configured with a range of IP addresses reserved for RLOS, verifies that the UE IP address is within that range. P-CSCF may also verify that the PDN connection is established for RLOS attached by querying the PCRF. P-CSCF skips authentication as described in TS 23.167 [8] clause K.3 for IMS emergency sessions for roaming users in deployments without IMS-level roaming interfaces.
-
The P-CSCF selects an E-CSCF if it detects that the UE has initiated an emergency session request, per TS 23.167 [8] clause 7.3 (Emergency Session Establishment in the Serving IMS network). The P-CSCF shall also be able to detect non-UE detectable emergency sessions as specified in TS 23.167 [8] clause 7.2.

Editor's note:
Details for non UE-detectable emergency calls are FFS.

-
If available, the P-CSCF shall provide RLOS-CSCF with the NPLI received from the PGW via PCRF.

-
When the P-CSCF receives an indication from the PCRF that the UE has been RLOS detached from EPC, it shall deregister the UE from IMS, i.e. it removes the P-CSCF UE context

PCRF additional features for RLOS

-
The PCRF shall reply to the request from P-CSCF asking whether the PDN connection was established for RLOS (i.e. to RLOS APN).

-
When the UE is RLOS detached from the EPC, the PCRF shall indicate it to the P-CSCF.

RLOS‑CSCF additional features for RLOS

-
Verifies that the RLOS indication from P‑CSCF is present. 
-
Routes RLOS session establishment requests to an appropriate destination including anonymous session establishment requests.

-
Generates CDRs for RLOS.
7.5.2
Procedures

Editor's note:
This clause will describe the high-level procedures and information flows for the solution.

7.5.2.1
IMS registration

The UE performs IMS registration for RLOS by adding a RLOS indication in the SIP Register message, which allows the P-CSCF to detect that the IMS registration is for RLOS. The P-CSCF, if the UE has indicated RLOS, shall verify that the UE is RLOS attached by querying the PCRF on whether the PDN connection used for IMS signalling was established for RLOS (i.e. to RLOS APN). P-CSCF skips authentication 
7.5.2.2
Location Information retrieval

Not applicable.

7.5.2.3
UE initiated RLOS IMS session establishment

The following flow contains a high-level description of the RLOS procedures.
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Figure 7.5.2.3-1: UE initiated RLOS IMS session establishment

The following steps are performed:

1.
The UE sends an Attach Request to the EPC including an RLOS indication. The EPC establishes a local break-out default PDN connection for RLOS to the RLOS specific APN and replies to the UE with an indication that the UE is attached for RLOS as well as with the address of a P-CSCF suitable for RLOS sessions (via PCO). The EPC also informs PCRF that the PDN connection is for RLOS. See solution #4 in the TR for details.

2.
Per clause 7.x.2.1, the UE initiates an IMS registration request for RLOS to the P-CSCF whose address was received in the PCO during RLOS Attach. SIP Register message shall contain an RLOS indication. The P-CSCF, if configured through policies, if the UE has included RLOS indication in the SIP Register message shall verify that, if P-CSCSF is configured with a range of IP addresses reserved for RLOS, the UE IP address is within that range. It may also verify that the PDN connection is for RLOS APN . If one of the above verifications fails, the IMS registration is rejected. P-CSCF verifies whether the UE is a subscriber of the local operator (via e.g. looking at the IMS domain).
If the user is an IMS subscriber of the local operator, P-CSCF send the IMS registration to the RLOS-CSCF (i.e. the local S-CSCF) to retrieve the IMS subscriber security information, otherwise, P-CSCF skips the authentication as described in TS 23.167 [8] clause K.3 for IMS emergency sessions for roaming users in deployments without IMS-level roaming interfaces.
3.
If the UE requests RLOS, it sends a SIP INVITE for the establishment of an IMS RLOS session with an RLOS indication. The P-CSCF routes the SIP request to the RLOS specific CSCF. Emergency calls are detected the same way as in a regular P-CSCF, and in this case the SIP request is routed to the E-CSCF.

7.5.3
Impact on existing entities and interfaces

Editor's note:
This clause will describe the impacts to existing nodes or functionality and interfaces.
END OF CHANGES
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