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[bookmark: OLE_LINK6]Abstract of the contribution: This contribution proposes the solution to let UPF obtain the Channel Access Control list.
Discussion 
This paper intends to solve two issues:
1. If there is more than one STB under the cover of one 5G-RG, how to enforce the several STB(s) supporting IPTV?
The solution is inherited from fixed network with some adaptations. 5G-RG shall establish dedicate PDU Session for IPTV for each STB. During IPTV Access Procedure, STB can send its User ID&Password and/or MAC address to IPTV network via DHCP message. Based on User ID&Password and/or MAC address, IPTV network perform Authentication for the STB. 
2. An EN is left “Editor's note:	How the Channel Access Control list is obtained by UPF and which information is included, e.g. entry per 5G-RG connected to the UPF, is FFS.” The paper intends to solve this problem.
In the existing fixed network, BNG or AN obtains the Channel Access Control List from SMS (Service Management System) via the fixed network NMS (Network Management System). In order to minimize the aspect to the IPTV network. We can reuse the fixed network solution and adapt it to 3GPP network.
Two Alternatives are provided in the paper: 
Alternative one: A Channel Access Control list is provided by SMS (Service Management System) in IPTV network to subscription data in UDM via the Channel Access Control list Provision Procedure. UPF receive the Channel Access Control list from the subscription data.
Alternative two: A Channel Access Control list is provided by SMS (Service Management System) in IPTV network to policy in PCF via the Channel Access Control list Provision Procedure. UPF receive the Channel Access Control list from the policy data.
Proposal
[bookmark: _Toc473547355][bookmark: _Toc475575502]* * * Begin of Changes * * * 
[bookmark: _Toc516476655]6.7	Solution #7 - IPTV Service Support
This is the solution to Key issue #11.
[bookmark: _Toc516476656]6.7.1	Description
This solution describes how to support the IPTV services without impacting the IPTV platform, including IPTV Authentication, IP allocation from IPTV network and the support of Unicast Packets transmission and Multicast Packets transmission without MBS supports in 5GC and NG RAN. 
NOTE x:	There is no standardized specification for IPTV so far. This solution is based on the existing common IPTV platform already deployed. 
This solution is based on establishment of PDU session dedicated to IPTV service where the IP address is assigned by IPTV platform. The UPF performs the control of user to the multicast group via IGMP, packet replication and enforces the Channel Access Control of Multicast Channels.
Considering the architecture of Figure 6.1-3 that 5G-RG connecting to NG-RAN, the solution include the procedures listed as below:
-	Two Alternatives of Channel Access Control list Provision Procedure. 
-	Alternative one: the Channel Access Control list is provided by IPTV SMS (Service Management System) in IPTV network to UDM in order to be included in user subscription data via the Channel Access Control list Provision Procedure shown in figure 6.7.2-1a.
-	Alternative two: the Channel Access Control list is provided by IPTV SMS (Service Management System) in IPTV network to PCF to be included in 3GPP policy via the Channel Access Control list Provision Procedure shown in figure 6.7.2-1b.
-	Registration Procedure and PDU Session Establishment Procedure for a PDU session dedicated to IPTV service for 5G-RG shown in Figure 6.7.2-21. The Registration Procedure is used to register to 5GS and the PDU Session Establishment Procedure is used to establish the PDU Session for IPTV Service.
-	IPTV Access Procedure shown in Figure 6.7.2-26.7.2-3. The IPTV Access Procedure is used to access the IPTV network, including completing the IPTV Authentication and IP allocation function.
-	Multicast Service Support Procedure shown in Figure 6.7.2-36.7.2-4. The Multicast Service Support Procedure is used to enhance the 5GS to support Multicast Service from IPTV network.
NOTE 1:	5GS can support Unicast Service from IPTV network directly.
Editor's note:	How to enhance the 5GS to support Multicast Packets transmission for the architecture of Figure 6.1-1 and Figure 6.1-5 that 5G-RG connecting to Wireline Access Network is FFS.
In current IPTV network, Line ID is used to perform IPTV Authentication. In addition, User ID&&Password and/or STB MAC address should also be used to perform IPTV Authentication. Line ID includes Circuit ID and Remote ID defined in RFC 3046 [14]. In current IPTV network, Line ID can be regarded as the RG Identity in IPTV system. The IPTV system performs IPTV Authentication based on the Line ID Line ID is provided by the wireline access network or BNG during the DHCPv4 procedure. User ID&&Password and/or STB MAC address is provided by STB during the DHCPv4 procedure to IPTV network. After that IPTV Authentication is completed, the DHCP Server in the IPTV system will allocate the IP address to the RG.
In order to minimize the impact to the existing IPTV system, Line ID , User ID&&Password, STB MAC address can be reused to perform IPTV Authentication. The Line ID is added to the subscription data in UDM via the management system (e.g. when the user subscribed the IPTV services). The SMF receives the Line ID included in the subscription data and send the Line ID to UPF in during the PDU Session Establishment Procedure.
NOTE 2:	The Line ID reused to perform IPTV Authentication is allocated by the IPTV System and has the same format as the Line ID used in the traditional wireline network, but it doesn't used to identify the incoming circuit and the remote high-speed modem in the wireline network as specified in RFC 3046 [14].
Editor's note:	Whether the procedure to add the Line ID to subscription data should be standardized in 3GPP is FFS.
NOTE 3:	Based on IPTV network deployment, IPTV Authentication is performed using either the STB MAC address or User ID &&password or both as subscription.
The solution assumes that a PDU session per STB is dedicated to the IPTV services and that the IP address is assigned via DHCPv4 by a server located in IPTV network. The DHCPv4 procedure enables also the Line ID based authentication of the 5G-RG via Option 82. Furthermore, DHCPv4 procedure may also enable the STB MAC address based authentication via Option 61 and/or enable the User ID&&Password based authentication via Option 60 mechanism extensively used in current BBF network deployment.
NOTE 4:	The PDU session dedicated to the IPTV services is per STB. If multiple STB(s) are under the coverage of one 5G-RG, corresponding multiple PDU Sessions dedicated to the IPTV services are needed.
Editor's note:	How to support Multicast for IPv6 (e.g. the support of MLD and DHCPv6) is FFS.
The Multicast Support relies on the IGMP and on the support of IGMP Join in UPF for binding the Multicast address included in the IGMP Join message to the related PDU Session from the 5G-RG. When the UPF receives a downlink Multicast packet from IPTV network, the UPF identifies the corresponding PDU session via the Multicast address in the Multicast packet and send the downlink Multicast packet to 5G-RG.
NOTE 35:	UPF shall enforce PIM (Protocol-Independent Multicast) to ensure receive DL multicast traffic. Which PIM mode (e.g. Sparse Mode PIM-SM defined in RFC 4601[x] or Dense Mode PIM-DM defined in RFC 3973[y]) should be enforced is based on local policies in SMF/UPF.
Channel Access Control of Multicast Channels is performed in UPF to support some access right status of the entitlement to each of the Multicast channels for each user, such as fully allowed, preview allowed, not allowed. A Channel Access Control list is provided by IPTV SMS (Service Management System) in IPTV network to UDM in order to add in user subscription data via the Channel Access Control list Provision Procedure shown in figure 6.7.2-1a or to PCF in order to add in 3GPP policy via the Channel Access Control list Provision Procedure shown in figure 6.7.2-1b. UPF obtains the Channel Access Control list from user subscription data or 3GPP policy during PDU Session Establishment procedure shown in figure 6.7.2-2from SMS (Service Management System) in IPTV network and performs the Channel Access Control based on the Channel Access Control list. The format of the Channel Access Control list is specific for IPTV network. An example of Channel Access Control list is given in table 6.7.1-1 for shown.
UPF shall map the STB ID in the Channel Access Control list received during PDU session procedures to the IP address assigned to the PDU Session dedicated to the IPTV services. The procedure is shown in Figure 6.7.2-3 step 12-2. An example of Channel Access Control list after mapping is given in table 6.7.1-2 for shown.
NOTE 6:	The STB ID is decided by IPTV network. Based on IPTV network deployment, it can be MAC address of the STB or User ID. Furthermore, the Channel Access Control list will not be specified in 3GPP, but decided by IPTV network. 3GPP network only take the Channel Access Control list as input from IPTV network to perform Channel Access Control. In this solution UDM (alternative one in 6.7.2) or PCF (alternative two in 6.7.2) only transparently transmit it to UPF without translation.
-	UPF sends the DL multicast traffic to the 5G-RG via the related PDU Session when the Channel is fully allowed for the STB.
-	UPF sends the DL multicast traffic to the 5G-RG under certain condition via the related PDU Session when the Channel is Preview allowed for the 5G-RG PDU Session, e.g. the preview will be allowed for 10 seconds. After that, the UPF unbinds the multicast address and the PDU Session, and stops sending DL multicast traffic.
NOTE 47:	The condition is defined by the IPTV system is also included in the Channel Access Control list, but not shown in table 6.7.1-1.
-	UPF drops the IGMP join message when the Channel is not allowed for the 5G-RG PDU Session and doesn’t send the DL multicast traffic to the 5G-RG.
	
	Multicast address 1 (Channel 1)
	Multicast address 2 (Channel 2)
	Multicast address 3 (Channel 3)

	5G-RG IP address 1STB ID 1
	Fully allowed
	Not allowed
	Preview allowed

	5G-RG IP address 2STB ID 2
	Fully allowed
	Fully allowed
	Not allowed

	5G-RG IP address 3STB ID 3
	Fully allowed
	Preview allowed
	Preview allowed


Table 6.7.1-1: An example of Channel Access Control list before mapping
	
	Multicast address 1 (Channel 1)
	Multicast address 2 (Channel 2)
	Multicast address 3 (Channel 3)

	IP address assigned to the PDU Session dedicated to the IPTV services for STB1
	Fully allowed
	Not allowed
	Preview allowed

	IP address assigned to the PDU Session dedicated to the IPTV services for STB2
	Fully allowed
	Fully allowed
	Not allowed

	IP address assigned to the PDU Session dedicated to the IPTV services for STB3
	Fully allowed
	Preview allowed
	Preview allowed


Table 6.7.1-2: An example of Channel Access Control list after mapping
Editor’s note: how the Channel Access Control list is obtained by UPF and which information is included, e.g. entry per 5G-RG connected to the UPF, is FFS.
[bookmark: _Toc516476657]6.7.2	Procedure
Alternative one: Channel Access Control list Provision Procedure via subscription data,



Figure 6.7.2-1a: Channel Access Control list Provision Procedure
1.	User subscribe or update the Channel authority. The information is updated to IPTV SMS.
2.	IPTV SMS send the Channel Access Control list Provision message to 3GPP NMS, which includes the Channel Access Control list and 5G-RG ID (e.g.GPSI). 3GPP NMS send the Channel Access Control list Provision Response message to IPTV SMS in step 3. 
[bookmark: _GoBack]3.	3GPP NMS provides the Channel Access Control list and 5G-RG ID (e.g.GPSI) to UDR. Based on the 5G-RG ID, UDR add the Channel Access Control list to the subscription data of the corresponding 5G-RG. 
UDM can synchronize the subscription data from UDR based on existing UDR service in clause 5.2.12 of TS 23.502[3]. 
NOTE 1:	The Interactions between 3GPP NMS and UDR, and between 3GPP NMS and IPTV SMS belong to SA5 scope and given in this solution only for shown.

Alternative two: Channel Access Control list Provision Procedure via policy,


Figure 6.7.2-1b: Channel Access Control list Provision Procedure
The difference from alternative one in figure 6.7.2-1a is that the Channel Access Control list is sent to PCF instead of UDM.
Editor's note:	Whether the Secondary authentication/authorization procedure can be used to provide the Channel Access Control list is FFS. 
Editor's note:	Whether both or only one of the two alternatives above should be standardized is FFS. 

 


Figure 6.7.2-16.7.2-2: Registration Procedure and PDU Session Establishment Procedure to support IPTV service
0.	Registration Procedure for 5G-RG is depicted in TS 23.502 [3] clause 4.2.2.2. The difference is that the Line ID is included in the Subscription data and stored in UDM.
NOTE 1:	5G-RG can act as the UE depicted in Registration Procedure in TS 23.502 [3] clause 4.2.2.2.
1a.	5G-RG initiates the PDU session establishment procedure dedicated to IPTV service. The following steps are the same as described in TS 23.502 [3] clause 4.2.2.2 with the differences below.
NOTE 2:	The condition to trigger the 5G-RG to establish the PDU Session for IPTV service is implementation specific (e.g. when the STB is switch on).
1b.	The DNN for IPTV is sent by the 5G-RG to the AMF. Furthermore, since IPTV network allocates the IP address to this PDU session via DHCPv4, the 5G-RG shall indicate within the Protocol Configuration Options element that the UE requests to obtain the IPv4 address with DHCPv4.
2.	The AMF shall select a SMF that support IPTV Service if the AMF receive the DNN for IPTV in step 1b.
4a-4b.	SMF receives the user subscription data from UDM which includes the Line ID. For Alternative one of Channel Access Control list Provision Procedure, the Channel Access Control list is included in the user subscription data.
6b.	SMF receives QoS Profile(s) related to IPTV Service, including the QoS Profile(s) for multicast service. For Alternative two of Channel Access Control list Provision Procedure, the Channel Access Control list is included in the policy provided to SMF by PCF.
7.	SMF selects the UPF which supports IPTV Service.
9a.	Line ID and Channel Access Control list is included in the N4 Session Establishment/Modification Request to UPF.
New 9b.	UPF shall bind the Line ID received in step 9a with the CN Tunnel Info.




Figure 6.7.2-26.7.2-3: IPTV Access Procedure
When PDU Session Establishment Procedure is completed, the STB shall initial the IPTV Access Procedure based on the DHCPv4 Procedure as follows:
1.	The STB sends the DHCP Discover message to the UPF over the user plane. The UPF and the SMF interacts as described in TS 23.501 [2] clause 5.8.2.2. STB ID may be included in DHCP Discover message.
NOTE 1: Based on the deployment of IPTV network, STB ID may be either MAC address of STB included in Option 61 of the DHCP Discover message or User ID&&Password included in Option 60 of the DHCP Discover message, or both.
2.	The SMF acts as DHCP Proxy and adds the Option 82 defined in RFC 3046 [14] including Line ID to the DHCP Discover message.
3.	The DHCP Discover message with Option 82 is sent to DHCP Server located in IPTV network via UPF.
NOTE 1: In order to route the DHCP Discover message to the DHCP Server in IPTV network, the DHCP Discover message is broadcasted inside the IPTV network.
4.	The IPTV system shall perform IPTV Authentication based on the Line ID included in the Option 82.
NOTE 2: The IPTV Authentication procedure performed by IPTV system is out of 3GPP Scope.
5.	If the IPTV Authentication procedure in step 4 succeeds, the DHCP Server in the IPTV system shall respond with DHCP Offer message with Option 82. The IP address allocated by the DHCP Server in the IPTV system is included in the DHCP Offer message.
6.	Since the DHCP Offer message doesn't contain destination IP address, the UPF is not able to identify the PDU Session that the DHCP Offer message belongs to.  The UPF shall use the Line ID included in Option 82 and the binding relationship between Line ID and CN Tunnel info acquired in step 9b of Figure 6.7.2-16.7.2-1a to identify the PDU Session that the DHCP Offer message belongs to.
7-1.	DHCP Offer message is sent to 5G-RG via PDU Session identified in step 6.
7-2.	The 5G-RG shall replace the IP address allocated by the DHCP Server in IPTV network with the local IP address.
7-3.	The DHCP Offer message including local IP address is sent to STB.
8-1.	The STB sends the DHCP Request message to confirm the local IP address is applicable.
8-2.	The 5G-RG shall replace the local IP address with the IP address allocated by the DHCP Server in IPTV network.
8-3.	The 5G-RG sends the DHCP Request message to confirm the IP address allocated by the DHCP Server in IPTV network is applicable.
9.	The SMF acts as DHCP Proxy and add the Option 82 defined in RFC 3046 [14] including Line ID to the DHCP Request message.
10.	The DHCP Request message with Option 82 is sent to DHCP Server in IPTV network.
11.	If the IPTV Server confirm the IP address allocated to 5G-RG is applicable, the DHCP Server in the IPTV network shall respond with DHCP Ack message with Option 82. The IP address allocated by DHCP Server in the IPTV network is included in the DHCP Ack message.
12-1.	Similar as step 6, the UPF shall identify the PDU Session that the DHCP Ack message belongs to base on the Line ID included in Option 82 and the binding relationship between Line ID and CN Tunnel info acquired in step 9b of Figure 6.y.2-1.
12-2.	After IPTV network allocate IP address, UPF shall map the STB ID in the Channel Control List to IP address for the PDU Session dedicated to the IPTV services per STB. 
13-1.	The DHCP Ack message is sent to the 5G-RG via PDU Session identified in step 12.
13-2.	Similar as Step 7-2, the 5G-RG shall replace the IP address allocated by the DHCP Server in IPTV network with the local IP address.
13-3.	The DHCP Ack message including local IP address is sent to STB.
	After the STB receives the DHCP Ack message, the STB can obtain the IPTV Service.
NOTE 3:	NAT (Network Address Translation) function should be performed by 5G-RG.
14.	When the SMF receives the DHCP Ack message in step 11, the SMF may trigger the PDU Session Modification to update the QoS Profile for IPTV service.
Editor's note:	How to enhance the 5GS to support other IPTV Authentication is FFS, e.g. Authentication based on PPPoE.
Editor's note:	Whether and how to perform the IPTV Access Procedure via the interface between SMF and IPTV network is FFS.


Figure 6.7.2-36.7.2-4: Multicast Service Support Procedure
In order to obtain the multicast service from IPTV network, the Multicast Service Support Procedure should be performed.
1.	In order to obtain the multicast service, STB send the IGMP Join message to the 5G-RG as specified in BBF TR-101 [10].
2.	The 5G-RG shall relay the IGMP Join message to the UPF via the user plane as defined in BBF TR-101 [10].
3.	When the UPF receives the IGMP Join message the UPF shall check the Channel Access Control list obtained in step 12-2 of figure 6.7.2-3. If the Multicast address is allowed for the 5G-RG IP address for the PDU Session dedicated to the IPTV services per STB, the UPF shall add the 5G-RGthis IP address to the requested multicast group. If the Multicast address is not allowed for the 5G-RG IP address for the PDU Session dedicated to the IPTV services per STB, the UPF shall drop the IGMP Join message. If the Multicast address is previewed allowed for the 5G-RG IP address for the PDU Session dedicated to the IPTV services per STB, the UPF shall add the 5G-RGthis IP address to the requested multicast group under certain condition, e.g. the preview will be allowed for 10 seconds.
Editor's note:	It is FFS how the UPF obtain the Channel Access Control list from IPTV network.
4-5.	When the UPF receives multicast packets from multicast server in IPTV network, the UPF shall select the PDU Session where to transmit the multicast packets based on the multicast group, constructed in step 3.
6-7.	The UPF shall send the multicast packets to the 5G-RG via the PDU Session selected in step 5. Then the 5G-RG relay the multicast packets to the STB.
If some other STB also subscribes the same multicast group, the UPF shall perform replication of the Multicast packets and send them to the corresponding 5G-RG and STB as well.
[bookmark: _Toc516476658]6.7.3	Solution Evaluation
Editor's note:	The solution evaluation is FFS.
* * * End of Changes * * *
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