SA WG2 Meeting #S2-128
S2-186377
02 - 06 July, 2018, Vilnius, Lithuania
(revision of S2-18xxxx)
Title:
[Draft] Reply LS on initial NAS message protection
Response to:
S2-186325/C1-183727 and S2-186323/S3-181933
Release:
Rel-15
Work Item:
5GS_ph1
Source:
SA2
To:
CT1, SA3
Cc:
-
Contact Person:


Name:
Sašo Stojanovski
Tel. Number:


E-mail Address:
saso stojanovski intel com
Attachments: -
1. Overall Description:

SA2 would like to thank CT1 for their LS (S2-186325/C1-183727).
Regarding the use of partial encryption in the Initial NAS message, and considering also the LS reply from SA3 (S2-186323/S3-181933), SA2 would like to provide the following view.
The previous SA2-SA3 correspondence (see SA2 reply in S2-184510) has focused on parameters that need to be sent as clear text in order to enable appropriate handling in the network. Thus far SA2 is not aware of any analysis on whether the remaining parameters in the Initial NAS message require ciphering and why. SA2 believes that such analysis must take place sooner rather later and the specification of partial encryption in the Initial NAS message should proceed only if the analysis shows that such a feature is justified.
For instance, if one omits the parameters from the Registration Request message for which SA2 replied to SA3 that they need to be sent as clear text (see S2-184510), what remains in the Registration Request message is the following: UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX parameters.

In SA2’s view these parameters look pretty much non-sensitive information and SA2 is wondering whether they really require encryption?

SA2 would like to note that in EPS Initial Attach the only parameters that were deemed sensitive (and were sent using ESM Information Response after security activation) were the APN and the PCO (actually the intent was to only protect the CHAP credential for access to a private network that is carried within the PCO). In contrast, in the 5G System the APN/DNN is sent in SM messages and the CHAP credential has been replaced with the secondary EAP-based authentication, so neither of these two sensitive parameters is present in the Initial NAS message.

In reference to the specific questions in the CT1 LS, SA2 would like to provide the following replies:
CT1 Question#2 to SA2, SA3: What are the criteria determining which IEs should be ciphered or be sent in the clear?

As discussed previously, SA2 is not aware of any analysis on whether the remaining parameters in the Initial NAS message require ciphering and why.
CT1 Question#5 to SA2: Whether there are impacts on stage 2 procedure as a result of this?
If partial encryption of Initial NAS message were to be agreed, there would certainly be some Stage 2 impacts in that some IEs would not be sent in the initial message (e.g. Registration Request), but would need to be deferred to a later message.

In reference to the SA3 LS reply (S2-186323/S3-181933) to CT1 questions:

Question#1 to SA3: What are technical problems resolved by this SA3 feature and what real benefits gained from this SA3 feature given the identified cleartext IEs?
Question#2 to SA2, SA3: What are the criteria determining which IEs should be ciphered or be sent in the clear?

Response to Question 1: one of the major goals of the 5GS security is to enhance the security compared to 4G. To minimize the risk that an attacker may misuse the IEs sent in the clear in the initial NAS message(s), SA3 decided to confidentiality protect (i.e., cipher) all the IEs that are not required by the network at least for the following purposes: a) to route the Initial NAS message to the correct AMF and b) for the AMF to establish the NAS security context with the UE.   
Response to Question 2: IEs in the Initial NAS message that are not required by the network a) to route the Initial NAS message to the correct AMF and b) for the AMF to establish the NAS security context with the UE shall be confidentiality protected. SA3 should be consulted before it is agreed to send in the clear any IE other than the IEs listed in the response to question 4.

SA2 would like to provide the following comments:

-
Response to Question 1 asserts that an attacker can misuse the IEs sent in the clear, but as indicated earlier in this LS reply, SA2 is not aware of any analysis on how an attacker can misuse any of the following: UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX parameters.


-
Response to Question 2 does not really answer CT1’s Question 2, which was referring to the criteria that determine which IEs should be ciphered.

SA2 would like to ask SA3 to perform an analysis on which of the remaining parameters in the Initial NAS message contain sensitive information that could be misused by attackers.

In absence of sufficient justification SA2 would advise that partial encryption in the Initial NAS message be removed from Rel-15.
2. Actions:
To CT1, SA3:
ACTION: 
SA2 respectfully asks CT1 and SA3 to take the reply above into consideration.
To SA3:
ACTION: 
SA2 respectfully asks SA3 to perform an analysis on which of the remaining parameters in the Initial NAS message contain sensitive information that could be misused by attackers. In absence of sufficient justification SA2 would advise that partial encryption in the Initial NAS message be removed from Rel-15.
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