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Background
This Solution has a minimum impact on the UE, allowing means to support the 5GC CIoT feature based on FW upgrade. In this solution a SRB is used for sending data between the UE and the network without the PDCP layer. Instead the ciphering and integrity is handled in a similar way as for NAS signalling. This is a similar configuration as for NB-IoT devices that only supports CP CIoT EPS Optimization. These devices establishes SRB1bis for control as well as for data, [see TS 24.301, section 5.3.15] without any PDCP layer. Small data is sent over the SRB1bis where ciphering, integrity protection and header compression is configured in NAS. This solution, #6, suggests a similar configuration for small data as used for the data in NB-IoT devices with Control Plane EPS CIoT Optimization. The difference in this solution is that procedures performed in the legacy MME NAS layer such as header compression, security, etc. are performed in the new proxy function in the UPF.
Observation 1: This Solution provides a solution with minimum impact on the UE, allowing means to support the 5GC CIoT feature based on FW upgrade. The application layer and Radio layer in the UE can remain unchanged. 

In 4G (Not specified in 5G yet) the data transfer sent on SRB1bis in the messages ULInformationTransfer-NB and DLInformationTransfer-NB respectively, as defined in 36.331, are both mapped to the DCCH logical channels in downlink and uplink. The logical channel DCCH is [see 36.321] mapped to the UL_SCH and DL-SCH transport channels which then are sent on [36.212] the corresponding physical channels NPUSCH and NPDSCH in uplink and downlink respectively. This means that the data in the SRB1bis is scheduled in the resource blocks available for DL and UL data is independent on whether it is a SRB or DRB that is transmitted. 

Observation 2: Even though the signalling radio bearer is used it would not impact the available radio resources blocks for NB-IoT since both SRB1bis and DRB use same scheduled NPUSCH and NPDSCH resources.

Proposal

It is proposed to include an evaluation to solution 6 in TR 23.724

* * * Start of change * * * 

6.6
Solution 6: Small Data Communication based on Data PDU routed over the User Plane.

6.6.1
Introduction
6.6.1.1
General

This solution applies to Key issue 1 and Key issue 2. The main idea of the solution is to provide a simple migration for the 5G-IoT UE implementation building on the CP CIoT optimization and at the same time keep the user data separated from the Control Plane within the Core Network.

To overcome the drawback of routing user data via the Core Networks control plane function(s) AMF and SMF, a new proxy function is introduced that includes the functionality needed for handling of the user data in a Data PDU sent over Uu using Signalling Radio Bearer.

Similar to CP CIoT optimization and NB-IoT RAT, the Data PDU is embedded in an RRC message (Signalling Radio Bearer, SRB). The Data PDU is transparent to the RRC layer, similar legacy NB-IoT. The difference compared to legacy is that the Data PDU shall not be passed to the NAS upper layer, instead passed to the new function/proxy that performs i.e. integrity protection, ciphering and header compression.
NOTE 1:
This solution does not address congestion issues related to the usage of Signalling Radio Bearers in RAN when an IoT device uses e.g. NB-IoT RAT and 5G CP CIoT optimization.

NOTE 2:
It is assumed that if this solution is selected for 5GS, then the UE will detect the 5G PLMN and support for small data communication by decoding the System Information Broadcasted in e.g. MIB-NB, SIB1-NB.

6.6.1.2
Protocol stack for User data
The figure below shows the protocol stack for user data including the new function/proxy here called New Upper layer. 
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Figure 6.6.1.2-1: Protocol stack for User plane data 
6.6.1.3
Architecture reference models
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Figure 6.6.1.3-1: Architecture for small data delivery via UPF to DN and NEF
6.6.2
Functional Description

The following principles apply:

-
Small data using encapsulated Data PDU:
-
Small data is exchanged between the UE and the Proxy function using encapsulated Data PDU in both uplink and downlink direction.

-
The proxy function is implemented in the UPF used as PDU Session Anchor (PSA) for the small data session.
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Figure 6.6.2-1: The location of the proxy function
-
RAN detects the message type is of Data PDU type. RAN forwards the Data PDU to the proxy function in the UPF.

NOTE:
The detection that the message type is of Data PDU type could be based on an indicator in the RRC message e.g. utilizing criticalExtensionsFuture. Details to be decided by RAN WG2.
-
The proxy function extracts or encapsulates the user data from/in the Data PDU. This includes e.g. the security operations and header compression.

-
The proxy function forwards/receives the user data over the UPF to/from the PDU session anchor point.

-
PDU Session Establishment:
-
The PDU session establishment reuse the procedure in TS 23.502 [7], clause 4.3.2.2.1 with the difference that the UPF node will be configured with security parameters to be stored in the UE context. The AMF provides the security parameters via the SMF to the UPF and the UPF stores the UE Context as long as the PDU Session is established.
-
Supported PDU session types:
-
Small data transfer supports IP and unstructured data.
-
Integrity protection, ciphering and header compression:
-
Integrity protection and ciphering for small data are performed by a proxy function (Similar to existing NAS PDU integrity protection and ciphering functionality may be re-used in the proxy function).
Editor's note:
Detailed security solution for the proxy function is FFS and shall be selected and specified by SA WG3. Example of a possible solution could be to use the same NAS key but different packet counters for the different "flows", meaning that NAS signalling terminating in the AMF would have it's own packet counters and the user data packets terminating in the proxy will have it's own packet counters. Another possible solution could be to generate new key and packet counters for the User data communication between the UE and the proxy function.

-
UE and proxy function may perform header compression for IP data.
-
Roaming

-
In case of home routed roaming the proxy is in the V-PLMN. The data is delivered from the UPF in V-PLMN, on the N9 interface, via the UPF in the H-PLMN to the Data Network. 

-
In case of roaming of NIDD via NEF an IWK-NEF located in the V-PLMN is used for providing inter-connection with the NEF in the H-PLMN. The IWK-NEF (similar to IWK-SCEF in EPC) relays data between UPF/proxy function in V-PLMN to NEF in H-PLMN.
6.6.3
Support of EPC interworking
The UE supports EPC interworking by supporting both EPC NAS and 5G NAS plus the support for small data over NAS in both 4GS and 5GS. From a UE perspective the solution can be almost identical, only difference may be in the 5G solution where the UE might need to mark the Data PDU.

6.6.4
Procedures

6.6.4.1
Small Data via UPF
6.6.4.1.1
General
Compared to EPC, 5GC requires that the UE first performs registration and then PDU Session Establishment for setting up all required PDU sessions. Before any procedures below, it is assumed that a successful registration procedure has been performed that included the UE's Preferred Network Behaviour information.

6.6.4.1.2
Assumptions

-
A UE that shall send or receive small data is assumed to have established a PDU session for small data. The PDU Session Anchor (PSA) stores the specific UE security parameters for the small data PDU session in the UE context.
-
For a RAN node, there may be one specific UPF that acts as the PDU Session Anchor for all small data PDU sessions. 

-
The small data from any UE, connected to that RAN node, is then forwarded via a common N3 tunnel towards this UPF. The tunnel is configured either when configuring the RAN node, or when the first small data PDU session is established (as in solution 29 in clause 6.29).
-
The small data from the UPF to a UE is sent via the common N3 tunnel, for all small data UEs, connected to the RAN node that the UE is connected with. The RAN identifies the UE and the corresponding RRC Connection based on the UE ID and PDU session ID.
-
If the RAN does not have a common N3 tunnel for small data PDU session when receiving small data from a UE, then the RAN node will trigger the establishment of a common N3 tunnel by sending an N2 message requesting the SMF to configure such.
-
The UPF may keep track of the RRC connection to the UE by a UE Location Freshness Timer as proposed in solution 29 in clause 6.29. The timer is reset when the UPF receives UL traffic from the UE. As long as the UE Location Freshness Timer has not elapsed, the UPF sends a DL Data PDU to the same RAN node from which it last received UL traffic from this UE. When the DL Data PDU shall be delivered to the UE and the UE Freshness Activity timer has elapsed the UPF requests the AMF to page the UE by sending a Downlink Data Notification to the SMF. 

-
When the DL Data PDU cannot be delivered to the UE, the RAN node deletes the Data PDU and notifies the UPF that the UE is not reachable. Then the UPF may requests the AMF to page the UE.

-
Once the common N3 tunnel is established for small data communication, there is no need to release it as long as the Common UPF node for small data is not changed. 

6.6.4.1.3
PDU Session Establishment
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Figure 6.6.4.1.3-1: PDU Session Establishment enabling Data over UPF
1.
The UE sends a PDU session establishment request message that includes the PDU session ID, PDU type, DNN and S-NSSAI. Based on e.g. the Preferred Network Behaviour and S-NSSAI the AMF selects an SMF and invokes the Nsmf_PDUSession_CreateSMContext request to trigger the PDU session establishment.

2.
Steps 2-12 are executed according to TS 23.502 [7], clause 4.3.2.2.1 with the following changes:
-
The AMF provides UE specific security parameters to the SMF. 

-
In step 10, the SMF includes required security parameters for the proxy function located in the UPF node that acts as the PDU Session Anchor (PSA). 

-
A common N3 tunnel is established for the requested PDU session, if the N3 tunnel was not already established.
3.
The AMF forwards the PDU session establishment accept message to the UE.
4.
Steps 14-16 are executed according to TS 23.502 [7] clause 4.3.2.2.1
6.6.4.1.4
Mobile Originated Data Transport
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Figure 6.6.4.1.4-1: Mobile Originated Data Transport
0.
The UE is in CM-IDLE and has an established small data PDU session

1.
The UE establishes an RRC connection and sends an integrity protected Data PDU as part of this. The Data PDU carries encrypted uplink data as payload and the corresponding PDU session ID.

2.
RAN detects that the transport message from the UE is for the Proxy in the PSA

3.
RAN forwards the Data PDU together with the PDU session ID and UE ID on the N3 Tunnel to the UPF node acting as PSA and to the proxy function in the UPF node.


If the RAN does not have a common N3 tunnel for small data PDU session, then the RAN node will trigger the establishment of a common N3 tunnel by sending an N2 message requesting the SMF to configure such.

4.
The proxy function in the UPF node verifies the integrity of the incoming Data PDU and decrypts the data in the payload and decompresses the IP header if header compression was applied in the UE on the IP data.

5.
UPF forwards the data to the Data Network (DN)

6. [Conditional] If there is data available in UPF, the proxy within UPF applies integrity protection, encryption and header compression for the transport to the UE

7. [Conditional] The UPF forwards the Data PDU together with the PDU session ID and UE ID over the N3 tunnel to the RAN.

8. [Conditional] RAN identifies the receiver and sends the Data PDU to the UE over DL RRC signaling message.

9.
Based on RAN specified inactivity conditions, the RAN releases the UE's RRC connection and corresponding CN connections according to AN release procedure in TS 23.502 [7], clause 4.2.6.

6.6.4.1.5
Mobile Terminated Data Transport
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Figure 6.6.4.1.5-1: Mobile Terminated Data Transport 
0.
The UPF receives downlink data for a small data PDU Session to the UE
1.
Network Triggered Service request according to TS 23.502 [7] clause 4.2.3.3 step 2-6 is performed. The UE responds on the page with a Control Plane Service Request NAS message which will not trigger any DRB establishment.
2.
The proxy function in the UPF node acting as PSA apply header compression, ciphering and integrity protection.
3.
The UPF forwards available Data PDU together with the PDU session ID and UE ID to the RAN node over the N3 Tunnel.
4.
RAN delivers the Data PDU over RRC to the UE.

5.
[Conditional] The UE sends an integrity protected Data PDU in an uplink RRC message. The Data PDU carries encrypted uplink data as payload and corresponding PDU session ID.
6.
[Conditional] The RAN detects that the transport message is from the UE and for the Proxy in the UPF node
7.
[Conditional] The RAN forwards the Data PDU together with the PDU session ID and UE ID to the proxy function located within the UPF node. 
8.
[Conditional] The proxy function verifies the integrity of the incoming Data PDU and decrypts the data in the payload and decompresses the IP header if header compression was applied in the UE on the IP data.

9.
[Conditional] The UPF forwards the data to the DN.
10.
Based RAN specified inactivity conditions, the RAN releases the UE's RRC connection and corresponding CN connections according to AN release procedure in TS 23.502 [7], clause 4.2.6.
6.6.4.2
NIDD via NEF specific procedures

6.6.4.2.1
General

This clause details the additional functionality to support NIDD via NEF as shown in the architecture reference model in clause 6.6.1.3. The procedures show reuse of T8 and T6 interface, it is possible that stage 3 would decide to use an alternative protocol than T6 for the Nx reference point.
6.6.4.2.2
Nx Session Establishment

On top of the PDU session establishment procedure in clause 6.6.4.1.3 the following applies

-
Based on either subscription data or DNN with "invoke NEF selection" indicator, the SMF will select an NEF for NIDD based on the UE subscription profile.

-
The SMF configures the NEF and UPF anchor for data transfer for the specific UE ID and PDU session ID. 

-
The SMF also updates the AMF with the NEF ID with Nsmf_PDUSession_CreateSMContext Response in order for the AMF to invoke Namf_EventExposure_Notify (User Identity) service once the UE becomes reachable or is about to become reachable.
6.6.4.2.3
Mobile Terminated NIDD procedure
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Figure 6.6.4.2.3-1: Mobile Terminated NIDD Transport via NEF

0.
The UE has registered and performed PDU session establishment for NIDD via NEF.
1.
If SCS/AS has already activated the NIDD service for a given UE, and has downlink non-IP data to send to the UE, the SCS/AS sends an MT NIDD Submit Request (External Identifier or GPSI, non-IP data, Reliable Data Service Configuration, Maximum Latency, Priority, PDU Session Establishment Option) message to the NEF.
2.
The NEF determines the PDU session Context based on the DNN associated with the NIDD configuration and the User Identity. If an NEF PDU session context corresponding to the External Identifier or GPSI included in step 1 is found, then the NEF checks whether the SCS/AS is authorised to send NIDD requests and that the SCS/AS has not exceeded the quota of data submission to the PDU session.

If no NEF PDU session context is found, then the NEF, depending on PDU session Establishment Option, may either:
-
send a NIDD Submit Response (Cause) with appropriate error cause value. The flow stops at this step; 

or

-
perform device triggering towards the UE to establish a PDU session according to TS 23.502 [7] clause 4.13.2.2
3.
If an NEF PDU session context corresponding to the External Identifier or GPSI included in step 1 is found, then the NEF sends a NIDD Submit Request (User Identity, PDU session ID, NEF ID, non-IP data, NEF Wait Time, Maximum Re-transmission time) message toward the UPF/proxy function. 
4.
If the UPF can immediately deliver the non-IP data to the UE e.g. when UE is already in RRC_CONNECTED mode, or UE is in RRC_IDLE and UPF is able to initiate paging procedure (see TS 23.502 [7] clause 4.2.3.3), the procedure proceeds at step 8

If the UE is determined not reachable within the NEF Wait time the UPF sends NIDD Submit Response (Cause, Requested Re-Transmission Time) to the NEF.


The AMF may indicate in Requested Re-Transmission time IE the time when the NEF is expected to re-transmit the DL data to the currently unreachable UE. In this case the NEF buffers the DL data and wait for the notification that the UE becomes reachable.
5.
The NEF may send an MT NIDD Submit Response (Requested Re-Transmission time, Cause) to the SCS/AS informing of the received results. The flow stops at this step.
6.
When the AMF detects that the UE is reachable (e.g. by performing periodic registration, or when the UE is about to become reachable e.g. extended idle mode DRX cycle expiring, AMF anticipating MO communication pattern for the UE etc.), and the AMF has the Not Reachable for NIDD flag set, then the AMF invokes Namf_EventExposure_Notify (User Identity) service. The NIDD Submit Indication (User Identity) message could also come from the UPF if the UE initiated MO communication,
7.
If the data has not been purged, the NEF sends a NIDD Submit Request (User Identity, PDU session ID, NEF ID, non-IP data, NEF Wait Time, Maximum Re-transmission time) message toward the UPF/Proxy function.

8.
UPF/proxy function performs MT data transport according to clause 6.6.4.1.5

9.
If the UPF/proxy function was able to initiate step 8, then the UPF sends a NIDD Submit Response (cause) message towards the NEF acknowledging the NIDD Submit Request from NEF received in step 3 or step 7
10.
The NEF sends an MT NIDD Submit Response to acknowledge the MT NIDD Submit Request.
6.6.4.2.4
Mobile Originated NIDD procedure
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Figure 6.6.4.2.4-1: Mobile Originated NIDD Transport via NEF

0.
The UE has registered and performed PDU session establishment for NIDD via NEF.
1.
The UE sends MO data according to clause 6.6.4.1.4 including the PDU session ID corresponding to the session for NIDD via NEF.
2.
The UPF sends NIDD Submit Request (User Identity, PDU session ID, NEF ID, non-IP data, MO Exception data counter) message to the NEF 

3.
When the NEF receives the non-IP data, and finds an NEF PDU session context and the related T8 Destination Address, then it sends the non-IP data to the SCS/AS that is identified by the T8 Destination address, in a MO NIDD Indication (External Identifier or GPSI, non-IP data, Reliable Data Service Configuration).
4.
The SCS/AS responds to the NEF with a MO NIDD Acknowledgement 

5.
The NEF sends NIDD Submit Response to UPF
6.6.5
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.

6.6.6
Evaluation


This Solution has a minimum impact on the UE, allowing means to support the 5GC CIoT feature based on FW upgrade. The application layer and Radio layer in the UE can remain unchanged. 

Even though the signalling radio bearer is still used it would not impact the available radio resources blocks for NB-IoT since both SRB1bis and DRB use same scheduled NPUSCH and NPDSCH resources.
Pros:

- 
Minimum impact on UE implementation. Only impacting UE NAS layer and the handling of user data to/from the application in the new upper layer functionality that used to be in the NAS layer for Control plane CIoT EPC optimization.

NOTE: UE NAS layer anyway needs to be updated to support 5GC, so part of the above mentioned change is in any case needed.

- 
User data is separated from the control plane, which is an essential architectural principle for the 5GC.

- 
Core Network Congestion due to the user data handling in the control plane is avoided, since the user data is routed in the user plane.

- 
No duplication of User plane functionality e.g. RoHC in the Core network control plane.

- 
SCS/AS API is not affected. 

-
UE’s radio and modem functionality is not affected.

- 
RAN can separate NAS messages and user data, and potentially provide higher priority for the control signaling.

Cons:

- 
New function is introduced in the UPF

- 
New security endpoint in the new UPF function is introduced.

- 
A new indication is introduced in the RRC layer for routing purposes, indicating whether it is a NAS message or data PDU message. 
-
New routing solution in RAN for the user data PDU.
* * * End of changes * * * 
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